






















































































4. Inthe Confirm Installation Selections dialog box, click Install.

5. When the installation is complete, click Close to finish. Check for the latest Windows updates and install any Critical or Security updates
related to Microsoft .NET.

Note: A known issue occurs when attempting to install .NET Framework 3.5 on a computer running Windows Server 2012 R2 configured to
use a WSUS server to receive updates or when an Internet connection is unavailable. For more information, see Microsoft KB article

http://support.microsoft.com/kb/2734782.

To install Microsoft .NET Framework 3.5.1 on Windows Server 2016 and Windows Server 2019

1. Open Server Manager and select Features.
2. Select Add roles and features to launch the Add Roles and Features wizard.

3. Inthe Add Roles and Features wizard, click the .NET Framework 3.5 checkbox (under the .NET Framework 3.5 Features container) and
click Next.
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In the Confirm Installation Selections dialog box, click Specify an alternate source path.

Insert the Windows Server installation media.

In the Specify Alternate Source Path dialog box, enter the path and click OK. The Confirm Installation Selections dialog box appears.
Click Install.

When the installation is complete, click Close to finish. Check for the latest Windows updates and install any Critical or Security updates
related to Microsoft .NET.

© N o o s

Install Microsoft ODBC Driver 17 or later

Latest Release of PureConnect 2023 R3 is compatible with ODBC driver 17 onwards. Please make sure to install ODBC driver 17 or later versions
before installing the latest PureConnect build.

Note: Installation will check for ODBC driver version. If it does not meet the criteria, installation will stop with the error message "Microsoft
ODBC Driver 17.3 or greater version is required. Please install the driver and then proceed with the installation".

CIC Server configuration recommendations: pre- and post- Windows OS installation

Genesys recommends the following pre- and post- Windows OS installation configurations.
o Pre- Windows OS installation configurations
o Post- Windows OS installation configurations
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Pre- Windows OS installation configurations

Complete the following configurations before installing the Windows OS.
o Drive partitions and RAID
o Computer name
o Network configuration
e Domain requirements

Drive partitions and RAID

Partitioning the drives helps to avoid system problems due to applications filling up drive space. RAID implementation (Levels 1 & 10) increases
the protection of data from hardware failures. We recommend that you set up the CIC server storage configuration as follows:

o We recommend your server incorporate a hardware RAID adapter to help protect your data from hardware failure. Additionally the
hardware RAID adapter should include a battery-backed or flash-backed write cache module. In the event of power or hardware failure these
modules maintain the integrity of any data that was cached at the moment of failure. Upon recovering from the failure, the data contained
within the cache should be salvageable. Great care should be taken to insure that the RAID adapter can support multiple arrays of differing
formats and that there are no hidden issues with the number of drives that can be used to make a RAID 10 array. RAID 10 arrays of 4 - 8 hard
drives are very common implementations.

o Thetypical array configuration may vary from a single RAID 1 for smaller implementations to a single RAID10 for more storage capacity
in larger configurations. In the largest enterprise-scale implementations, it may also make sense to incorporate a second RAID 1 or
RAID 10 array dedicated to trace logging data. In this particular RAID+RAID configuration, the secondary RAID 1 or RAID 10 array would
provide much better overall performance than adding additional drives to the already busy primary RAID10. The need for RAID 1 versus RAID
10 on this secondary array would be determined by overall storage capacity needs.

e Insingle RAID array environments, we recommend at least 500 GB of drive space. We would recommend creating a minimum 120 GB
partition for the operating system (generally labeled C:). Next we recommend creating a second partition (generally labeled D:) to house
application data including the CIC server installation. This partition is recommended to be at least 60 GB. Lastly we recommend creating a
logging partition (generally labeled E:) using all of the remaining space on this single RAID format array. Additionally, we recommend enabling
file compression for the logging directory. This has proven to result in a minimal CPU load increase while reducing files sizes to roughly half
that of the uncompressed log files. This will be done by default in future releases. To enable this compression feature, check the “Compress
contents to save disk space” checkbox under Properties->General ->Advanced... for the logging folder.

e Inthe dual RAID array environments, we recommend increasing the size of the OS partition (generally labeled C:) to 120 GB and leaving
the remaining disk space of the primary RAID 10 for application partition (generally labeled D:). We then recommend creating the logging
partition (generally labeled E:) with the entire available disk space on the second RAID 1 or RAID 10 volume. This will greatly benefit logging
storage capacity and offload heavy logging I/0 bandwidth. We also recommend enabling file compression of the logging directory, even with
enterprise-scale implementations.

Computer name

Verify the customer’s requested server/computer name and use accordingly. If no preferred name has been indicated, use ICServer as the
computer name.

Network configuration

During Windows installation, configuration of static addresses is strongly advised. The default set of protocols installed during the Windows
installation should require no additional modification. If customer protocols or network services are installed, it is important that the
configuration be tested before it is placed into a production environment.

Domain requirements
All necessary interdomain trust relationships must exist and all necessary interdomain replication must be occurring.
Post- Windows OS installation configurations

Complete the following configurations after installing the Windows OS.
e Paging files
o Windows Error Reporting
o Relocate the Windows TEMP directory
o Teaming network interfaces
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Paging files

The default settings for the page file should be acceptable for most customers.

¥irtual Memory | x| |

v futomatically manage paging file size For all drives:

—Paging file size Far each drive

Drive [Molume Label] Paging File Size (ME]
o [Logs] Mone

E: [Daka) Mone
Selected drive: Ty [Swstem]

Space availakle: 11758 MB

) Custom size;

Initial size (ME): I
Maximunm size (ME): I

0 Syskem managed size

" Mo paging file Set

— Total paging file size For all drives
Mimirmumn allowed: 16 ME
Recommended: 6135 MEB
Currently allocated: 4090 MEB

(] 4 I Zancel
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Windows Error Reporting

Windows Server 2008 introduced an improved version of Windows Error Reporting architecture. When a process crashes with an unhandled
exception, a memory dump is created. All of this occurs without a debugger. The CIC server, Interaction Media Server, and other CIC applications
installed on Windows Server 2008 R2 or Windows Server 2012 R2 automatically configure Windows Error Reporting during installation.

The CIC server install (and other server-side application installs) set the following registry values:
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps\@DumpType=dword:00000002

HKLM\ SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps\@DumpFolder=<ININ TRACE ROOT Env>\WER\
We strongly recommend that customers do not change these values or override them with Group Policy.

For Windows Server 2008 R2 and Windows Server 2012 R2, the system should be configured for "Kernel memory dump." In the event that an
application generates a STOP error, a dump of the kernel memory will be written to disk. This can be verified through the "System" Control Panel
applet, under "Startup and Recovery". This is not configured by PureConnect applications.

Startup and Recovery E |

~Syskemn startup

Default operating system:
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| %SystemRant . MEMORY , DMP

W Crverwrite any existing file
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Relocate the Windows TEMP directory

To help prevent the partition housing the operating system from running low on disk space, we recommend that the TEMP environment variables
be moved off of the operating system partition. To accomplish this, log in as the CIC service account, open the System Control Panel
(sysdm.cpl) applet, click Advanced system settings, select the Advanced tab, and click Environment variables. Look for the four Temp
locations that should be updated. TEMP and TMP should be updated for both the CIC service account user variables, as well as the System
variables:

En¥ironment Yariables Ed |

~Lser wariables for bravoadmin
Yariable | Yalue |
_NT_SYMBOL_P... SRY*ci\symbolsh*http: ffiddevfiles.izdo...
PaTH 1perforcelpdclient
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TP % USERPROFILE%:\ AppDatatLocall Temp
Hew. .., Edit. .. | Delete |
— Syskem wariables
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PaModulePath Cindowst system3 2\ WwindowsPower s,
TEMF Cindows) TEMP
TMP CWindows! TEMP |
USERMAME SYSTEM LI
Mew. .. | Edit. .. | Delete |

(o] 4 I Zancel |

Please note that the TEMP path should be on a fault tolerant partition. Complete loss of the TEMP path can cause the operating system to stop
functioning.

Teaming network interfaces

The joining or teaming of multiple network interface cards/ports (NIC's) on the CIC server is supported, but only in certain configurations.
Interaction Media Servers or any server that deals with real-time audio across the network may only use particular forms of adapter teaming.
Different vendors may use different terms for different teaming models, but the basic rule is that only fault-tolerant configurations are supported.
Teaming forms that employ load balancing are not supported.

Choosing to deploy NIC teams makes deployments, maintenance, and troubleshooting more difficult. Understanding the correct way to
implement a QoS network can be a challenge in itself. While it is impossible to test every switch type, teaming method, NIC, NIC driver, and
customer environment in combination with the CIC software, following these guidelines gives you your best chance for success. Best practices
dictate that customers fully test the strategy they want to use prior to using the architecture in production. See the documentation for your server
for more information.

' Note: For issues with Media Server licenses due to multiple MAC addresses, use a static MAC address for the NIC Team. '

For more information on NIC teaming, see PureConnect Customer Care KB article https://genesyspartner.force.com/customercare/pkb_Home?
id=kA50B0000008Qr0.
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Recommended third party tools

Genesys recommends installing the following third party tools on the CIC server.
e Compression software

o Anti-virus software

o Adobe Reader

o Disk defragmentation

Compression software

While recent versions of Windows support the ZIP compression format natively, you may wish to install more robust compression software onto
the server. Compressing files is very useful when submitting log files to PureConnect Customer Care as part of the troubleshooting process.
Most support engineers prefer .ZIP files, though most can accept .RAR and .7Z formats as well.

Anti-virus software

Genesys has verified that McAfee Endpoint Threat Protection and Symantec Endpoint Protection can be installed with CIC as part of a system-
wide anti-virus strategy. The customer or partner has the option to install anti-virus software. For more information, see "Anti-virus requirements
and Best Practices" and Testlab (http://testlab.genesys.com ) for validated anti-virus versions. See System Software Requirements in the
PureConnect Documentation Library for the latest anti-virus software requirements.

Adobe Reader
Install the latest version of Adobe Reader in order to view documentation in .pdf format.
Disk defragmentation

We recommend that you defragment all hard disks on the CIC server on a schedule. Use a program such as the built-in Microsoft Disk
Defragmenter (defrag.exe) to run at an off-hour time such as Monday morning (Sunday night) at 1:00am.

Anti-virus requirements and best practices

This section provides the anti-virus software best practices and additional information for the CIC server. (Similar information is applicable to
Interaction Media Server and other subsystem servers. See the documentation for these servers for more information.)

Perform the following tasks when installing an anti-virus software product on the CIC server:
o |Install only a supported anti-virus product

Install only the virus protection security feature

Configure real-time protection for only write operations

Exclude continually accessed file types and directories

Update virus definitions daily

Conduct a full scan of the file system on a regular basis

See the Testlab site at http://testlab.genesys.com (under Data and System Protection) for instructions on configuring supported anti-virus
software products for use with the CIC server and its subsystem servers.

Install only a supported anti-virus product

Genesys selects and tests different anti-virus software products from multiple vendors based on the popularity of the product in customer
environments. Genesys tests each anti-virus software product on several criteria, such as performance impact, compatibility, and processing
capacity. Genesys then validates specific anti-virus software products for use with the CIC server and its subsystem servers.

To view the supported anti-virus software products

1. Open a web browser and navigate to the Testlab site at http://testlab.genesys.com.

2. Select Data and System Protection. The page displays the supported anti-virus products, supported versions, and any impacts on
performance and capacities for Customer Interaction Center and its subsystem servers.

Important: Ensure that you know the anti-virus software product and version that you will use on the CIC server and subsystem servers
before making your purchasing decisions. Some anti-virus software products reduce capacities and performance, which require additional
servers or affect licensing decisions.
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Install only the virus protection security feature

Many software security products and suites include features in addition to virus protection. For performance and capacity considerations, The
CIC server and its subsystem servers do not support any third party security features other than virus protection. Many of these security features
require the installation of drivers that can introduce decreases in performance and capacity, such as resets of network interface adapters.

The following list provides some of the unsupported security features that software security suite products can install:
o Firewall

Malware protection

Spyware protection

Intrusion prevention

Network monitoring

Important: Since security suite products typically install all security features by default, Genesys requires that you do not use standard or
default installation options. Customize the installation to include only virus protection.

Configure real-time protection for only write operations

Most anti-virus software products provide a real-time protection feature, which scans for viruses when a program or process attempts a read,
write, modify, or execute operation on a file. The terminology for this type of feature varies between anti-virus software products, such as On-
Access Scanning and Auto-Protect. See the documentation for your anti-virus software product to determine its terminology for that feature.

Server software products execute and read files frequently. Configuring for the real-time protection feature can significantly reduce input and
output performance of the storage media, create file lock contention, and cause a reduction in processing capacities of the host server.

Important: Configure the real-time protection feature of your anti-virus software product to scan for viruses for only write operations, such
as when files are created or modified.

Exclude continually accessed file types and directories

To process the interactions in your organization, the CIC server and its subsystem servers must write and modify files such as recordings and log
files on a rapid, continual basis. To ensure the maximum performance, configure your anti-virus software product to exclude specific file types
and directories, presented in this section.

o Files and file types to exclude
o Directories and subdirectories to exclude

Files and file types to exclude

Configure your antivirus software product to exclude the following files and file name extensions:
o .fbma

.rpt

.i3p

.i3c

.ivp

.dxs

.ihd

.i3pub

.ininlog (CIC log file format)

.ininlog.ininlog_idx (CIC log index file format)
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Directories and subdirectories to exclude

Configure your anti-virus software product to exclude the following directories and all subdirectories:
o ${ICDrive}\I3\IC\Recordings

${ICDrive}\I3\IC\Logs

${ICDrive}\I3\IC\Work

${ICDrive}\I3\IC\Mail

${ICDrive}\I3\IC\Persistence

${ICDrive}\I3\IC\PMQ

${ICDrive}\I3\IC\Server\Firmware

${ICDrive\I3\IC\Server\LRA

All directories and included subdirectories that are specified as server parameters in Interaction Administrator

All directories and subdirectories that the CIC Switchover system mirrors

Important:
When you exclude a directory, ensure that all of its subdirectories are also excluded.

Your specific anti-virus software produce may require additional configuration. Consult your anti-virus software product documentation on
the Testlab site at http://testlab.genesys.com for any special instructions beyond these recommendations.

Update virus definitions daily

Genesys strongly recommends that you configure your anti-virus software product to download and implement new virus definitions on a daily
basis. Schedule these updates to occur during off-peak hours. For more information about virus definitions, see your anti-virus software product
documentation.

Conduct a full scan of the file system on a regular basis

Genesys strongly recommends that you configure your anti-virus software product to scan the file system of the host server storage media on a
daily or weekly basis. Schedule this scan to occur during off-peak hours. Ensure that you select a time for starting the scan that allows it to finish
before demand on host server resources increases.

Important: Some anti-virus products use separate exclusion files for real-time protection and full system scans. Ensure that you define the
files and directories excluded in Exclude continually accessed file types and directories for both types of scans.

PureConnect QoS driver
Starting with CIC 4.0 GA, CIC uses a QoS driver that closely integrates with CIC. It operates independently of the Windows QoS Packet Scheduler,
which was the recommended QoS driver for CIC 3.0.

When you run the CIC server install as part of the CIC server installation process described in "CIC server Installation", the PureConnect QoS
driver is silently installed and the certificate is added to the Trusted Publishers list.

If your site has reasons for modifying this default behavior, you may wish to modify the QoS properties and run the CIC server install using Group
Policy or other methods. Review https://my.inin.com/Support/Pages/KB-Details.aspx?EntrylD=Q131006915300479 so that you can make the
appropriate planning decisions for QoS driver installation.

For more information, see the PureConnect Quality of Service Technical Reference in the PureConnect Documentation Library.
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Security-related settings

Microsoft has taken significant measures to increase security in Windows Server 2008 (and later). Certain local permissions have been locked
down in order to harden operating system security and reduce the complexity involved in configuring a secure server. For smoother CIC
installation on Windows Server 2008 R2 and Windows Server 2012 R2, we recommend that you verify the following security settings on the
server where the PureConnect product will be installed.

. This section includes:

° | Windows Firewall settings
° l User Account Control (UAC) settings
° l (Optional) Pre-configure groups for high security DCOM settings

PureConnect Security Features Technical Reference. Covers basic security features employed in CIC, including its use of SSL, TLS, and SRTP
protocols along with public key cryptography and certificates to enhance application security. Available in the PureConnect Documentation
Library.

PureConnect Security Precautions Technical Reference. Information on general security practices, a "Top 10" list of security topics, and
details about how to make the CIC server more secure. Available in the PureConnect Documentation Library.

Secure Input Technical Reference: Describes how to install and configure Interaction Intelligence support for secure input of sensitive or
confidential data such as credit card numbers. Available in the PureConnect Documentation Library.

Note : For more detailed information about security for PureConnect products, see: |

Windows Firewall settings

Windows Server 2008 (and later) provides a stateful firewall that prevents unsolicited connections to the server. The firewall can also be
configured to drop outgoing traffic that is not explicitly allowed by a firewall rule. The Windows Firewall analyzes the host's network traffic and
will allow or deny traffic based on configured rules. By default, Windows Firewall only allows incoming traffic to well-known Windows services,
but allows all outbound traffic. If the Windows Firewall on the CIC server is configured with custom outbound rules, the firewall may prevent CIC
clients from successfully communicating with the PureConnect product installed on the server. For more information, see PureConnect Security
Precautions in the PureConnect Documentation Library.

By default, the Windows Firewall is enabled. In its default configuration, this is appropriate for all PureConnect products. While not
recommended, the Windows Firewall may be disabled. CIC installations will configure the appropriate inbound firewall rules for the products
being installed.

Note: If the site's information security policy requires the Windows Firewall to be running, please note that the installation of an
PureConnect product may modify local firewall rules to open ports needed to ensure proper functionality. For more information, see
PureConnect Security Precautions in the PureConnect Documentation Library.
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User Account Control (UAC) settings

One of the most obvious new security features in Windows Server 2008 (and later) is User Account Control (UAC). When enabled, it provides a
level of separation between administrative and user-level access - even when using an account with administrative privileges. It is recommended
that UAC remain enabled. In its default configuration, UAC is configured appropriately for PureConnect products. PureConnect applications that
require elevation to function properly will prompt the user for elevation, automatically.

{:}_ User Account Control Settings !E E

Choose when to be notified about changes to your computer

Iser Account Contral helps prevent potentially harmful programs From making changes to your computer,
Tell me more about User Account Control settings

Alweays notify

Default - Notify me only when programs try to make
changes to my computer

e Don't notify me when I make changes to Windows settings

-ﬁ- Recommended if wou use Familiar programs and wisit
— — ~ Familiar websites,

Mewver nokify

Byl Ok I Cancel

Note: Changing UAC configuration or implementing granular control of UAC (such as in a Group Policy) may result in undesired behavior.
Any changes to UAC should be tested thoroughly before making changes in a production environment. For more information, see the
PureConnect Security Precautions Technical Reference in the PureConnect Documentation Library.
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(Optional) Pre-configure groups for high security DCOM settings

Microsoft has taken measures to increase security in each subsequent release of Windows Server with regard to DCOM processes. These
enhancements, designed to reduce operating system security concerns, are outlined in various documents and articles in the Microsoft
Knowledge Base (http://search.microsoft.com).

In order for the CIC server's DCOM components to function correctly and in a secure manner, Windows' DCOM security permissions must be
modified to include the domain accounts of all CIC users. An example of a CIC server DCOM process is the IC Authentication Service. If the
DCOM permissions are not set correctly, CIC client authentication will fail and the users must enter their CIC user and password when they log in
to the CIC client.

When you run the IC Setup Assistant to configure the CIC server, you will have the opportunity to indicate whether the DCOM permissions
should be set for the following security levels:

e Allow Everyone (Not recommended, least security). This option adds all rights to the Everyone group. If a Windows Domain (NT
Authenticated Users) group exists, it will be removed. This option should be used only in small environments that do not have the option to
perform NT Authentication.

e Allow Authenticated Users (Recommended, medium security) This option adds all rights to the Windows Domain (NT Authenticated
Users) group and removes remote launch/activate from the Everyone group. This is the default selection.

e Add pre-configured group(s) containing all CIC users' domain accounts (Highest security) For a tighter level of security, you can
add pre-configured Active Directory User group(s) or Local User group(s) (for example, workgroups). Setting up an Active Directory User
group conforms to the Microsoft method of administering permissions based on Active Directory groupings. This option adds all rights to
the specified groups, restores the Everyone group back to the defaults and removes the Windows Domain (NT Authenticated) Users group if
it exists.

If you choose the default setting (or lower), IC Setup Assistant will automatically set the permissions — no further work is required.

Create groups

If you wish to set the DCOM permissions at a tighter level of security, you or the Domain Administrator should follow standard Windows
procedures to create the appropriate Active Directory or Local User group(s) prior to running IC Setup Assistant. IC Setup Assistant will prompt
for these group names.

Create and configure the CIC administrator account

The CIC server requires a Windows domain user account to communicate with other servers across the network. Once the domain
administrator has created the account, it needs to be added to the local Administrator's group on the CIC server. Local machine
administrator privileges on the CIC server are necessary for installing the CIC software. IC Setup Assistant configures CIC services to start
by using this account, and automatically grants it sufficient rights to start these services.

Note: For historical and consistency purposes, this section uses the term "CIC administrator account" to refer to the Windows domain user
account that starts CIC services, acknowledging that the term may be misleading as the same account may or may not also be used to
administrator CIC accounts in Interaction Administrator. If you plan to use a specific account to run CIC services, make sure to follow the
instructions in this section to set up that account.

' This section includes:

° ' Create a CIC administrator domain user account

° l Give the CIC administrator account local machine administrator privileges on the CIC server

Create a CIC administrator domain user account

Have your domain administrator create a domain user in the Active Directory Users and Computers snap-in on the domain controller.

"Domain User" is sufficient, but a higher level such as "Domain Administrator" is acceptable.

l Note: If a "Domain User" is configured, Read Properties permissions must be granted to this account to ensure that the account functions I
correctly.

Selecting the Password Never Expires option is recommended.

o We recommend that this account cannot be locked out. Please note that if domain policy does allow this account to be locked, and if
someone accidentally or purposefully locks it, then CIC services will not be able to start or functionality of any running CIC Services may be
reduced.

During both the CIC server install and IC Setup Assistant, you will be prompted for the user name and password for this account ("CIC

administrator account").

l Note: You can change the CIC administrator domain user account after the CIC installation and re-run IC Setup Assistant. See "IC Setup I
Assistant."
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Give the CIC administrator account local machine administrator privileges on the CIC server

M wnN =

Log into the CIC server as a user with local (machine) administrator privileges.
From the Control Panel, open Administrative Tools.
Open the Computer Management MMC snap-in. (compmgmt.msc from the command line)

In the Computer Management console, expand Local Users and Groups and select the Groups folder.
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Right-click the Administrators group and choose Add to Group.

In the Administrators Properties screen, click the Add button and select the CIC administrator account from the list of groups and users on

the CIC server's domain.

Backup Operators can override secu. ..
Mermbers of this group are allowed £, .,
Members are authorized to perform ...
Members are allowed ko launch, acti. ..
Members of this group can read eve. ..
Guests have the same access as mea. .,
Built-in group used by Internet Infor...
Members in this group can have som...
Mermbers of this group may schedule. ..
Members of this group can access p...

Power Users are included For backw, ..

Members can administer domain prin. ..
Members in this group are granted £, ..

Supports file replication in a domain
IUsers are prevented From making ac...

Click OK. The CIC administrator domain user is now a member of the CIC server's Administrators group.

(Optional) Install and configure the email client

Microsoft Exchange (EWS) and Novell GroupWise do not require an email client on the CIC server.

If you use IBM Domino/Notes, see "Mail System" in this document for instructions on installing and configuring an email client on the CIC server

to access the CIC administrator account on the mail server.

Plan license assignment and allocation

If you have not already done so, review the PureConnect Licensing Technical Reference in the PureConnect Documentation Library to plan

PureConnect licensing needs:

(]

(]
(]
(]

Server Feature licenses
Access licenses

License allocation. There are now two license allocation methods: Assignable and Concurrent

Add-on and Module licenses
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Order and generate the CIC 4.0 license

New CIC 2015 R1 or later installations require a CIC 4.0 license.
Existing CIC 4.0 installations do not require any changes to the CIC 4.0 license to upgrade to CIC 2015 R1 or later.

Order and generate the CIC 4.0 license. Your license defines what product version, Server Features, Basic Station and Access license
components, additional license components, and license quantities are included in your agreement.

We recommend that you download the license to the CIC server at the start of the installation process. A number of installs plus IC Setup
Assistant require it. For more information, see "CIC server Installation".

To order and generate the 4.0 license

See the PureConnect Licensing Technical Reference for complete instructions for how to access the Activation File Management tool, generate a
production license, and download the activation file.

1. Place the order for CIC 4.0 product with Genesys.

2. After Genesys processes your order and creates your company's account, generate the license by using the Activation File Management Tool
at https://genesyspartner.force.com/customercare/GenesysCommunityLogin.

3. Inthe Machine section, provide the following machine information:

Host ID - Type the Host ID of the CIC server. See "Host ID".

Machine Name - Type the Machine Name where the license file will be downloaded.
System Type - Select Media Server Based (4.0+).

Mail Connector - Select the type of Mail System in use.

Host ID

PureConnect licensing is based upon a Host ID for the CIC server and Media Server, instead of the MAC address. The Host ID is
the code that uniquely identifies a server and is used to lock a license to that server.

A program called GetHostID utility is available from the CIC 2015 R1 or later .iso file and the Utilities and Downloads page at
https://help.genesys.com/utilities-and-downloads.html so that you can generate the HostID prior at this time.

Note: If the physical processor chips found on the CIC server have different CPUID values, virtual machines hosted on the server will
randomly show different CPUIDs when a virtual session is initiated. Contact PureConnect Customer Care to assist you with modifying
your CIC server license to accommodate this condition. Record and provide the following information to the representative: CPU1:D5 |
CPU2:F3.

4. If you are licensed for a Switchover server, you are prompted for information about the other server in the Switchover pair.
After making your license selections, generate and view the license.

6. Download the license file to the CIC server. The file downloads to your default download location (for example, your Downloads folder) with
a file name extension of ".I3Lic".

o

(Optional) Install SNMP

The SNMP service enables Network Management Systems (NMS) to monitor CIC and its subsystems for SNMP traps. A CIC subsystem also
monitors itself and other CIC subsystems for SNMP requests and traps.

SNMP service in CIC is optional — the CIC server install does not require it, and the Customer Interaction Center Service starts without it.
However, SNMP service /s required if you plan to use an SNMP-compliant Network Management Systems (NMS) tool.

For installation and configuration instructions, see the C/C and SNMP Technical Reference in the PureConnect Documentation Library.

If you are using an NMS tool, you can import the Customer Interaction Center's Management Information Base (i3ic.mib), which contains IC-
specific objects, from:

o In the \Additional Files\SNMP directory on the CIC 2015 R1 or later .iso file.

e On the Utilities and Downloads page at https://help.genesys.com/utilities-and-downloads.html .

If you are running SNMP on the CIC server, you must import and open the MIB file in the SNMP management application. This is needed so that
the SNMP management application can query the CIC server for information.
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(Optional) IC Survey System

Genesys recommends that you complete a Pre-Install survey prior to a new installation to compile all the installation and configuration
information needed for the customer site.

The results of the Pre-Install survey are stored in an IC Survey file on the CIC server. When you run the IC Setup Assistant as part of a new
installation, it will load and read the IC Survey file, and pre-fill the screens with the appropriate configuration information. A completed survey
enables installers to discover installation issues in advance of the actual installation. This makes for a simplified installation process for all
involved.

To complete a Pre-Install survey

Open the IC Survey System from the \Additional Files\IC Survey System on the CIC 2015 R1 or later .iso file.
Double-click ICSurveyMenu.html.

Select IC Pre-Install Survey..New.

When you are done, click Save IC Survey file. It will generate an ./CSurvey file.

Download the IC Survey file to the \I3\IC\Manifest directory on the CIC server.

o s N2

Interaction Media Server

Interaction Media Server is a required CIC subsystem. Interaction Media Server handles all CIC audio needs, including Voice-over-IP (VolP) active
call connections, recordings, and playing prompts. PureConnect has developed Interaction Media Server for durability in processing these audio
functions at high volumes.

For a description of Interaction Media Server architecture and features, see the Interaction Media Server Technical Reference in the PureConnect
Documentation Library.
This section provides a summary of installation and configuration tasks for Interaction Media Server for a new CIC installation.

e Requirements and installation

e Configuration

Requirements and installation

One or more Interaction Media Servers are required for a CIC implementation. Interaction Media Server can be installed before or after the CIC
server installation. (The CIC server installation is covered in "CIC server Installation" and "IC Setup Assistant".)

Interaction Media Server is available as a pre-packaged server or the Interaction Media Server software can be installed on a verified server.

The Interaction Media Server software install is available in the following locations:
e The CIC 2015 R1 or later .iso
o The CIC 2015 R2 or later Appliance .iso

This section includes:
o Interaction Media Server install on the CIC 2015 R1 or later .iso
e |nteraction Media Server install on the CIC 2015 R2 or later Appliance .iso

Interaction Media Server install on the CIC 2015 R1 or later .iso

The CIC 2015 R1 or later .iso file is available to download from the Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx

When you run Install.exe from the \Installs directory on the CIC 2015 R1 or later .iso file as recommended, select the Off-Server Components tab,
and check the Interaction Media Server component.

For requirements and installation instructions, see the /nteraction Media Server Technical Reference.
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Interaction Media Server install on the CIC 2015 R2 or later Appliance .iso

Starting with CIC 2015 R2, a CIC Appliance .iso containing the following CIC Appliance-related update components was created for customers
created for customers who need to upgrade these components on appliances in a CIC 3.0 environment:

o Interaction Media Server

o Interaction SIP Proxy

o Interaction Media Server EDGE
o Interaction SIP Proxy EDGE

The CIC Appliance 2015 R2 or later .iso file is available from the Product Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx

When you run Install.exe from the root directory of the CIC Appliance 2015 R2 or later .iso file, check the Interaction Media Server component.

= PureConnect Products Elﬂ

The Faollowing list of PureConnect products are available For this machine. Please click the Install
button to apply the products,

[¥]fnteraction Media Server 2015 R1
[T]Interaction SIP Proxy 2015 Rl

Installation Progress

[ Install J ’ Zancel

For requirements and installation instructions, see the /nteraction Media Server Technical Reference.

Configuration

After the CIC server installation is completed, perform the following tasks to configure the Interaction Media Server to work with the CIC server:
o Add the CIC server to the Interaction Media Server
o Apply the Interaction Media Server license
e Configure CIC for Interaction Media Server

For instructions, see the Interaction Media Server Technical Reference.

Important: At least one Interaction Media Server must be configured to work with the CIC server before the CIC system can be tested to
ensure basic functionality, as described in "Post-Installation Configuration".
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Client Workstation

CIC user, supervisor, and administrator applications run on Windows-based client workstations. This section discusses client workstation
requirements for use with a CIC server.

o Client workstation hardware requirements

Client workstation software requirements

Supported Mail Systems

Administrative privileges

IC User Applications (32-bit and 64-bit) install

IC Business Manager Applications install

IC Server Manager Applications install

Localized client workstation applications and requirements

Web browser requirements. See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

Client workstation hardware requirements

This section describes the minimum and recommended hardware requirements for running IC User Applications, IC Business Manager
Applications, Interaction Optimizer in IC Business Manager (for schedule creation/modification and intraday reforecasting), and IC Server
Manager Applications on client workstations.

This section includes:
e |C User Applications
o |C Business Manager Applications hardware requirements
o |nteraction Optimizer in IC Business Manager
e |C Server Manager Applications hardware requirements

IC User Applications
This section describes the minimum and recommended hardware requirements for running IC User Applications on client workstations.

Minimum requirements for IC User Applications

Processor: Intel® Pentium® 4 @ 2.4GHz or AMD equivalent (Athlon XP/MP)
Memory: 1 GB system memory

Disk space for default installation: 550 MB of available hard disk space
Disk space for full installation: 900 MB of available hard disk space
Disk space for tracing and debugging files: Up to 8 GB disk space*
Network: 100 Mb network controller

Recommended requirements for IC User Applications

Processor: Intel® Core™ i3 Processor or AMD equivalent

Memory: 2 GB system memory

Disk space for default installation: 700 MB of available hard disk space
Disk space for full installation: 1 GB of available hard disk space

Disk space for tracing and debugging files: Up to 20 GB disk space*
Network: 1 Gb network controller

* Hard drive sizing recommendations are based upon moderate loading of average-sized implementations with trace levels set to default values.
Increasing the trace log levels beyond this level can greatly effect storage requirements. Monitoring of available drive space at regular intervals
will be required due to the uncompressed nature of these off-host logs files. Only trace logs generated on the CIC server get compressed on a
daily basis.
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IC Business Manager Applications hardware requirements

This section describes the minimum and recommended hardware requirements for running IC Business Manager Applications on supervisor and
administrator workstations.

Minimum requirements for IC Business Manager Applications

Processor: Intel ® Core™ i5 Processor or AMD equivalent

Memory: 1 GB system memory

Disk space for installation: 700 MB of available hard disk space

Disk space for tracing and debugging files: Up to 20 GB disk space*
Network: 100 Mb network controller

Recommended requirements for IC Business Manager Applications

e Processor: Intel® Core™ i7 Processor or AMD equivalent

e Memory: 2 GB system memory

o Disk space for installation: 1 GB of available hard disk space for installation
e Disk space for tracing and debugging: Up to 80 GB of disk space*

o Network: 1 Gb network controller

* Hard drive sizing recommendations are based upon moderate loading of average-sized implementations with trace levels set to default values.
Increasing the trace log levels beyond this level can greatly effect storage requirements. Monitoring of available drive space at regular intervals
will be required due to the uncompressed nature of these off-host logs files. Only trace logs generated on the CIC server get compressed on a
daily basis.

Interaction Optimizer in IC Business Manager

Needed for schedule creation/modification and intraday reforecasting. For more information, see Interaction Optimizer Requirements and
Limitations Overview.

Minimum requirements for Interaction Optimizer in IC Business Manager

Processor: Intel ® Core™ i7 Processor with at least 4 cores or or AMD equivalent (Fx)

Memory: 8 GB system memory

Disk space for installation: No extra besides IC Business Manager requirements

Disk space for tracing and debugging files: No extra besides IC Business Manager requirements
Network: No extra besides IC Business Manager requirements

Recommended requirements for Interaction Optimizer in IC Business Manager

Processor: Intel® Core™ i7 4-core Processor Extreme Edition with at least 6 cores or or AMD equivalent (Fx)
Memory: 16 GB system memory (DDR4-1600/2133)

Disk space for installation: No extra besides IC Business Manager requirements

Disk space for tracing and debugging: No extra besides IC Business Manager requirements

Network: No extra besides IC Business Manager requirements
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IC Server Manager Applications hardware requirements

This section describes the minimum and recommended hardware requirements for running IC Server Manager Applications on administrator
workstations.

Minimum requirements for IC Server Manager Applications

Processor: Intel® Pentium® 4 @ 2.4 GHz or AMD equivalent

Memory: 1 GB system memory

Disk space for installation: 900 MB of available hard disk space

Disk space for tracing and debugging files: Up to 10 GB disk space*
Network: 100 Mb network controller

Recommended requirements for IC Server Manager Applications

e Processor: Intel® Core™ i3 Processor or AMD equivalent

e Memory: 2 GB system memory

o Disk space for installation: 1.2 GB of available hard disk space

e Disk space for tracing and debugging: Up to 20 GB of disk space*
o Network: 1 Gb network controller

* Hard drive sizing recommendations are based upon moderate loading of average-sized implementations with trace levels set to default values.
Increasing the trace log levels beyond this level can greatly effect storage requirements. Monitoring of available drive space at regular intervals
will be required due to the uncompressed nature of these off-host logs files. Only trace logs generated on the CIC server get compressed on a
daily basis.

Client workstation software requirements

This section describes minimum software requirements for client workstations running IC User Applications, IC Business Manager Applications,
and IC Server Manager Applications. See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

In this section:
e Microsoft Windows OS - See System Software Requirements in the PureConnect Documentation Library for the latest requirements.
o Microsoft .NET Framework requirements for client workstation

Microsoft .NET Framework requirements for client workstation

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

This section includes:
o Microsoft .NET Framework 4.7
e Microsoft .NET Framework 4.5.2 or later
o Microsoft .NET Framework 4.0
e Microsoft .NET Framework 3.x

Microsoft .NET Framework 4.7 or later

Starting with PureConnect 2018 R4, Microsoft.NET Framework 4.7 or later is required on the client workstation. For more information, refer to
Microsoft KB article https://support.microsoft.com/en-us/help/3186539

Windows 10 Anniversary Update and later: (Required for PureConnect 2018 R4 and later) If not installed via Windows Update, install from
IC_WorkstationPreReqs share

Windows 8.1: (Required for PureConnect 2018 R4 and later) If not installed via Windows Update, install from IC_WorkstationPreReqs share
Windows 7 SP1: (Required for PureConnect 2018 R4 and later) If not installed via Windows Update, install from IC_WorkstationPreReqs share

For more information, refer to Microsoft article .NET Framework system requirements
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Microsoft .NET Framework 4.5.2 or later

Starting with CIC 2016 R1 through 2018 R3, .NET Framework 4.5.2 or later is required on the client workstation for IC User Applications and IC
Server Manager Applications to resolve email-related issues in Interaction Desktop and Interaction Administrator. The Microsoft .NET
Framework 4.5.2 or later is a highly compatible, in-place update to the .NET Framework 4.5.1, the .NET Framework 4.5, and the .NET Framework
4. However, it can run side by side with .NET Framework 3.5.1. For more information, see Microsoft KB article https://support.microsoft.com/en-
us/kb/2934520.

Windows 10

Support for .NET Framework 4.5.2 or later applications is included in Windows 10.

Windows 8 and Windows 8.1

The .NET Framework 4.5.2 or later for Windows 8.1 is available on Windows Update and offered as a recommended update on Windows Update.

If it was not automatically installed with Windows Update, the .NET Framework 4.5.2 or later is available to install:
e As a download from Microsoft Support. See Microsoft KB article https://support.microsoft.com/en-us/kb/2934520.
o On the IC_WorkstationPreReqgs share on the CIC server, following the CIC server installation.

Windows 7

The .NET Framework 4.5.2 or later is available to install:
o As a download from Microsoft Support. See Microsoft KB article https://support.microsoft.com/en-us/kb/2934520.
o On the IC_WorkstationPreReqgs share on the CIC server, following the CIC server installation.

Microsoft .NET Framework 4.0

Microsoft .NET Framework 4.0 is required for IC User Applications and Server Manager applications (CIC 2015 R1 through CIC 2015 R4), and IC
Business User Applications .

Windows 10

Microsoft .NET Framework 4.x is included with the operating system. No user action is required to meet this framework version requirement.

Windows 8 and Windows 8.1

Microsoft .NET Framework 4.x is included with the operating system. No user action is required to meet this framework version requirement.

Important: If you are running CIC client workstation applications on Windows 8, download and apply Microsoft KB
http://support.microsoft.com/kb/2750149 to ensure proper functionality. The issue fixed by this KB is not present in Windows 8.1.

Windows 7

The full framework profile of Microsoft .NET Framework 4 must be installed on CIC client workstation applications running on Windows 7. The
install (dotNetv40_Full_x86_64.exe) is available on the IC_WorkstationPreReqs share on the CIC server, following the CIC server installation.
Notes

e We recommend installing .NET Framework 4.0 on client workstations in advance of installing the CIC client workstation applications so that
you can ensure that the .NET Framework 4.0 installation was successful.

o The .NET Framework 4.0 installation can take some time to complete, especially if it is installed on remote workstations.

o Administrators can chose to deploy .NET Framework 4.0 to client workstations using Group Policy deployment with Windows Software
Update Services.

Microsoft .NET Framework 3.x

CIC client workstation applications running on Windows 10, Windows 8.1, Windows 8, and Windows 7 require that the Microsoft .NET Framework
3.5.1 feature be installed.

To install Microsoft .NET Framework 3.5.1
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1. In the Control Panel, open Program and Features.
2. Click the Turn Windows features on or off link.

& = B

%v ﬁ * Al Control Panel kems » Programs and Features - I Search Programs and Features

Contral Panel Horme

Uninstall or change a program

Wiewr installed updates Touninstall a prograrm, select it frorm the list and then click Uninstall, Change, or Repair,
@ Turn Windows features on ar

off Organize - = -~ @

Ins:;ll akprngram frarn the Mame & IvI Fublisher IvI Installed... I b

neEtwer i5'BGInfo Testing - Perfomance 8/27/2010
[57 Foxit Reader Foit 8272010
ﬂMc.ﬂ\fee Agent Mcafee, Ine, 872772010
I5P~\-'1icr|:|sof't.f‘-.IET Framewark 4 Client Profile Microsoft Corporation 82752010
IEI'-Aﬁcru:usof't.NET Framewaork 4 Extended Microsoft Corporation 8272010

Currently installed programs Total size: 119 ME
h' 5 programs installed

3. Locate the Microsoft .NET Framework 3.5.1 feature (Windows 7) or NET Framework 3.5 (includes .NET 2.0 and 3.0) (Windows 10,
Windows 8.1, and Windows 8), and click the "plus” sign to expand the folder.

4. Select the Microsoft .NET Framework 3.5.1 (or Microsoft .NET Framework 3.5) check box.
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. Print and Docurment Services
. Remote Differential Compression
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[0 Services for MF3 -
< | | E
O Cancel
5. Click OK.

6. Wait for the installation to complete and reboot, if prompted.

Check for the latest Windows Updates and install any Critical or Security updates related to Microsoft .NET.

Supported Mail Systems

An email client is not required for users: voicemail and fax can be checked in the CIC client. However, if you want to provide users with the ability
to check messages outside of CIC, or to receive any other messages from CIC which are not either voicemail or fax, install the appropriate email
client for the site's mail system.

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

For more information, see "Mail System."

Administrative privileges

Make sure the person installing CIC client workstation applications has:
o Administrative privileges on the local machine.
o Write access to the C:\Program Files\Common Files directory.
o Write access to the HKEY_LOCAL_MACHINE and HKEY_CLASSES_ROOT locations in the registry on the client workstation.

There are no privilege restrictions for users of the CIC client workstation applications.

IC User Applications (32-bit and 64-bit) install

The IC User Applications installation program is available in 32-bit and 64-bit versions. The IC User Applications installation program installs:
e |Interaction Desktop
o Additional Interaction Desktop features: Outlook Dialing

Interaction Voicemail Player

Interaction Fax

SIP Soft Phone

Interaction Screen Recorder Capture Client

Interaction SIP Bridge

Microsoft Outlook Interaction Desktop Add-in

This section includes Additional requirements for IC User Applications.

Note: Other IC User Applications, such as Interaction Tracker Client and Interaction Process Automation, are available in Interaction
Desktop, if licensed.
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Interaction Desktop

Interaction Desktop is a full-featured CIC client that runs in a framework. It enables you to create multiple workspaces and combine CIC client
views to suit your workflow. Interaction Desktop features enhanced email views, including support for email folders.

For more information

e For installation-related details, see "Client Workstation Installations".

e Existing CIC 4.0, CIC 2015 R1, and CIC 2105 R2 implementations upgrading to CIC 2015 R3 or later implementations should refer to Transition
to Interaction Desktop Administrator's Guide in the PureConnect Documentation Library.

e For user documentation, see Interaction Desktop Quick Start Guide, Interaction Desktop Quick Reference Card, and Interaction Desktop
Operator Console Quick Reference Card in the PureConnect Documentation Library.

o For a feature comparison, see CIC Client Comparison in the PureConnect Documentation Library.

Additional requirements for IC User Applications

This section describes the additional requirements for certain selectable application/feature components in the IC User Applications (32-bit and
64-bit) installs.
e |nteraction Fax
Interaction Voicemail Player
SIP Soft Phone
Interaction Screen Recorder Capture Client
Interaction SIP Bridge
Microsoft Outlook Interaction Desktop Add-in

Interaction Fax

Interaction Fax is a stand-alone, desktop application for managing faxes. Faxes are delivered to users via Microsoft Outlook, IBM Notes, or Novell
GroupWise email. Please review the following requirements for using Interaction Fax on client workstations:

e Configure the CIC server for faxing.

o Make sure your license includes the appropriate Interactive Media Server fax licensing.

e Make sure that the correct IC User Applications version (32-bit or 64-bit) for the workstation is installed; it contains the necessary fax
printer driver version for printing faxes.

For more information on these requirements, see "Fax Support".

Interaction Voicemail Player

The Interaction Voicemail Player is a stand-alone desktop application for managing voicemails, with a common interface for all supported mail
systems. Voicemail .wav files are delivered to users via Microsoft Outlook, IBM Notes, or Novell GroupWise email or via the CIC client
interfaces.

SIP Soft Phone

The SIP Soft Phone is a stand-alone, desktop application that places and controls calls, providing SIP endpoint functionality. It uses a USB
headset to deliver audio to the user. The SIP Soft Phone can be used with Interaction Desktop.

Note the following requirements for using the SIP Soft Phone on client workstations:

o The SIP Soft Phone application works in conjunction with the CIC provisioning subsystem and is configured in Interaction Administrator.
Each SIP Soft Phone must be implemented as a managed IP phone.

e The SIP Soft Phone application requires the use of a USB headset to deliver audio to the user. For a list of supported headsets, refer to
http://testlab.genesys.com.

e When you run the IC User Applications install (32-bit or 64-bit) as described in "Client Workstation Installations" with the SIP Soft Phone
feature selected, a QoS Requirement screen prompts you to select the PureConnect QoS driver. If your site has reasons for modifying this
default behavior, you may wish to modify the QoS properties and run the IC User Applications install using Group Policy or other methods.
Review https://my.inin.com/Support/Pages/KB-Details.aspx?EntryID=Q131006915300479 so that you can make the appropriate planning
decisions for QoS driver installation on workstations.

For more information on these requirements, see the C/C Managed IP Phones Administrator's Guide in the PureConnect Documentation Library.
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Interaction Screen Recorder Capture Client

The Interaction Screen Recorder Capture Client is an Interaction Recorder feature installed on agent workstations that records agents' screens.
Screen recordings can be associated with phone call and Web chat interactions.

Note the following requirements for using the Interaction Screen Recorder Capture Client on client workstations:

e When you run the IC User Applications install (32-bit or 64-bit) as described in "Client Workstation Installations" with the Interaction Screen
Recorder Capture Client feature selected, a QoS Requirement screen prompts you to select the PureConnect QoS driver. If your site has
reasons for modifying this default behavior, you may wish to modify the QoS properties and run the IC User Applications install using Group
Policy or other methods. Review https://my.inin.com/Support/Pages/KB-Details.aspx?EntrylD=Q131006915300479 so that you can make the
appropriate planning decisions for QoS driver installation on workstations.

For all other Interaction Recorder requirements and installation instructions, see the /Interaction Recorder Technical Reference in the
PureConnect Documentation Library.

Interaction SIP Bridge

Interaction SIP Bridge enables at-home workers to use a physical IP telephone to make and receive calls from a CIC environment through a
remote connection, such as through a virtual private network.

Please note the following requirements for using the Interaction SIP Bridge on remote client workstations:

o Interaction SIP Bridge license

e When you run the IC User Applications install (32-bit or 64-bit) as described in "Client Workstation Installations" with the Interaction SIP
Bridge feature selected, a QoS Requirement screen may prompt you to select the PureConnect QoS driver. If your site has reasons for
modifying this default behavior, you may wish to modify the QoS properties and run the IC User Applications install using Group Policy or
other methods. Review https://my.inin.com/Support/Pages/KB-Details.aspx?EntrylD=0131006915300479 so that you can make the
appropriate planning decisions for QoS driver installation on workstations.

o The computer on the remote network of the agent must have a VPN client software application that enables connection to the corporate
network.

e The VPN client software application must define a virtual network adapter in Windows.

For all other Interaction SIP Bridge requirements and installation instructions, see:
o The Interaction SIP Bridge Installation and Configuration Guide in the PureConnect Documentation Library.
e "Client Workstation Installations" in this document.

Microsoft Outlook Interaction Desktop Add-in

The Microsoft Outlook Interaction Desktop Add-in enables users to call both Outlook contacts and other Interaction Desktop users. It also
provides up-to-date status information for other CIC client users in the organization.
Please note the following requirements for using the Microsoft Outlook Interaction Desktop Add-in on client workstations:

o 32-bit Microsoft Outlook 2010 SP1

e Interaction Desktop Outlook Add-in license and Client Access license.

e Visual Studio 2010 Tools for Microsoft Office (32-bit and 64-bit)

o Microsoft Office Primary Interop Assemblies 2010

Note: When you install Microsoft Outlook Interaction Desktop Add-in using the recommended method, the Visual Studio 2010 Tools and
Microsoft Office Primary Interop Assemblies 2010 are installed automatically.

For all other Microsoft Outlook Interaction Desktop Add-in requirements and installation instructions, see:
o The Microsoft Outlook Interaction Desktop Add-in Installation and Configuration Guide in the PureConnect Documentation Library.
e "Client Workstation Installations" in this document.

IC Business Manager Applications install

The IC Business Manager Applications installation program installs:
o |C Business Manager
o Interaction Fax Cover Page Editor

This section includes:
o Additional requirements for Interaction Report Assistant and Interaction Reporter
e Additional requirements for other IC Business Manager modules
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IC Business Manager

IC Business Manager provides a user interface for easy access to the features of the following application modules, available with the
appropriate licensing:

e Interaction Feedback
Interaction Optimizer
Interaction Process Automation Monitor
Interaction Process Automation Reporting
Interaction Recorder Client
Interaction Recorder Extreme Query
Interaction Report Assistant
Interaction Reporter
Interaction Quality Manager
Interaction Supervisor
Interaction Tracker

Additional requirements for Interaction Report Assistant and Interaction Reporter

The reporting options available in IC Business Manager include:
e Interaction Reporter: Run pre-defined reports simply using filters to configure report parameters. Depending on the report, Interaction
Reporter makes use of the ActiveReports 6 or Crystal Reports reporting runtime.
o Interaction Report Assistant: Design customized reports using the Interaction Report Assistant wizard.

Please note the following requirements for running the reporting modules in IC Business Manager on client workstations:
o Adatabase server is required and CIC must be configured for that database server.

e If SQL Server is the Reporting database, the SQL Server ODBC driver must be installed on the CIC server and client workstations running
the reporting modules. In most cases, the SQL Server ODBC driver is automatically installed with the CIC server and client workstation
operating system software supported by CIC.

o If Oracle is the Reporting database, the Oracle client and the Oracle ODBC driver must be installed on the CIC server and client
workstations running the reporting modules.

o Interaction Reporter has a runtime of Crystal Reports supporting 9, 10, XI, and 2013 for report viewing, installed automatically with the IC
Business Manager Applications install. If you wish to modify and create reports, you must install the full Crystal Reports package.

Additional requirements for other IC Business Manager modules

See IC Business Manager Help in the PureConnect Documentation Library to direct you to the appropriate help and technical reference
documents for other modules in the IC Business Manager.

e For Interaction Recorder Client requirements, see the Interaction Recorder Technical Reference.
e For Interaction Recorder Extreme Query requirements, see the /nteraction Recorder Extreme Query Installation and Configuration Guide.
e For Interaction Process Automation requirements, see the Interaction Process Automation Technical Reference.

Interaction Fax Cover Page Editor

Interaction Fax Cover Page Editor enables administrators and managers to design fax cover pages and edit standard templates available to users
for use with Interaction Fax. For more information, see"Fax Support".

IC Server Manager Applications install

The IC Server Manager Applications installation program installs:
e |C Server Manager

Interaction Administrator

Interaction Attendant

Interaction Designer

IC System Manager

Interaction Host Recorder Client

Interaction SOAP Tracer




IC Server Manager

IC Server Manager provides a user interface for easy access to the features of the following application modules, available with the appropriate
licensing:
e IC Server Manager Administrator — Enables administrators to define the keywords that Interaction Analyzer uses to monitor conversations
between agents and customers
o Interaction Process Automation Monitor
e |Interaction Process Automation Reporting
o Interaction Process Automation Designer

For Interaction Process Automation requirements, see the /nteraction Process Automation Technical Reference.
Interaction Host Recorder Client

Interaction Host Recorder Client is required on administrator workstations when using the Host tools. For requirements, see Interaction Host
Recorder Help in the PureConnect Documentation Library.

Interaction SOAP Tracer

Interaction SOAP Tracer debugs SOAP messages between IC and SOAP Notifier COM or ISAPI listener. It is required on administrator
workstations when using SOAP tools. For requirements, see the C/C and SOAP API Developer's Guide in the PureConnect Documentation
Library.

Localized client workstation applications and requirements

For sites planning on localizing CIC, the following CIC client workstation application installation programs are localized:
e IC User Applications (32-bit)

IC User Applications (64-bit)

IC Business Manager Applications

IC Server Manager Applications

Interactive Update Client

Note: The scope of localization varies for different languages. Refer to supported languages in the C/C Language Pack Technical Reference
to find out which workstation installation programs are localized for a particular language.

Additional Servers

This section describes additional servers in the PureConnect suite of software covered in other documents in the PureConnect Documentation
Library. See these documents for requirements that must be fulfilled before installing CIC.

e Directory server
Switchover
DHCP server
DNS server
Web server
ASR server

TTS server

Also see "Optional Installations and Additional Functionality" for a summary of installs included on the CIC 2015 R1 or later .iso file for additional
IC application servers, for example, off-server Session Manager.
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Directory server

Windows domains require directory servers to store the Active Directory.

Active Directory, the directory service central to the Windows Server operating system, runs only on domain controllers. Active Directory is a
LDAP-based directory system capable of storing the information about large numbers of users and providing rapid access to applications.

In addition to providing a place to store data and services to make that data available, Active Directory protects network objects from
unauthorized access and replicates objects across the network so that data is not lost if one domain controller fails.

CIC can use Windows Active Directory services to authenticate users.
Forest functional levels

CIC supports the following forest functional levels:
e Windows Server 2019
o Windows Server 2016
o Windows Server 2012 R2

Domain environments

CIC supports the following domain environments:
o Domain functional level: Windows Server 2019
Domain controllers supported: Windows Server 2019 family
e Domain functional level: Windows Server 2016
Domain controllers supported: Windows Server 2016 family
e Domain functional level: Windows Server 2012 R2
Domain controllers supported: Windows Server 2012 R2 family

For more information, see Microsoft TechNet article http://technet.microsoft.com/en-us/library/understanding-active-directory-functional-
levels%28WS.10%29.aspx.

Switchover

CIC supports an automated switchover system with duplicate CIC servers. With switchover in place, if your CIC server ever stops responding, a
backup server will take over within 30 seconds. In addition, the switchover scheme allows administrators to manually switch the "active" CIC
server with no phone disruption.

For licensing, requirements, and installation and configuration instructions, see the Automated Switchover System Technical Reference in the
PureConnect Documentation Library.

DHCP server
While DHCP is not directly used by CIC, the service is used by many of the devices which connect to CIC. Additional configuration options can be
provided using DHCP to provide functionality for features such as automated provisioning for managed IP phones.

For a discussion of IP phone network architecture and instructions for configuring the DHCP server for managed IP phones, see the C/C Managed
IP Phones Administrator's Guide in the PureConnect Documentation Library.

DNS server

Like DHCP, DNS is not directly used by CIC, however it does provide functionality which allows various devices that connect to CIC to support
features such as Switchover and TLS/STRP. Also like DHCP, DNS is used for automated provisioning for managed IP phones.

For a discussion of IP phone network architecture and instructions for configuring the DNS server for Switchover and managed IP phones, see the
CIC Managed IP Phones Administrator’s Guide in the PureConnect Documentation Library.

Web server

The addition of a web server allows CIC to interact with both users and external customers via a web browser. It is required for a variety of CIC
web-based applications.

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.
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ASR server

PureConnect offers trusted speech recognition solutions using vendor ASR software. Integrating PureConnect technology with these speech
applications offers major speech recognition benefits, including excellent accuracy, powerful standards-based features, optimized performance,
and best caller experience.

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

For licensing and requirements, see the ASR Technical Reference and the Interaction Speech Recognition Technical Reference in the
PureConnect Documentation Library.

Make sure you have installed the appropriate ASR server before running the appropriate ASR server install for CIC.

TTS server

The PureConnect platform uses a Text-to-Speech (TTS) engine to read text to callers over the telephone. For example, a CIC user can retrieve an
email over the phone, and the TTS engine will read sender, subject, and body of the email. A variety of Speech Application Programming Interface
(SAPI) compliant and Media Resource Control Protocol (MRCP) compliant TTS engines are supported. The quality of the speech produced by
these TTS engines varies from vendor to vendor.

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

The Microsoft SAPI engine is included with the Windows 2008 operating system, along with Microsoft's included TTS voices. For more
information, see the Text fo Speech Technical Reference in the PureConnect Documentation Library.

Mail System

CIC provides advanced unified messaging functionality. This is supported by the use of a messaging server, usually an email system. This
section discusses the mail systems supported in CIC and provides mail system requirements, planning, installation, and configuration issues.

e Supported mail systems

Email server recommendations

Email security

Supported protocols for Microsoft Exchange servers
Microsoft Exchange Web Services-based integration
IBM Domino server

Novell GroupWise server

Gmail (Google Apps for Work)

LDAP/SMTP/IMAP services

Interaction Message Store

Required mail system information

Supported mail systems

See System Software Requirements in the PureConnect Documentation Library for the latest mail system and mail client requirements.

You should also review the documentation that accompanies your email server software for more information on hardware and software
requirements for that software.
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Email server recommendations

Genesys makes the following recommendations for the email server.
Install email server on computer other than CIC server

Install the email server on a computer other than the CIC server. If installed on the CIC server, the significant mail system resource requirements
may adversely affect the CIC system's performance.

Multiple mail providers

You can choose to enable multiple mail providers on your CIC server (configured when you run IC Setup Assistant). For example, your site may
have a number of users who are not included in your Exchange user list, but need voicemail. In such cases, you may want to use both Exchange
and Interaction Message Store as mail providers.

CIC administrator mailbox limit settings

We recommend you not directly use the CIC administrator account mailbox for anything other than CIC. In addition, we also recommend periodic
review of the CIC service account mailbox to ensure it is not near or over the configured quota, which may prevent message delivery on some
mail systems.

Email security

CIC supports two types of email security solutions:
e SSL/TLS
¢ S/MIME

Customers may choose to implement one or both of these solutions.

Note: Email security implementation in CIC does not require any additional licensing. The necessary certificates and private keys can be free
or for-cost, and must be obtained separately from a certificate authority (CA), such as Verisign.

For more information on email security, see Interaction Administrator Help and the PureConnect Security Features Technical Reference in the
PureConnect Documentation Library.

SSL/TLS

The SSL/TLS security solution protects email transmissions between the CIC server and the email server.

This section includes:
o Supported mail providers for SSL/TLS
o Server certificate for the email server required for SSL/TLS
o Configure CIC for SSL/TLS after the initial CIC installation

Supported mail providers for SSL/TLS

SSL/TLS is supported for Novell GroupWise, IMAP, SMTP, and LDAP. CIC's integrations with these mail providers involve direct communication
via commonly accepted protocols (SOAP, IMAP, SMTP, and LDAP, respectively) that support SSL/TLS.

Note: CIC's integrations with Microsoft Exchange and with IBM Domino use proprietary API's published by Microsoft or IBM. Microsoft
Exchange Web Services uses the EWS API, supported by network port 443 (HTTPS) for SSL/TLS communications encryption between
Exchange Server and CIC.
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Server certificate for the email server required for SSL/TLS

If you plan to use SSL/TLS, a server certificate for the email server must be issued by a certificate authority and installed in the appropriate
certificate store.

Due to a mix of using Windows API's and OpenSSL API's, some mail providers' SSL/TLS functionality use the Windows certificate store
(certmgr.msc), while others use the CIC certificate store (certificates and related files stored in the \I3\IC\Certificates\Email directory).

Note: The server certificate required for SSL/TLS security between the CIC server and email server should not be confused with the Server
Group certificate authority required for SSL/TLS security between the CIC server and authorized remote subsystems. (The Server Group
certificate authority is installed automatically during the CIC server installation.)

Configure CIC for SSL/TLS after the initial CIC installation

If you want your CIC system to use SSL/TLS, we recommend that you install and configure the CIC server first without configuring for email
security.

Once you have determined the CIC system is functioning properly, configure CIC for SSL/TLS in the Interaction Administrator Mail container. For
instructions, see Interaction Administrator Help and the PureConnect Security Features Technical Reference in the PureConnect Documentation
Library.

S/MIME

The S/MIME security solution provides email message encryption, integrity, and authentication between senders and recipients. It employs many
of the same concepts and technologies as SSL/TLS (such as certificates), but has different requirements.

Because the vast majority of email sent on the internet is not formatted with S/MIME, this security solution is typically only used under special
circumstances (for example, a pre-established relationship with an external party who requires highly security-sensitive email).
This section includes:

o Supported mail providers for S/MIME

o Email certificate/private keys for users required for S/MIME

o Configure CIC for S/MIME after determining that email encryption functions properly outside of CIC

Supported mail providers for S/MIME

S/MIME is supported for:

e Microsoft Exchange and IMAP only. S/MIME for these mail providers uses the CIC certificate store (the email server’s certificate, email
certificates/private keys, and related files stored in the \I3\IC\Certificates\Email directory).

o The decryption and/or verification of incoming queued emails only (ACD configuration in workgroup and Interaction Attendant routing). The
sending of S/MIME messages is not currently supported.

Email certificate/private keys for users required for S/MIME

If you plan to use S/MIME, email certificates/private keys for users must be issued from a certificate authority and installed in the CIC certificate
store (\I3\IC\Certificates\Email directory).

Configure CIC for S/MIME after determining that email encryption functions properly outside of CIC

If you plan to use S/MIME for encrypted, queued email, we recommend that you first test sending encrypted email outside of CIC:
e Set up Microsoft Outlook (or other supported email client) in a location on the Internet, external to your organization.
o Use the email certificate and private key to decrypt email using Outlook from within the organization.

Once you have determined that email encryption is functioning properly outside of CIC, configure CIC for encrypted email. For instructions, see
Interaction Administrator Help, and the PureConnect Security Features Technical Reference in the PureConnect Documentation Library.

Supported protocols for Microsoft Exchange servers

To interface with Exchange servers, CIC uses Exchange Web Services (EWS) and Exchange (Graph). Exchange Web Services (EWS) is a SOAP-
based API that uses the Web services available in Exchange to provide CIC integration to Exchange. CIC and Exchange use Exchange Web
Services to communicate over HTTPS. EWS API is no longer receiving feature updates from Microsoft and is in maintenance mode. While there
is no official EOL at this point, we need to look to move the next-generation API for Office365/Exchange connectivity, Graph. This will allow our
Microsoft email integration to use a modern approach, and will also bring support for more granular permissions settings that customer and their
security team.

Graph API allows the usage of Application Access Policies which can be used to restrict access to specific mailboxes. you can read more about
this here.
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Microsoft Exchange Web Services-based integration

In this section:

Exchange Web Services requirements

Configure CIC for Exchange Web Services (new installations)
Exchange Web Services troubleshooting

Microsoft Outlook for users

Exchange Web Services requirements

Make sure you have fulfilled the following requirements before configuring CIC for Exchange Web Services:
o Supported Exchange servers. See System Software Requirements in the PureConnect Documentation Library for the latest requirements.
e Exchange calendar access support
e Exchange Web Services requirements on the CIC server
e Exchange permissions for Exchange Web Services

l Note: There may be other requirements, such as autodiscovery setup.

Exchange Web Services requirements on the CIC server

This section describes requirements on the CIC server for Exchange Web Services.

Microsoft .NET Framework

Exchange Web Services requires that Microsoft .NET Framework 3.5 be installed on the CIC server.

' Note: CIC requires Microsoft .NET Framework 3.5 and Microsoft .NET Framework 4.7 or later installed on the CIC server. '

Outlook client not required

Exchange Web Services does not require Microsoft Outlook to be installed on the CIC server.

Exchange permissions for Exchange Web Services

"Applicationimpersonation” (Exchange 2016, Exchange 2013, and Exchange 2010) is the only required permission set for Exchange Web Services.
Assign "Applicationimpersonation” or "Impersonation" permissions (as appropriate for your Exchange server) to the following accounts and
servers:

e The CIC administrator account (Service Account) for each mailbox used for message delivery/retrieval or ACD email queuing

e The CIC administrator account (Service Account) mailbox

For instructions on setting Impersonation permissions on Exchange 2016, Exchange 2013, and Exchange 2010, see PureConnect Customer Care
KB article https://genesyspartner.force.com/customercare/pkb_Home?id=kA50B0000008R8Q.

Limiting Mailbox access by Application Access Policy

Creating Mail Enabled Security Group:

. Login to https://admin.exchange.microsoft.com/ with your admin credentials (EWS Admin: abc@def.com, pw: abcdef#1111)
. Navigate to Recipients > Groups > Mail-enabled security.

. Click Add a group and follow the instructions in the details pane.

. Under Choose a group type section, select Mail-enabled security and click Next.

. Under Set up the basics section, enter the details and click Next.

. Add the members you want to this Group.

o g WN =
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e Run the below commands in powershell:

. [Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tls12

. Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force

. Install-Module -Name PowerShellGet -Force

. Install-Module -Name ExchangeOnlineManagement

. Set-ExecutionPolicy -ExecutionPolicy Unrestricted

. Import-Module ExchangeOnlineManagement

. Connect-ExchangeOnline -UserPrincipalName abc@efg.com (after this enter password in window)

NOoO o ON=

Creating application policy(Deny Permission):

Run the below command in powershell

New-ApplicationAccessPolicy -Appld de038d8c-cfea-45a0-b309-9f9683b71a68 -PolicyScopeGroupld <abce@efgh.onmicrosoft.com> -
AccessRight DenyAccess -Description "Deny access to this app to members of group ProtectedUsers. ”

e To test the application policy:

Test-ApplicationAccessPolicy -Identity <abc@def.com> -Appld 6a3724e9-c78d-4¢91-8869-b389fd6ae805
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e Creating application policy(Restrict Permission):
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o Since abce@deg-testing.com is the Service Provider account on behalf of which email exchange is happening in IA, this account should also
be added as the member of the group including with the other user group of members of the group.

o Service provider account should have access to the mailboxes for the permissions to apply.

o New-ApplicationAccessPolicy -Appld de038d8c-cfea-45a0-b309-9f9683b71a68 -PolicyScopeGroupld <abce@efgh.onmicrosoft.com> -
AccessRight DenyAccess -Description by "Restrict access to this app to members of group ProtectedUsers."
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Test-ApplicationAccessPolicy -Identity <abcd@efg-testing.com> -Appld de038d8c-cfea-45a0-b309-9f9683b71a68
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o Deleting application policy:

Remove-ApplicationAccessPolicy -Identity "c96cbe3a-bc65-47bb-93d7-1143955fb8ea\de038d8c-cfea-45a0-b309-9f9683b71a68:S-1-5-21-
651077753-2242224735-496758556-38211132;5f2fe90e-4827-4890-be79-b4e7d61ebff2"

Limiting Mailbox access by Application Access Policy

e Creating Mail Enabled Security Group:

. Login to https://admin.exchange.microsoft.com/ with your admin credentials (EWS Admin: abc@def.com, pw: abcdef#1111)
. Navigate to Recipients > Groups > Mail-enabled security.

. Click Add a group and follow the instructions in the details pane.

. Under Choose a group type section, select Mail-enabled security and click Next.

. Under Set up the basics section, enter the details and click Next.

. Add the members you want to this Group.
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Run the below commands in powershell:

. [Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tls12

. Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force

. Install-Module -Name PowerShellGet -Force

. Install-Module -Name ExchangeOnlineManagement

. Set-ExecutionPolicy -ExecutionPolicy Unrestricted

. Import-Module ExchangeOnlineManagement

. Connect-ExchangeOnline -UserPrincipalName abc@efg.com (after this enter password in window)

NOoO o ON=

e Creating application policy(Deny Permission):

Run the below command in powershell

New-ApplicationAccessPolicy -Appld de038d8c-cfea-45a0-b309-9f9683b71a68 -PolicyScopeGroupld <abce@efgh.onmicrosoft.com> -
AccessRight DenyAccess -Description "Deny access to this app to members of group ProtectedUsers. ”

e To test the application policy:
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Test-ApplicationAccessPolicy -Identity <abc@def.com> -Appld 6a3724e9-c78d-4c91-8869-b389fd6ae805
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Since abce@deg-testing.com is the Service Provider account on behalf of which email exchange is happening in IA, this account should also
be added as the member of the group including with the other user group of members of the group.

Service provider account should have access to the mailboxes for the permissions to apply.

New-ApplicationAccessPolicy -Appld de038d8c-cfea-45a0-b309-9f9683b71a68 -PolicyScopeGroupld <abce@efgh.onmicrosoft.com> -
AccessRight DenyAccess -Description by "Restrict access to this app to members of group ProtectedUsers."
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Test-ApplicationAccessPolicy -Identity <abcd@efg-testing.com> -Appld de038d8c-cfea-45a0-b309-9f9683b71a68
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e Deleting application policy:

Remove-ApplicationAccessPolicy -Identity "c96cbe3a-bc65-47bb-93d7-1143955fb8ea\de038d8c-cfea-45a0-b309-9f9683b71a68:S-1-5-21-
651077753-2242224735-496758556-38211132;5f2fe90e-4827-4890-be79-b4e7d61ebff2"

Select Mail Provider in IC Setup Assistant

You can choose to select the Mail Provider and configure for Exchange when running IC Setup Assistant as part of the initial CIC 2015 R1 or later
installation, or post-installation in Setup Assistant. This section describes both options.

Note: If you choose configure users in IC Setup Assistant, we recommend selecting the Mail Provider and configuring for Exchange in IC
Setup Assistant so that you can assign mailboxes when configuring the users.

Select Mail Provider in IC Setup Assistant

In the IC Setup Assistant Select Mail Providers dialog box, select | want to configure mail providers and select Microsoft Exchange
Server.
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Select Mail providers. ﬁ
A provider is required to transmit mail messages to support unified messaging or i
Interaction Message Store applications

[T want to configure mail providers.

Select one or more types of mail support this IC server will use.
[ ]Interaction Message Store
[ Microsoft Exchange Server

[ ] Lotus Notes Domino Server
[ ] Novell GroupWise Server
["] Other (LDAP, SMTP, or IMAP)

2. Click Next. A progress bar appears indicating IC Setup Assistant is gathering mail provider information.

EI Gathering mail provider information

When the process is complete, the Mail Provider Summary dialog box appears.
3. Inthe Mail Provider Summary dialog box, verify the mail provider entries are correct.
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Mail Provider Summary ~—
Review your selection of mail providers. i

Review the results of your mail provider configuration. Also review the default ordering for
directory searches and transport delivery services.

Provider Status Directory Search Order  Transports Order

Microsoft Excha... OK [#|Exchange(EWS) [|Exchange (EWS)
[w|Exchange(GRAPH) [w]Exchange (GRAPH)

Down_|

Provider: Lists Microsoft Exchange as the selected provider.

Directory Search Order: This directory contains the lookup information for contacts (first name, last name, etc.) This column shows the
default order of mail provider directories that CIC will use to search for a user's mailbox. Exchange Web services(EWS) and Exchange Graph
(Graph) are initially enabled by default. Disable Exchange MAPI because it is no longer supported.
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Monitored Madboxes ] Attendant Maiboxes
Providers Drectories |

Transports

Directories which will be used for default searches:

[V|Exchange(EWS)
[WiExchange(GRAPH)

Transports Order: Transports handle the delivery of mail (for example, voicemail, ACD email replies, Supervisor alerts, and notifications)
from CIC to a mail server using the respective mail integration(s). This column shows the default order in which a message will be
attempted for delivery. EWS can handle SMTP-specified addresses (e.g., user@company.com). Exchange Web services (EWS) and
Exchange Graph (Graph) are initially enabled by default. Disable Exchange MAPI because it is no longer supported.
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Monitored Maiboxes | Attendant Mailboxes
Providers | Directories |  Transports

Transports which will be used to deliver messages:

Exchange(EWS)
Exchange (GRAPH)

1. To configure Exchange, click Exchange Properties. The Exchange Configuration dialog box appears. Proceed to Exchange
Configuration.
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Select Mail Provider in Interaction Administrator

This procedure is nearly identical to "Select Mail Provider in IC Setup Assistant". It can be performed post-installation, after IC Setup Assistant
was run as part of the initial installation.

1. InInteraction Administrator, click the System Configuration container and then click the Mail sub-container.
2. In the right-hand pane, double-click Configuration. The Mail Configuration dialog box appears.

Mail Configuration EE
Monitored Mailboxes I attendant Mailboxes I Custom Attribubes I Hiskory I
Providers | Directories I Transporks I Prefixes and Yoice Mail I Dptions

The Following is a lisk of awailable providers, Those with a check box

marked are currently enabled and in use,
Properties |
[JInteraction Message Store Enable Provider |
[l Grouphtise
ILDaP Disable Provider |

(] 4 I Zancel apply

3. Onthe Providers page of the Mail Configuration dialog box, if Exchange is already enabled, click Properties to display the Exchange
Configuration dialog box.

4. If Exchange isn't already enabled, click Exchange to highlight it and then click Enable Provider. A progress bar appears indicating
Interaction Administrator is gathering mail provider information. When the process is complete, the Exchange Configuration dialog box
appears.

— Gathering mail provider information
.-__i_'

- —

5. To configure Exchange, click Exchange Properties. The Exchange Configuration dialog box appears. Proceed to Exchange
Configuration.

Exchange configuration

The same Exchange Configuration dialog box is used to configure Exchange, whether you selected the Mail Provider in IC Setup Assistant or
Interaction Administrator.

1. Inthe Exchange Configuration dialog box, de-select Enable MAPI. Exchange MAPI is no longer supported.
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[] Enable MAPI
(® Full mailbox access

() Administer information store

[ Enable Exchange Web Services

Edit
Remove
| Set default

’dﬂ-u
Edit

Remove

_ Set default |

Cancel

2. If Exchange Web Services isn't already enabled, select Enable Exchange Web Services or Enable Microsoft Graph.

3. Click Add.. to specify a domain to use to access mailboxes. The Domain Properties dialog box appears.

Note: If you don't specify the domain to use to access mailboxes, the system connects to the default Exchange server but for the
Exchange (Graph) explicitly mention the domain name. That is, Exchange Web Services will try to use the CIC service account's
mailbox for auto discovery and impersonation over other mailboxes for message retrieval and queuing. If you want to use another
Exchange server in addition to the default Exchange server to access mailboxes, you must specify the domain to use for the default
Exchange server and the domain to use for the additional Exchange server.
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Exchange Configuration (2] x|

[] Enable MaPI
(#) Full mailbox access
() Administer information store

[+] Enable Exchange Web Services

Remove |
Set default |

4. Inthe Domain Properties,

a. For EWS Exchange dialog box, provide the requested information.

Service account email address: | |

(®) Use IC Administrator account credentials
() Use the following credentials

Lser name: |

Password: |

Zonfirm password: |

() Use OAuth

Application ID: |

Certificate: [Mok Set]

Password: | |

(®) Use Autodiscover to get the Exchange Web Services URL

() Use this Service URL: |

[+] Enable SCP Lookup
Seconds before timeout (Enter 0 for default):

Service account email address: Type the email address used to access mailboxes.
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Use IC Administrator account credentials: Select this option if you want to use the CIC Administrator account credentials to
access mailboxes.

Use the following credentials: Select this option if you want to use another account's credentials to access mailboxes.

User name: Type an administrative user account name (CIC administrator account) that has impersonation rights on the Exchange
server. For network credentials, type the domain and user name (domain\username). For Web credentials, type the account name @
domain (username@domain).

Confirm password: Re-type the password for the account.

Use OAuth: To use OAuth to authenticate with Exchange, enter the certificate, certificate password, and the application ID that were
generated during the application registration in the Microsoft Azure portal to request an access token that is passed during requests to
Exchange.

Use Autodiscover to get the Exchange Web Services URL: Select to use the Exchange Autodiscover feature to identify the
Exchange Web Services URL.

Use this Service URL: Select to manually specify the Exchange Web Services URL and type the Service URL in the corresponding box.

Enable SCP Lookup: If Exchange information is not stored in Active Directory, using SCP lookup during the autodiscover process to
find service endpoints can result in unnecessary delays. To disable the SCP lookup, clear the Enable SCP Lookup check box.

Seconds before timeout: Type the number of seconds that CIC should attempt to contact the Exchange Server.
For Microsoft Graph Exchange dialog box, provide requested information

Service account email address:

Enter OAuth Credentials
Application ID:

Tenant ID:

(O Certificate: Mok Se . Browse...

Password:
(®) Secret:

**+END USER must provide Certificate or Secret for Tenant

****Need to validate the Tenant and the Secret

5. Click OK to close the Domain Properties dialog box.

6. Click OK to close the Exchange Configuration dialog box.
7. Click OK to close the Mail Provider Summary dialog box (IC Setup Assistant) or the Mail Configuration dialog box (Interaction

Administrator).

Enable Exchange Web Services for users

After you configure CIC for Exchange, follow this procedure to enable Exchange Web Services for users who will connect to Exchange using the
Exchange Web Services protocol. (You can also enable Exchange Web Services for workgroups".)

1.
2.

In Interaction Administrator, click the People container and then click the Users sub-container.
In the right-hand pane, double-click the user name to edit. The User Configuration dialog box appears.
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User Configuration - chaos_User HE |

acCDh I T T I Client Configuration I Phonetic Spelings
Inkeraction Message Store Quokas I Cipkions I Security I Custom Atkributes I Hiskaory
Configuration | Licensing I Personal Info I Wiorkgroups I Foles I Password Policies
Extension: I 5793 Mailbox: User: I chaos_Lser J
Password: I YT IIIIIITIIIIIT] Preferred Language: I{System Diefaulk = j
Confirm Password: I ALl bl Ll L Default Workstation: Iu:hau:us j
IC Privacy Mame:; I MT Domain User: I devz000\chaos_user J
Qukbound AMI; I [ Exclude From Direckory
Location: I «Default Location = j

[ Enable Lync Integration

User Address; I Query Ackive Directory
Current Stakus: I.ﬁ.vailal:-le, Mo ACD Home Site: I 1 {clientlab)
Current Sike: I <Mok Set=

«l »l I Confirm auto-save 0K I Cancel Apply

3. Onthe Configuration page of the User Configuration dialog box, click (...) to the right of Mailbox User. The Mailbox Selection dialog
box appears.

Mailbox Selection - chaos_User EHE |

Select a mailbox option: Display Mame:  chaos_Liser
% Peview Current Settings: ~Directory Entry
= Mo mailbo The IC Directary Entry can supply the IC Message
) address and IC Message Store, as well as personal
" Interaction Message Store information For a user in the companyy directory.
€ IMAR andjar SMTR %-inin-rnail, ez o=Dew2000, ou=First %20 Administr ative 320

Search For a mailbox in the
Following directories: ~Message Delivery

The IC Message Address is where new woicemails, Faxes,

[WIExchange and IC related emails are sent,

Ex: fo=Dey 2000 /ou=First Sdministrative Groupjcn=Recipie

—Message Retrieval

The IC Message Store is where voicemails, Faxes, and
emails are retrieved For plavback.

x-inin-rail. e, store: fmailbo fo=0ey 2000, ou=Fir st %2 04dr

Tesk |
o I Zancel |

4. Onthe Mailbox Selection dialog box, click Search for a mailbox in the following directories. Select Exchange for EWS or Graph
and click Search. The Exchange e-mail address appears in the search results.
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Mailbox Selection - chaos_User EHE |

Select a mailbox option: Searchby: % Name " E-mail address
i Review Current Settings Iu:ha-:us_Llser
r\- q
Mo el Search by name resulks;
" Interaction Message Store Display Mame | 1dentification Address |
! IMaF andfar SMTE chaos_user E: fo=Dev2000/ou=First Administra..,

< Search for a mailbox in the
Following directories:

[w]Exchange

al | |

Display Mame: chaos_user

IC Directory Entrys  x-inin-mail, ex:o=0ev2000, ou=Firsk%208dm
IC Message Address: Ex:fo=DevZ000/ou=First Administrative Gro

IC Message Store:  x-inin-mail. e, store: fmailboxfo=Dew 2000, oL

Tesk |

(] 4 | Zancel |

5. Click OK to close the Mail Selection dialog box.
6. Click OK to close the User Configuration dialog box.

Enable Exchange Web Services for users

After you configure CIC for Exchange, follow this procedure to enable Exchange Web Services for users who will connect to Exchange using the
Exchange Web Services protocol. (You can also enable Exchange Web Services for workgroups".)

1. InInteraction Administrator, click the People container and then click the Users sub-container.
2. In the right-hand pane, double-click the user name to edit. The User Configuration dialog box appears.
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User Configuration - chaos_User HE |

acCDh I T T I Client Configuration I Phonetic Spelings
Inkeraction Message Store Quokas I Cipkions I Security I Custom Atkributes I Hiskaory
Configuration | Licensing I Personal Info I Wiorkgroups I Foles I Password Policies
Extension: I 5793 Mailbox: User: I chaos_Lser J
Password: I YT IIIIIITIIIIIT] Preferred Language: I{System Diefaulk = j
Confirm Password: I ALl bl Ll L Default Workstation: Iu:hau:us j
IC Privacy Mame:; I MT Domain User: I devz000\chaos_user J
Qukbound AMI; I [ Exclude From Direckory
Location: I «Default Location = j

[ Enable Lync Integration

User Address: I Query Active Directory
Current Skakus: I.ﬁ.vailal:-le, Mo ACD Home Sike: I 1 {clientlab)
Current Site: I <Mok Set>

«l »l v Confirm auto-save oK I Cancel Apply

3. Onthe Configuration page of the User Configuration dialog box, click (...) to the right of Mailbox User. The Mailbox Selection dialog
box appears.

Mailbox Selection - chaos_User EHE |

Select a mailbox option: Display Mame:  chaos_Liser
% Peview Current Settings: ~Directory Entry
= Mo mailbo The IC Directary Entry can supply the IC Message
) address and IC Message Store, as well as personal
" Interaction Message Store information For a user in the companyy directory.
€ IMAR andjar SMTR %-inin-rnail, ez o=Dew2000, ou=First %20 Administr ative 320

Search For a mailbox in the
Following directories: ~Message Delivery

The IC Message Address is where new woicemails, Faxes,

[WIExchange and IC related emails are sent,

Ex: fo=Dey 2000 /ou=First Sdministrative Groupjcn=Recipie

—Message Retrieval

The IC Message Store is where voicemails, Faxes, and
emails are retrieved For plavback.

x-inin-rail. e, store: fmailbo fo=0ey 2000, ou=Fir st %2 04dr

Tesk |
o I Zancel |

4. Onthe Mailbox Selection dialog box, click Search for a mailbox in the following directories. Select Exchange for EWS or Graph
and click Search. The Exchange e-mail address appears in the search results.
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Mailbox Selection - chaos_User EHE |

Select a mailbox option: Searchby: % Name " E-mail address
i Review Current Settings Iu:ha-:us_Llser
r\- q
Mo el Search by name resulks;
" Interaction Message Store Display Mame | 1dentification Address |
! IMaF andfar SMTE chaos_user E: fo=Dev2000/ou=First Administra..,

< Search for a mailbox in the
Following directories:

[w]Exchange

al | |

Display Mame: chaos_user

IC Directory Entrys  x-inin-mail, ex:o=0ev2000, ou=Firsk%208dm
IC Message Address: Ex:fo=DevZ000/ou=First Administrative Gro

IC Message Store:  x-inin-mail. e, store: fmailboxfo=Dew 2000, oL

Tesk |

(] 4 | Zancel |

5. Click OK to close the Mail Selection dialog box.
6. Click OK to close the User Configuration dialog box.

Enable Exchange Web Services for workgroups

After you configure CIC for Exchange, follow this procedure to enable Exchange Web Services for workgroups that will connect to Exchange using
the Exchange Web Services protocol.

("You can also enable Exchange Graph for individual users")

l Note: This procedure is for workgroup ACD email queuing, not for setting up a mailbox for the workgroup but would be used to deliver faxes l
and voicemail.

1. In Interaction Administrator, click the People container and then click the Workgroups sub-container.
2. In the right-hand pane, double-click the workgroup name to edit. The Workgroup Configuration dialog box appears.
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Workgroup Configuration - Marketing E E |

Analyzer Keyword Sets I Interaction Message Store Quokas I Options I Security I Cuskom Attributes I Hiskaory

Zonfiguration

I Files

I Members I Roles/Supervisors I Wrap-up Codes I acCDh

I Phonetic Spelings

Extension: I |

Mailbox User; I

N

Preferred Language: |<system Default>

[

v warkgroup has Queus I.ﬁ.CD 'I

v active

Configure Service Levels, . . |

Record All Calls, E-mails, Chats and Instant
Queskions in this Waorkgroup

[ workgroup Spans Sites

«l ¥ | ¥ Confirm auto-save

3. Onthe Workgroup Configuration dialog box, click the ACD tab. The ACD dialog box appears.

Workgroup Configuration - Marketing HE |

4.

Bnalyzer Keyword Sets I Inkteraction Message Stare Quokas I Qpkions I Security | Cuskom Attributes I Hiskary
Zonfiguration I Files I Members I Roles/Supervisors I Wrap-up Codes ACD | Phonetic Spelings
Lltilization Inkeraction Type | = Utilization | Masx. Assign. |
Skils Bocal 100 % 1
Skatistics
Routing 88 callback 100 % 1
Ackions & chat 100 % 1
Wrap-up B E-mail 10% 10
Options .
B8 ceneric 100 % 1
B2 work Ttem 100 % 1
Edit |
«l »l W Confirm auto-save (] 4 I Zancel apply

In the navigation box on the ACD dialog box, click Routing.

78




Workgroup Configuration - Marketing E E |

Analyzer Keyword Sets I Interaction Message Store Quokas I Options I Security | Cuskom Attributes I Hiskaory

Zonfiguration I Files I Members I Roles/Supervisors I Wrap-up Codes A | Phanetic Spelings
Ikilization _ _ _
Skills ¥ ACD E-Mail Rouking Ackive
Skatistics ;
Rouking ‘ﬂalll:u:uxes
ﬂfrt.la?zp Display Mame | Type | E-m Add...
Options chaos_user InboundfOutbound Ex:, .
chaos_user Inboundoutbound Ex:, Edit. . |

Remove |

4 | i

[~ save replies to Sent Tkems Folder

«l » W Confirm auto-save (] 4 I Zancel apply

Note: "Inbound” is used to queue messages so that agents can be assigned and reply. "Outbound” is only used for creating a new
email interaction not related to an incoming ACD email interaction.

5. Click Add... The ACD E-Mail Routing Mailbox dialog box appears.

ACD E-Mail Routing Mailbox K E |
Mailbio; I | |

[ Use this mailbox b send outgaing emails

W Use this mailbox ko receive emails

Inbound Folder: j

[ Allow ta receive encrypted e-mail

(] 4 I Zancel

6. Onthe ACD E-Mail Routing Mailbox dialog box, click (...) to the right ofMailbox. The Mailbox Selection dialog box appears.
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Mailbox Selection E E |

Select a mailbox option: Display Mame:
% Review Current Settings: ~Directory Entry
| no mailbo: The IC Directary Entry can supply the IC Message
) Address and IC Message Stare, as well as personal
" Interaction Message Store information For a user in the companyy directory.
€ IMaR andfor SMTR Mo walue sek,

Search For a mailbox in the
Following directaries: ~Message Delivery

The IC Message Address is where new woicemails, Faxes,

[WIEchange: and IC related emails are sent,

Mo value set,

—Message Retrieval

The IC Message Store is where voicemails, Faxes, and
emails are retrieved For plavback.

Mo value set,

Tesk |
o I Zancel |

7. Onthe Mailbox Selection dialog box, click Search for a mailbox in the following directories and select Exchange (EWS) or
Exchange (Graph). Select to search by Name or E-mail address, type a name or e-mail address in the Search box, and click Search. The
Exchange e-mail address appears in the search results.
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Mailbox Selection E E |

Select a mailbox option: Search by: % Name " E-mail address
i Review Current Settings IMarkEting
r\- q
o inaibe. Search by name resulks:
" Interaction Message Store Display Marne | 1dentification Address |
! IMaF andfar SMTE Marketing User E: fo=Dev2000/ou=Exchange Adrmi. ..

< Search for a mailbox in the
Following directaries:

[w]Exchange

1| | i

Display Mame: Marketing User

IC Directory Entrys  x-inin-mail, ex:0=0ev2000, ou=Exchange3:Z2

IC Message Address: Ex:fo=DevZ000/ou=Exchange Administratiyv

IC Message Store:  x-inin-mail. e, store: fmailboxfo=Dew 2000, oL

Tesk |

(] 4 | Zancel |

Select a mailbox option: | Searchby: (@) Name () Email address

(") Review Current Settings | wurkgrnup]] | Search

() No mailbox

Results:
Interaction Message Store Display Name Identification Address
IMAP andfor SMTP

There are no items to display.
Gmail

@ Search for a mailbox in the
= following directories:

3
Display Mame:
IC Directory Entry:

IC Message Address:
IC Message Store:

8. Click OK to close the Mail Selection dialog box.
9. Click OK to close the ACD E-Mail Routing Mailbox dialog box.
10. Click OK to close the Workgroup Configuration dialog box.

Enable Exchange Graph for workgroups
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After you configure CIC for Exchange, follow this procedure to enable Exchange Graph for workgroups that will connect to Exchange using the

Exchange Graph protocol. (You can also enable Exchange Graph for individual users.)

l Note: This procedure is for workgroup ACD email queuing, not for setting up a mailbox for the workgroup would be used to deliver faxes and

voicemail.

1. In Interaction Administrator, click the People container and then click the Workgroups sub-container.
2. In the right-hand pane, double-click the workgroup name to edit. The Workgroup Configuration dialog box appears.

Workgroup Configuration - Marketing E E

Analyzer Keyword Sets I Interaction Message Store Quokas I Options I Security I Cuskom Attributes I Hiskaory
Configuration I Files I Members I Roles/Supervisors I YWrap-up Codes I &CD I Phonetic Spelings

Extension: I 3l
Mailbo: User: I J
Preferred Language: I::System Defaulk = j
Record All Calls, E-mails, Chats and Instant
v I I - A !
I workgroup has Queue [ACD M I Queskions in this Waorkgroup
v active r Wiorkgroup Spans Sites

Configure Service Levels, . . |

«l » I Confirm auto-save (0] 4 I Cancel Apply

3. Onthe Workgroup Configuration dialog box, click the ACD tab. The ACD dialog box appears.
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Workgroup Configuration - Marketing E E |

Analyzer Keyword Sets I Interaction Message Store Quokas I Options I Security | Cuskom Attributes I Hiskaory
Zonfiguration I Files I Members I Roles/Supervisors I Wrap-up Codes ACD | Phonetic Spelings
Lltilization Inkeraction Type | = Utilization | Masx. Assign. |
Skills Bcal 100 % 1
Statiskics
Routing 88 callback 100 % 1
Ackions & chat 100 % 1
Wrap-up B E-mail 10% 10
Options .
ﬂGenerlc 100 %% 1
B2 work Ttem 100 % 1
Edit |
«l » W Confirm auto-save (] 4 I Zancel apply |

4. Inthe navigation box on the ACD dialog box, click Routing.

Workgroup Configuration - Marketing HE |

Bnalyzer Keyword Sets I Inkteraction Message Stare Quokas I Qpkions I Security | Cuskom Attributes I Hiskary

Zonfiguration I Files I Members I Roles/Supervisors I Wrap-up Codes ACD | Phonetic Spelings
Ikilization
Skills ¥ ACD E-Mail Routing Active
Statiskics .
Rauking Mailboxes
ﬁ;rt;%ﬁp Displat Mame | Type | E-M add. ..
Options chaos_user Inbound/outbound Ex:, :
chaos_user InboundfOutbound Ex:, Edit,.. |
Remove |
l | o
[~ save replies to Sent Tkems Folder

«l »l W Confirm auto-save

o]

Zancel

l Note: "Inbound” is used to queue messages so that agents can be assigned and reply. "Outbound” is only used for creating a new

email interaction not related to an incoming ACD email interaction.

5. Click Add... The ACD E-Mail Routing Mailbox dialog box appears.
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ACD E-Mail Routing Mailbox K E |
Mailbio; I | |

™ Use this mailbo: to send outgoing emails

IV Use this mailbox ba receive emails

Inbound Folder; j

[ allow bo receive encrypred e-mai

(] 4 I Zancel

6. Onthe ACD E-Mail Routing Mailbox dialog box, click (...) to the right ofMailbox. The Mailbox Selection dialog box appears.

7. Onthe Mailbox Selection dialog box, click Search for a mailbox in the following directories and select Exchange (Graph). Select
to search by Name or E-mail address, type a name or e-mail address in the Search box, and click Search. The Exchange e-mail address
appears in the search results.

Select a mailbox option: Searchby:  (® Name (") Email address

() Review Current Settings | workgroup 1| | Search
() No mailbox

Results:
Interaction Message Store Display Name Identification Address
IMAP andfor SMTP

There are no items to display.
Gmail

@Searmforamaiboxhﬂﬂe
following directories:

¥ Exchange(GR.APH)

<|

Display Mame:

IC Directory Entry:
IC Message Address:
IC Message Store:

8. Click OK to close the Mail Selection dialog box.
9. Click OK to close the ACD E-Mail Routing Mailbox dialog box.
10. Click OK to close the Workgroup Configuration dialog box.

Enable retrieval of private contacts

Starting with CIC 4.0 SU 2, the private contact feature in Microsoft Outlook is supported.

You can configure the system to support retrieval of private contacts for users who have mailboxes associated through Exchange Web Services.
All contacts are read-only. Public contacts aren't supported for mailboxes associated through Exchange Web Services. The contacts are seen
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through Interaction Desktop, as described in the "Outlook for users" section of this document.

1. In Interaction Administrator, click the System Configuration container, click the Contact Data Manager sub-container, and then click
the Contact List Sources sub-container.

ﬂi Interaction Administrator - [clientlab]

[Z] File Edit Wiew Context Window Help ==l
ERERA ERAIN
& Client Configuration ;l Contack Lisk Source Mame / | Label I
m Queue Calurins I3Text Rwp I3Text Rwp
= # System Configuration I3Tracker Private Rwp I3Tracker Private Rwp
3 Inkeraction Processor I3Tracker Public Rwp I3Tracker Public Rwp
@ Phone Numbers IC Private Contacts IC Private Contacts
= Report Logs IC Public Contacts IC Public Contacts
F Accurilators IC Tracker Contacts IC Tracker Contacts

Iﬁ Historical Reporting
W System Parameters
i Lync
ﬂ Samekime Jerwver
& Skatus Messages
49 Actions
O, Log Retrieval Assistant
(1 Mail
=3 Interaction Process Automation
£5 Tnkeraction Feedback
*_;; Fax
f,] IC Data Saurces b
[y Contact Data Manager
EJ il
& Weh Services
! Recognition LI

Lync Server Conbacks Office Communications Server

]

H

|

ontack Lisk Sources

F H

Items; 7 v

2. Press the Insert key. The Entry Name dialog box appears.

ey name |

Enter Conkack List Source Mame

(] 4 I Zancel

3. Type a name (for example, IC Private Contacts) and click OK. The Contact List Source Configuration dialog box appears.
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Contact List Source Configuration - Outlook HE |

Configuration |O|:utiu:uns I Mulki-Language Suppark I Cuskarn &tkribukes I Hiskary I

tcosasoce: IR -] 7 Fusic

Lakel: I Cukloak, [~ Has Status
— Driver

Driver: |1c ACT! Contacts |

% Java iZlass Mame: I

 CoMDEoM CLSID: |

additional Information:

(] 4 I Zancel

4. Leave the IC Data Source list box blank and clear the Public check box.
5. Inthe Driver list box, click IC Mail Services.

Contact List Source Configuration - Outlook HE |

Configuration |O|:utiu:uns I Mulki-Language Suppark I Cuskarn &tkribukes I Hiskary I

IC Daka Source: I j ™ Public
Label: I Cutlack ™ Has Stakus
~ Diriver

Drriveer:

% Java Class Mame: I

 CoMDEoM CLSID: |

additional Information:

(] 4 I Zancel

6. Click OK.
Exchange Web Services troubleshooting

If you encounter issues when setting up CIC to connect to an Exchange server via Exchange Web Services, see PureConnect Customer Care KB
article https://genesyspartner.force.com/customercare/pkb_Home?id=kA50B0000008R8p.

86


https://genesyspartner.force.com/customercare/pkb_Home?id=kA50B0000008R8p

Microsoft Outlook for users

An email client is not required for users: voicemail and fax can be checked in Interaction Desktop (CIC). However, if you want to provide users
with the ability to check messages outside of CIC, or to receive any other messages from CIC which are not either voicemail or fax, use either the
Microsoft Outlook client on user workstations or Outlook Web Access.
This section includes:

e Outlook client on user workstations

e Outlook Web Access

o Display contacts in Interaction Desktop

Outlook client on user workstations

CIC supports the following Microsoft Outlook client versions on user workstations:
e Microsoft Outlook 2013
e Microsoft Outlook 2010 SP2 (32-bit and 64-bit)

Visit the Testlab site at hitp://testlab.genesys.com/ for the latest service packs certified for use with CIC. Microsoft recommends applying the
latest Outlook service packs for full functionality.

Outlook Web Access

Microsoft Outlook Web Access allows users to gain access to their Microsoft Exchange Server mailbox using a web browser. If you choose to
use Outlook Web Access, see the documentation provided by Microsoft on how to configure and use Outlook Web Access.

Display contacts in Interaction Desktop

The private contact feature in Microsoft Outlook is supported in Interaction Desktop.. The server-side configuration for this feature is described
in "Enable retrieval of private contacts".

Users can display their private contacts by adding a directory tab in Interaction Desktop. The contacts cannot be modified in Interaction Desktop
and public contacts are not displayed.

1. In Interaction Desktop, do one of the following:

e In the File menu, select New->View...
e Inthe New meny, select View...
e In Getting Started, select . View...

2. Inthe Create New View dialog box, do one of the following to find the General Directories view.

e In Group by Products, search for General Directories, and double-click General Directories.
o In Group by Category, click Directories in the left pane and double-click General Directories.
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B Create New View

Group by: IPruducts "I Views: w| general directories x
Interaction Client | 5 ?E.neral D ectfmes
i @ Inter.

A General Directory contains a list of contacts.

0K I Cancel

3. Inthe Select General Directories to Add dialog box, click the Contact List Source Name that was created in Interaction Administrator
when you enabled retrieval of private contacts. (In this example, IC Private Contacts.)

B Select General Directories to Add x|

Available items: Selected items:
x

Office Communications Server
BCF Partner Contacts
1} Outlook Private Contacts

All Partner Contacts Add ) 3
Exchange Global Address List
Fadiliies Contacts add al »
BCF Customer Contacts —_—
IC Public Contacts

€ Remove

Culemborg Contacts
All Customer Contacts
i@ IC Private Contacts

& Remove al

0K Cancel

4. Click Add. The Contact List Source Name is moved to the right pane.
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B Select General Directories to Add x|

Available items: Selected items:
Fane *»

Office Communications Server -"] IC Private Contacts
BCF Partner Contacts
) Outlook Private Contacts

All Partner Contacts Add )
Exchange Global Address List

Faciliies Contacts Add al »
BCF Customer Contacts —_—
IC Public Contacts ( Remoye
Culemborg Contacts

All Customer Contacts « Remove al

K Cancel

5. Click OK. The new view is added to Interaction Desktop interface with the user's private contacts displayed.

L=

File Edit View Workspaces Options Tools Tracker Window Help

P[)New ~ ‘ % 53 @ X 4Days0:26:47 1 Available, No ACD ™ | _ ~ ¢ Workgroups * : | - | | e
& GettingStarted | ‘03 My Interactions - X
| Queue [ Name | Humber | Duration [ State | Details |_interaction 1d | Associ... |
, R| P D > @) i )
Pickup Hold Mute | Transfer Voicemail Disconnect | Join Listen | Record Pause | Private | CopyLogs
- X

i Company Directory ‘}\ All Partner Contacts ‘_\\ All Customer Contacts ‘}\IC Private Contacts

Last Name | First Name ‘ Cormpany | Business Phone |

- TR P
- - -y
“ - ok
- -
3o Bas
=l
Viewing contacts1 to 42 of 62 <fa Previous Next = |
& b | Bz &
Dial Business Mobile | Business | Camp Chat | Transfer | Properties
- - T
4 Indyhgicl | priscillalynchsip | ? ‘ o 4
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IBM Domino server

IBM Domino/Notes is a supported CIC mail provider, supporting unified messaging and email queuing (ACD queuing of email to contact center
agents)
This section provides IBM Domino/Notes-related requirements, installation, and configuration information.
o Supported IBM Domino servers. See System Software Requirements in the PureConnect Documentation Library for the latest requirements.
e Assign the CIC administrator permissions on the IBM Domino server
o Install and configure the Notes client on the CIC server
e Configure CIC for IBM Domino/Notes

e |BM Domino/Notes support limitations

Assign the CIC administrator permissions on the IBM Domino server

The CIC administrator account is used to log in to the IBM Domino server. You should have already created the CIC administrator domain user
account with local privileges on the CIC server as described in "CIC server".
To configure the CIC administrator account on the Domino server:

o Register the CIC administrator as a new Notes user

e Grant Manager privileges to CIC administrator's Domino account over CIC users' Domino mailboxes

Register the CIC administrator as a new Notes user

Log on as the IBM Domino administrator, and register a new Notes user (for example, ICAdmin) for CIC's use.

Registration creates a person document in the Domino Directory, a properly verified Notes ID, and a mail database on the IBM Domino server.
See the IBM Domino administrator documentation for information on how to register a new Notes user.

When you run IC Setup Assistant, it will prompt you for the password for the CIC administrator's Domino account password.

Grant Manager privileges to CIC administrator's Domino account over CIC users' Domino mailboxes

To enable phone-based retrieval of voicemail and email messages, the CIC administrator's Domino account must be granted Manager privileges
including permission to "Delete documents” over the CIC users’ Domino mailboxes.
1. If you have not already done so, first give the IBM Domino administrator Full Access Administration. This step is needed so that the user
running IBM Domino Administrator can modify users ACLs to add the CIC administrator account.

2. Double-click a CIC Notes user's NSF file (found in the \Notes\Data\Mail directory).

3. Onthe IBM Notes Administration interface, select the
File->Database->Access Control and add the account designated as the CIC administrator account to the Access Control List. Make
sure this account has Manager rights and that all check boxes are selected, including Delete Documents.

4. Repeat steps 2 and 3 for all other users.

Alternatively, you can highlight all users at once and then choose "database/access control" and select the File->Database->Access Control
and add the account designated as the CIC administrator account to the Access Control List for all users. This takes a while to complete,
but is easier than granting Manager privileges to individual users.
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Install and configure the Notes client on the CIC server

The IBM Domino server must be installed, connected to the CIC server, and configured for the CIC administrator account before you install the
Notes client on the CIC server.

Note: This procedure is a prerequisite for CIC installation; IC Setup Assistant will not proceed with configuring the IBM Domino mail provider
until the Notes client is installed on the CIC server.

To install and configure the Notes client on the CIC server

1. Install the IBM Notes client version corresponding to the IBM Domino server version on the CIC server.

Notes: If you intend to install IBM Notes and Microsoft Outlook on the CIC server, we recommend that IBM Notes be installed before
Microsoft Outlook, as some versions of Outlook can cause problems with IBM Notes.

While installing the client, "Single-User" install must be selected or CIC may not be able to connect to your Notes server.

2. Loginto the CIC server as the CIC administrator.
Start the IBM Notes client, select the Notes ID (for example, ICAdmin), and enter the Notes password that you created for this CIC account.

4. Make sure the CIC server's PATH statement includes the Notes directory (typically C:\NOTES). If the PATH statement does not include the
Notes directory before IC Setup Assistant is run, IC Setup Assistant will not be successful.

5. On the CIC server, make sure the TMP or TEMP environment variable exists and points to a valid directory on the CIC server with enough
space to temporarily hold attachments (for example, voicemail and fax files) for email messages.

6. To verify the IBM Notes client installation, log out, then log in to the IBM Notes client as the CIC administrator and send an email to the CIC
administrator account.

w

Configure CIC for IBM Domino/Notes

After the CIC server software has been installed, configure the IBM Domino mail provider in IC Setup Assistant or post-installation in the
Interaction Administrator Mail container.

For instructions on IBM Domino mail provider configuration, see IC Setup Assistant Help and Interaction Administrator Help.

Additional IBM Domino/Notes configuration in Interaction Administrator

The following options are available in Interaction Administrator only.

The Use Database Search and Use Folder References settings are available in the Notes Configuration screen in the Interaction
Administrator Mail container. They provide a significant performance improvement when accessing a mailbox via the TUI.

IBM Domino/Notes support limitations

Please note the following limitations to IBM Domino/Notes support in CIC:
e HTML is not supported in email interactions. Only plain text is available.
e Workgroup ACD routing in the Save Replies to Sent Items folder does not work.

Novell GroupWise server

Novell GroupWise is a supported CIC mail provider, supporting unified messaging, and email queuing (ACD queuing of email to contact center
agents).
This section provides GroupWise-related requirements, installation, and configuration information.
e About the GroupWise Connector
Supported GroupWise servers
Configure the GroupWise POA(s) for SOAP
Generate the Trusted Application Key file
Configure CIC for GroupWise
GroupWise client on client workstations
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About the GroupWise Connector

The GroupWise Connector uses the Web services available in GroupWise 8.0 to provide the CIC/GroupWise integration. CIC and GroupWise use
the SOAP API to communicate over HTTP between the GroupWise Connector and a Post Office Agent (POA) with SOAP enabled.

The SOAP-based GroupWise Connector has several advantages over the GroupWise Connector supported in previous CIC releases, which was
based on the GroupWise Object API. The advantages include easier installation, improved performance and reliability, and less troubleshooting.

Trusted Application

The GroupWise Connector requires that you install CIC as a Trusted Application in GroupWise. This is accomplished by running the GroupWise
snap-in in ConsoleOne. The Trusted Application Key file is then imported by CIC in Setup Assistant or Interaction Administrator. When the CIC
configuration is completed, CIC automatically provides users access to their mailboxes through e-mail or the TUI.

The Trusted Application Key file eliminates the need for the administrator to individually grant the CIC administrator account proxy access to
each user mailbox that CIC will access. In previous CIC releases, the proxy access requirement proved to be time consuming for the
administrator, and often resulted in support cases.

GroupWise client no longer required on the CIC server
To further simplify the installation procedure, CIC no longer requires that the GroupWise client be installed on the CIC server.
Supported GroupWise servers

A GroupWise system is a collection of POA's, which may be running on one or more GroupWise servers. (A post office is a collection of user
mailboxes and GroupWise objects. The POA delivers messages to mailboxes.) Multiple POA's are useful for load balancing and/or user
provisioning.
CIC supports the following GroupWise versions:

o GroupWise 2012 (CIC 4.0 SU 4 to SU 6, CIC 2015 R1 and later)

e GroupWise 8

See software requirements at
https://help.genesys.com/cic/mergedProjects/wh_tr/mergedProjects/wh_tr_installation_and_configuration/desktop/software_requirements.htm
for mail system support updates.

User accounts should already be created in the GroupWise system.
Configure the GroupWise POA(s) for SOAP

For each GroupWise Post Office Agent (POA) that will be accessed by CIC, enable SOAP, check the SOAP port, and (optionally) enable SSL for
SOAP.

If you want to use SSL for SOAP, you must obtain a server certificate for this POA and assign it to the POA in GroupWise. The certificate for the
POA must be trusted by the CIC server. For more information, see "Email security".

Follow the instructions in Novell GroupWise Support for CIC in the Technical Reference Documents section of the PureConnect Documentation
Library.

Generate the Trusted Application Key file
The GroupWise Connector requires that you install CIC as a Trusted Application in GroupWise. This is accomplished by running the GroupWise

snap-in in ConsoleOne. The Trusted Application Key file is then imported by CIC in Setup Assistant or Interaction Administrator.

Follow the instructions in the Novell GroupWise Support for CIC Technical Reference in the PureConnect Documentation Library.
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Configure CIC for GroupWise

After the CIC server software has been installed, configure the GroupWise mail provider in IC Setup Assistant or post-installation in the
Interaction Administrator Mail container.

For instructions, see IC Setup Assistant help, Interaction Administrator help, or the Novell GroupWise Support for CIC Technical Reference in the
PureConnect Documentation Library.

Additional Groupwise configuration in Interaction Administrator

The following options are available in Interaction Administrator only.

If plan you to use SSL/TLS for SOAP, you will need to enable Use Secure Connections (TLS) in the Interaction Administrator GroupWise
Configuration screen. (Obtaining a server certificate for the GroupWise server, assigning it to the POA, and enabling SSL for SOAP in the POA is
also required.)

An Enable server side tracing option for troubleshooting is also available in the Interaction Administrator GroupWise Configuration screen.
GroupWise client on client workstations

The GroupWise Connector does not require that the GroupWise client be installed on client workstations. However, we recommend it if you want
users to access voicemails and faxes via email as well as the TUI.

. Note: Interaction Desktop has voicemail and fax features, but the GroupWise client is needed to receive CIC system emails. '

Gmail (Google Apps for Work)

Gmail, part of Google Apps for Work, is a web-based hosted email application offering message threading, message labels, message search, and
spam filtering. Integration of CIC with Gmail is compliant with SMTP/IMAP protocols and uses two-legged OAuth for authentication.
Starting with CIC 2015 R2, the integration of CIC with Gmail:

e Supports OAuth 2.0

e s a separate selection in the Interaction Administrator Mail Provider, no longer configured via SMTP/IMAP services

Both new and existing CIC installations using Gmail must follow these procedures to configure Gmail in CIC 2015 R2 and later:
e Re-run IC Setup Assistant (existing CIC installations only)

o Create a Google Project and Service Account
You will generate a .json file needed when configuring mail in Interaction Administrator

e Configure the Google Domain
o Configure Mail in Interaction Administrator
e Configure User in Interaction Administrator

' Note: Existing CIC installations must follow these procedures in order to upgrade and configure for OAuth 2.0. '

For more information, including configuration procedures, see the Gmail Integration Technical Reference in the PureConnect Documentation
Library.

LDAP/SMTP/IMAP services

CIC supports unified messaging for mail providers that use the standard SMTP/IMAP messaging protocols and the LDAP directory access
protocol.

This section provides LDAP/SMTP/IMAP-related requirements, installation, and configuration information.
e About LDAP, SMTP, and IMAP

o Supported LDAP/SMTP/IMAP servers. See System Software Requirements in the PureConnect Documentation Library for the latest
requirements.

e Configure CIC for LDAP/SMTP/IMAP
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About LDAP, SMTP, and IMAP

LDAP is a protocol for looking up user information (first name, last name, address, company, etc.). The LDAP directory stores credentials for
accessing the IMAP server.

SMTP is a protocol for sending mail (transport service).
IMAP is a protocol for retrieving mail (message store service).
LDAP, SMTP, and IMAP can be enabled and configured independently in IC Setup Assistant or Interaction Administrator, depending on the type of

unified messaging functionality you want the CIC system to have. For example:

o |f you want delivery of voicemail messages, faxes, and CIC notification email messages (i.e., "caller left a voicemail less than 2 seconds" or
"you haven't recorded your name prompt") to email addresses (even external SMTP email addresses, such as a Hotmail account), and you
want to associate users with address book entries, then you only need to configure SMTP and LDAP.

o |f you want delivery of voicemail messages, faxes, and CIC notification email messages, but you do not want retrieval of messages (through
the TUI), then you only need to configure SMTP, not IMAP.

e If you want retrieval of email messages through the TUI (again, even from an external IMAP account), but you do not want delivery of
voicemails, faxes, and IC-notification-email messages to email addresses, then you only need to configure IMAP, not SMTP.

If you want users to access messages on client workstations via an email client instead of the telephone user interface (TUI), fulfill these
requirements:

e Establish a CIC mail account on the IMAP server for each CIC user.
o |Install IMAP-capable email software on client workstations. (It is not necessary to install the email software on the CIC server.)

Configure CIC for LDAP/SMTP/IMAP

After the CIC server software has been installed, configure for LDAP, SMTP, and/or IMAP in the Mail Provider screens in IC Setup Assistant or
post-installation in the Interaction Administrator Mail container.

You will be prompted for LDAP Provider and Directory, SMTP Provider and Directory, and IMAP Provider and Directory information. Because LDAP,
SMTP, and IMAP functionality is independent, you can configure what is needed and skip the screens that do not apply. See IC Setup Assistant
Help or Interaction Administrator Help for descriptions of the fields in each screen.

Additional LDAP/SMTP/IMAP configuration in Interaction Administrator

The following option is available in Interaction Administrator only.

If plan to use SSL/TLS to provide security between the CIC server and the LDAP, SMTP, and/or IMAP servers, you will need to enable Use Secure
Connections (TLS) in the Interaction Administrator LDAP, SMTP, and/or IMAP Provider screens.
A server certificate for the LDAP, SMTP, and/or IMAP servers must be available and trusted:

o LDAP uses certificates stored in the Windows certificate store.

o SMTP uses certificates stored in the \I3\IC\Certificates\Email directory.

o |MAP uses certificates stored in the \I3\IC\Certificates\Email directory.

For more information, see Interaction Administrator help.

Interaction Message Store

CIC supports Interaction Message Store, a messaging option that provides storing and tracking capabilities for voicemail and fax messages
without connection to an email system.

This section provides Interaction Message Store-related requirements, installation, and configuration information.
e About Interaction Message Store
e Multiple mail providers: Interaction Message Store plus email provider
o Configure CIC for Interaction Message Store
o Interaction Message Store and virus scanning

About Interaction Message Store

Interaction Message Store stores voicemail and faxes as files on the CIC server (small implementations) or a network file server (large
implementations). Users are associated with mailboxes in a file directory structure, and voicemails and faxes are routed to these mailboxes. CIC
users can access voicemail messages from Interaction Desktop or the telephone user interface (TUI). Fax messages can be viewed from
Interaction Desktop or forwarded to another fax number via the TUL.

For more information, see the /Interaction Message Store Technical Reference in the PureConnect Documentation Library.




Multiple mail providers: Interaction Message Store plus email provider

When you configure mail providers as part of the CIC server installation procedure, you can configure other mail providers as well as Interaction
Message Store. This enables you to serve users as they need to be served.

The Interaction Message Store has no email capability, and it may be necessary for users or administrators to receive text-based (email)
notifications on cell phones or other email enabled devices. In such a case, you would want to configure an email provider as well as Interaction
Message Store. You can then assign one or more mail providers to each user as necessary.

For more information, see the Interaction Message Store in the Technical Reference Documents section of the PureConnect Documentation
Library.

Configure CIC for Interaction Message Store

After the CIC server software has been installed, select Interaction Message Store in the Mail Provider screens in IC Setup Assistant or post-
installation in the Interaction Administrator Mail container.

Setup Assistant automatically sets a root directory for message storage. The default is D:\I3\IC\FBMC on the CIC server.

Additional Interaction Message Store configuration in Interaction Administrator

The following options are available in Interaction Administrator Mail container only.

If you wish to change the root directory for the message store on the CIC server, or if you plan to use a network file server instead of the CIC
server as the message store, you must perform additional configuration in the Interaction Administrator Mail container in the Interaction
Message Store screen. For a network file server, you must enter the UNC path.

After the CIC installation, you can perform the following system administration tasks for the message store in Interaction Administrator in the
Interaction Message Store screen:
o Specify message compression rate

e Manage Interaction Message Store mailboxes, including Interaction Message Store quotas for storage space and message count for users,
roles, and workgroups.

For more information, see Interaction Administrator help.
Interaction Message Store and virus scanning

Virus scanning software looks for viruses in files whenever they are accessed on the server. Because Interaction Message Store stores its
messages in files, a virus scanner uses a significant amount of CPU resources to scan those files. Virus scanners can also cause problems by
corrupting messages and locking files that are used by Interaction Message Store. We recommend that you configure your virus scanner to
exclude files in certain product directories from being scanned, such as the Interaction Message Store root directory. Adding the Interaction
Message Store root directory to the virus scanner's exclusion list reduces the amount of time looking for files that are highly unlikely to be
infected.

For detailed information on virus scanner use with Interaction Message Store, see "Antivirus Scanning and Best Practices” in "CIC server".

Required mail system information

Before you run IC Setup Assistant as part of a new CIC server installation, make sure that you have the following mail system information
available, typically provided by the mail administrator.

e Mail server name
e (IBM Domino/Notes) Notes client installed on the CIC server, IBM Domino administrator account password

o (GroupWise) GroupWise server IP address, port, GroupWise administrator account and password, location of Trusted Application Key file on
the CIC server

e (Gmail) Google domain name, location of .json file
o If users are imported from mail server address or distribution lists, create the address and distribution lists
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Database Server

CIC can make use of a database to provide many functions that support call center operations. You must fulfill the database requirements to
successfully configure the CIC database as part of a new CIC installation. This section discusses the databases supported in CIC and provides
database server requirements, planning, installation, and maintenance issues.
e CIC Database Configuration during CIC server installation
CIC Database Configuration options
Reporting tables
Interaction Recorder tables
Interaction Tracker tables
Interaction Optimizer tables
Interaction Feedback tables
Interaction Process Automation tables
SQL Server
Oracle
Data retention
Required database information

Database Schema Change Library
e Database changes and troubleshooting

CIC Database Configuration

This section presents background information on the CIC Database configuration performed during the CIC server installation. Configuring a
database for use by CIC involves two parts: creating the database and configuring CIC to use that database.

Important: Migrating data between 2.4 or 3.0 and 2015 R1 or later versions of CIC is not covered in this section. For more information, see
the Interaction Migrator Technical Reference.

Database configuration during CIC server installation

o Creates the three database user accounts used by CIC:

e Administrative account (default ic_admin)
e User account (default ic_user)
e Read-only account (default ic_readonly).

e Creates or upgrades the database tables, views, indexes, and stored procedures needed for

Reporting - Additional licensing for Interaction Reporter and Interaction Report Assistant required
CIC Public and Private Contacts

Speed Dial lists

Interaction Recorder, including Interaction Screen Recorder - Additional licensing required
Interaction Tracker - Additional licensing required

Interaction Optimizer - Additional licensing required

Interaction Feedback - Additional licensing required

Interaction Process Automation - Additional licensing required

CIC configuration

e Configures database logging — configures the CIC server to transport Reporting, Interaction Recorder, Interaction Tracker, Interaction
Optimizer, Interaction Feedback, and Interaction Process Automation data from the CIC server to the database server via Persistent Message
Queuing (PMQ). For more information, see "Database Logging".

o Creates the necessary ODBC data sources in the Control Panel.

e Automatically populates various configuration settings in Interaction Administrator (CIC Data Sources, Report Logs, Server Parameters, etc.).

CIC Database Configuration options

Genesys offers a number of options to allow database administrators the flexibility to create the database using different accounts with different
permissions without sharing those credentials, and also give the freedom to have this work performed before the CIC server installation begins.
For details see:

e "CIC Database Configuration options for SQL Server" in the "SQL Server" section.

e "CIC Database Configuration options for Oracle" in the "Oracle" section.
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Reporting tables

The Reporting database records statistics and other information including:
e Call Detail Records (CDR) for calls and other multimedia interactions (chats, emails, etc.)
Performance data on users and workgroups
Line and line group statistics
IVR statistics
Changes to CIC configuration (for auditing)

CIC administrators, call center supervisors, and other users can create or run reports on that data in IC Business Manager to analyze trends and
improve resource usage using the following IC Business Manager application modules:

o Interaction Reporter: Run pre-defined reports simply using filters to configure report parameters. Depending on the report, Interaction
Reporter uses the ActiveReports 6 or Crystal Reports reporting runtime.

o Interaction Report Assistant: Design customized reports using the Interaction Report Assistant wizard.

The supporting files for the Reporting components are automatically installed with the IC Server Manager Applications and IC Business Manager
Applications installs. The CIC Database Configuration that occurs when running IC Setup Assistant configures the Reporting database tables.

Interaction Reporter has a runtime of Crystal Reports supporting 9, 10, XI, and 2013 for report viewing, installed automatically with the IC Business
Manager Applications install. If you wish to modify and create reports, you must install the full Crystal Reports package.

A database server is required to create and run reports. If a database server is not available, we recommend purchasing the database server and
fulfilling the server prerequisites before the CIC server installation, and then configuring the CIC database in IC Setup Assistant during the CIC
installation.

No Reporting

If the site does not include a database server, choose the "no reporting option" in IC Setup Assistant.

' Note: CIC Private and Public Contacts lists require a database. '

Interaction Recorder tables

Interaction Recorder data is stored in the same CIC database, although in different tables.

Interaction Recorder is an application for managing phone calls, emails, faxes, screen recordings, and Web chats recorded within CIC.
Interaction Recorder compresses, archives, and manages the attributes for each recording, allowing you to quickly sort and manage large
numbers of recordings. A major feature of Interaction Recorder is the ability to organize and manage these recorded calls for training, quality
assurance, legal purposes, etc.

Interaction Screen Recorder is an Interaction Recorder feature, requiring separate Interaction Screen Recorder licensing. Interaction Screen
Recorder adds screen recording capability, assisting contact center managers and supervisors in improving their contact center’s productivity and
assessing agents’ skills. Synchronizing the audio recording of an agent with the workstation activity, screen recording provides a complete
management tool for contact center supervisors.

The supporting files for the Interaction Recorder and Interaction Screen Recorder components are automatically installed with the CIC server, IC
Business Manager Applications, and IC User Applications installs. The CIC Database Configuration that occurs when running IC Setup configures
the Interaction Recorder database tables.

For licensing, requirements, and installation and configuration instructions, see the /nteraction Recorder Technical Reference in the PureConnect
Documentation Library.

Interaction Tracker tables

Interaction Tracker data is stored in the same CIC database, although in different tables.

Interaction Tracker enables CIC users to view the interaction histories between CIC users and outside people, or between CIC users, by m
aintaining a database of CIC users and their associated interactions.

The supporting files for the Interaction Tracker components are automatically installed with the CIC server, IC User Applications, and IC Business
Manager installs. The CIC Database Configuration that occurs when running IC Setup configures the Interaction Tracker database tables.

For licensing, requirements, and configuration instructions, see the Interaction Tracker Filtered Directories Technical Reference in the
PureConnect Documentation Library.
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Interaction Optimizer tables

Interaction Optimizer data is stored in the same CIC database, although in different tables.

Interaction Optimizer is a complete workforce management (WFM) application for CIC that optimizes agent effectiveness in contact centers of
all sizes. It combines CIC’s historical ACD data with projected market expectations for demand forecasts that more accurately determine
required scheduling targets. Interaction Optimizer also manages agents’ time-off requests and last-minute changes for schedules that balance
anticipated interaction demands with agent availability and skills.

The supporting files for the Interaction Optimizer components are automatically installed with the CIC server and IC Business Manager installs.
The CIC Database Configuration that occurs when running IC Setup configures the Interaction Optimizer database tables.

For licensing, requirements, and configuration instructions, see the Interaction Optimizer Technical Reference in the PureConnect Documentation
Library.

Interaction Feedback tables

Interaction Feedback data is stored in the same CIC database, although in different tables.

Interaction Feedback is an IC Business Manager add-on module that supports automated post-call customer satisfaction surveys. Interaction
Feedback gives business users the ability to easily create surveys using the Create Survey Wizard. Surveys can be quickly created with pre-
defined industry standard templates. Customized questions can be simply created using Interaction Feedback Tools, for creating prompts and
managing questions.

The supporting files for the Interaction Feedback components are automatically installed with the CIC server and IC Business Manager installs.
The CIC Database Configuration that occurs when running IC Setup configures the Interaction Feedback database tables.

For licensing, requirements, and configuration instructions, see the Interaction Feedback Technical Reference in the PureConnect Documentation
Library.

Interaction Process Automation tables

Interaction Process Automation (IPA) data is stored in the same CIC database, although in different tables.

IPA takes the advanced communications technologies available in CIC and applies them to process automation, giving organizations a cost-
effective way to automate business processes end-to-end. IPA uses intelligent queuing and routing to provide a flexible distribution of process
work, using presence to indicate availability for work assignment and to speed processing time.

The supporting files for the IPA components are automatically installed with the CIC server, IC User Applications, IC Business Manager
Application, and IC Server Manager installs. The CIC Database Configuration that occurs when running IC Setup configures the IPA database
tables.

For licensing, requirements, and configuration instructions, see the Interaction Process Automation Technical Reference in the PureConnect
Documentation Library.

SQL Server

Genesys recommends a dedicated SQL Server computer for CIC database storage. If a SQL Server is already installed on the same network as the
CIC server, that server may be used for CIC database storage.

Fulfill the requirements described in this section before the CIC server installation:
e Supported SQL Server versions

Configure SQL Server for Mixed Authentication Mode

SQL Server security settings

SQL Server ODBC driver

SQL Server database space planning

SQL Server configuration

SQL Server database maintenance

CIC Database Configuration options for SQL Server

Use Active Directory accounts with SQL Server

Supported SQL Server versions

See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

Note: The SQL Server must be case-insensitive. CIC Database Configuration cannot log into a case-sensitive SQL Server. For more
information, contact PureConnect Customer Care.
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Configure SQL Server for Mixed Authentication Mode

SQL Server must be configured for Mixed Authentication Mode. Mixed Mode allows users to connect to an instance of SQL Server using either
Windows Authentication or SQL Server Authentication.

e Choose Mixed Mode when installing SQL Server.
o If SQL Server is already configured for Windows Authentication Mode only, change to Mixed Mode using SQL Server management tools.

See SQL Server documentation for instructions.
SQL Server security settings

The port that SQL Server uses must be unblocked or available through a firewall. This is necessary to successfully configure the CIC database in
IC Setup Assistant. Port 1433 is the default port, but may be set to other values during the SQL Server installation.

SQL Server ODBC driver

The CIC server and client workstations running Interaction Reporter and/or Interaction Report Assistant in IC Business Manager use the SQL
Server ODBC driver in their communications with the database server.

In most cases, the SQL Server ODBC driver is automatically installed with the CIC server and client workstation operating system software
supported by CIC 4.0.
No SQL client tools are required.

SQL Server database space planning

This section discusses SQL Server database space planning, including initial data and log file size, growth increment, and maximum growth size.

During the CIC server installation, enter the appropriate values based on the database space planning in IC Setup Assistant database
configuration screens. IC Setup Assistant then configures the database.

This section includes:
o Use the CIC Database Space Planning Spreadsheet
e Database file size allocations
Growth increment
Maximum growth size
Account for index rebuilds
Once the database is created, expand file size to final size

Use the CIC Database Space Planning Spreadsheet

We recommend using the C/C Database Space Planning Spreadsheet, DB_SpacePlanning.xls to determine the target size (initial data file size) of
the CIC database. This Excel spreadsheet is located in the Additional Files\SQL directory on the CIC 2015 R1 or later iso -file.
The Main sheet of the spreadsheet presents questions regarding the site's operations, including

o Data retention period in months

o Average calls per hours

o Days of week in operation

e Number agents (users)

Based on the answers, the spreadsheet calculates the initial data file size for a SQL Server Reporting database.

Indicate on the spreadsheet if Interaction Recorder, Interaction Tracker, Interaction Feedback, Interaction Optimizer, and/or Interaction Process
Automation licenses are used to account for the additional space needed for these databases.

The spreadsheet also contains Advanced Options questions, a breakdown of the SQL Server database size estimates, and Table Details.
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Database file size allocations

The following table shows the “rule of thumb” that the C/C Database Planning Spreadsheet uses to calculate initial data file size values for a
Reporting, Tracker, and/or Recorder database. During a new installation, CIC Database Configuration in IC Setup Assistant uses these default
values if no values are entered.

File Reporting databaseWith a Tracker license..,With a Recorder license...§With both Recorder and Tracker licenses...

Data file]1GB IAdd additional 750MB |Add additional 1GB IAdd additional 1GB

Log file [250MB )Add additional 183MB |Add additional 250MB IAdd additional 250MB

*|If Interaction Recorder is licensed, but Interaction Tracker is not, recordings still require most of the related Interaction Tracker information.

Growth increment

Determine the growth increment, which is how much space the data and log files will add when they need additional space, before the maximum
growth size is reached or the disk is full.

During a new CIC installation, IC Setup Assistant uses the following default values if no values are entered.

File Growth increment | With a Tracker license... | With a Recorder license...* | With both Recorder and Tracker licenses...

Data file | 250MB Add additional 200MB | Add additional 250MB Add additional 250MB

Log file | 50MB Add additional 50MB Add additional 50MB Add additional 50MB

*|If Interaction Recorder is licensed, but Interaction Tracker is not, recordings still require most of the related Interaction Tracker information.

Maximum growth size

Determine the maximum size the data or log file can grow following the initial file creation. During a new CIC installation, IC Setup Assistant uses
the default value of UNLIMITED for both the data file and log file. The file will grow until the disk is full.

Account for index rebuilds

If several years’ worth of data needs to be retained in the CIC database, account for this data in the sizing calculations. Add enough free space to
the calculation, to facilitate rebuilding the database indexes.

We strongly recommend reviewing Microsoft’'s SQL Server Books Online at http://msdn.microsoft.com/en-us/library/ms189858.aspx for
information on reorganizing and rebuilding indexes.

Once the database is created, expand file size to final size

As mentioned, we recommend using the C/C Database Planning Spreadsheet to estimate the CIC database, and to specify the SQL Server
database data and log file size in the Database Configuration screen in IC Setup Assistant during the CIC server installation.

If these planning tasks were not completed, we recommend expanding the file size to final size immediately after the new CIC database has been
created, so that it can be allocated in a single contiguous block. It is not acceptable to create a 500 MB database, and then allow it to grow by
small increments to a size of several gigabytes. When the database file(s) are required to grow repeatedly, the file space allocations will probably
not be contiguous with the initial file space. This is manifested as physical fragmentation, which degrades performance. Once report logging
starts, the database will consume space quickly, and may use many gigabytes per month, depending on the call load.

SQL Server configuration

We strongly recommend configuring SQL Server for optimum performance.

e Place database transaction log files (for all user databases) on a separate set of disks from the database data files. It is preferable to use
RAID 1 for the transaction log files rather than RAID 5, for performance reasons.

e Ensure that Tempdb has an adequate size. In addition, Tempdb can be placed on its own disk(s) for optimum performance.
SQL Server database maintenance

Use the normal database backup procedures as described in the Microsoft SQL Server documentation.
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CIC Database Configuration options for SQL Server

We offer two CIC Database Configuration options to allow database administrators the flexibility to create the database using different accounts
with different permissions without sharing those credentials, and also give the freedom to have this work performed before the CIC server
installation begins.

Option 1: Typical CIC installation sequence for SQL Server using IC Setup Assistant

When running IC Setup Assistant as part of the CIC server installation, Setup Assistant prompts for CIC Database Configuration information for
SQL Server. Setup Assistant performs the necessary database creation and configuration for CIC during the commit stage.

This method is most commonly used and is highly recommended.

Option 2: Database creation scripts

Manually run the database creation scripts to create the CIC database any time prior to the CIC server installation.

SQL Server database creation/upgrade scripts for the latest release are available in the \Installs\Additional Files\SQL directory on the CIC 2016
R1 or later release and patch iso .files. The zip file is also available on the Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx

Important: Migrating data between 2.4 or 3.0 and 2015 R1 or later versions of CIC is not covered in this content. For more information, see
the Interaction Migrator Technical Reference.

When running IC Setup Assistant as part of the CIC server installation, make sure to complete the database-related screens in IC Setup
Assistant to configure CIC to use the database. In the Configure the IC Database Name screen, choose to use an existing database.

This option is the most complex and requires manual SQL execution. This method is provided for sites where the database administrator doesn't
want to share credentials or wants to know what the scripts will do ahead of time.

Use Active Directory accounts with SQL Server

An organization can use Windows Active Directory accounts in place of the default SQL accounts that CIC creates. See Using Active Directory
Accounts with SQL Server in CIC in the PureConnect Documentation Library to learn how to use Corporate Windows Domain or Active Directory
users in CIC reporting and client applications.

Oracle
Genesys recommends using a dedicated Oracle server computer for CIC database storage. If an Oracle server is already installed on the same
network as the CIC server, that server may be used for CIC database storage.

Fulfill the requirements described in this section before the CIC server installation:
o Supported Oracle server versions. See System Software Requirements in the PureConnect Documentation Library for the latest requirements.

o Oracle server security settings. The port that Oracle server uses must be unblocked or available through a firewall. This is necessary to
successfully configure the CIC database in IC Setup Assistant. Port 1521 is the default port, but may be set to other values during the Oracle
server installation.

Oracle ODBC driver/Oracle client

Tablespace planning

Oracle configuration

Oracle database maintenance

CIC Database Configuration options for Oracle
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Oracle ODBC driver/Oracle client

The CIC server and client workstations running Interaction Reporter and/or Interaction Report Assistant in IC Business Manager use the Oracle
ODBC driver in their communications with the database server.

It is essential that the 32-bit version of the Oracle ODBC driver is installed on the CIC server, even though the CIC server is running the
64-bit version of Microsoft Windows. CIC programs are 32-bit, and require the 32-bit Oracle ODBC drivers to function properly.
Install the Oracle client and the Oracle ODBC driver (32-bit) on:

e The CIC server

o Client workstations that will run Interaction Reporter and/or Interaction Report Assistant in IC Business Manager

Note: Interaction Optimizer requires Oracle 12.2 client to be installed as the default Oracle client. If the default Oracle client is not version
12.2, then you must set the ORACLE_HOME environment variable to specify the Oracle client install location.

Oracle instance alias name

In order for reports to run correctly, the Oracle instance alias name (specified in TNSNames.ora) must be consistent between the CIC server and
client workstations that will run Interaction Reporter and/or Interaction Report Assistant in IC Business Manager. When configuring the Oracle
client on client workstations, use the same alias name specified in the CIC server’s tsnames.ora file.

Tablespace planning

CIC tables and indexes are stored in Oracle tablespaces. We strongly recommend storing the tables and indexes in different tablespaces, and
separate them from the data contained in other applications that might already exist on the Oracle server.

Use the CIC Database Space Planning Spreadsheet

See the previous section under SQL Server about the C/C Database Space Planning Spreadsheet. Although the spreadsheet does not have
specific Oracle calculations, the information generated is accurate enough to plan for Oracle.

Create the tablespaces before the CIC installation

Create the data and index tablespaces for the CIC database before beginning the CIC server installation.

During the CIC server installation, enter the appropriate data and index tablespace values in the IC Setup Assistant database configuration
screens. IC Setup Assistant then configures the database.

There are three different tablespace planning scenarios:

Tablespace planning scenario #1 (Recommended)

If there is enough disk space on the Oracle server, we suggest using the C/C Database Space Planning Spreadsheet to plan how much space will
be needed for the new CIC data and index tablespaces.

Create the tablespaces using Oracle Enterprise Manager, or use the ora_eic_TS.sql script, available on the Utilities and Downloads page at
https://help.genesys.com/utilities-and-downloads.html.

The IC Setup Assistant database configuration screen will ask for the tablespace names to use, which would be the tablespaces that are created
in this step using Oracle Enterprise Manager or the ora_eic_TS.sql script.

Tablespace planning scenario #2

If the Oracle server doesn't have enough disk space to create new tablespaces, but there is enough unused space on existing user tablespaces
(don't use SYSTEM tablespace), use the existing user tablespaces to store CIC data.

It's good practice to separate different applications' data to different tablespaces. Pick the empty tablespaces for CIC data, and do not put any
other application's data into a CIC tablespace unless it won't be used for CIC anymore.

Tablespace planning scenario #3

If neither disk nor existing tablespace have the minimum required free space, we suggest adding more disk space before beginning the CIC server
installation.
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Oracle configuration

When running IC Setup Assistant against an Oracle database residing in a cluster, the CIC server must be able to use the configured
TNSNames.ora file to resolve to the appropriate database server. Before beginning the CIC server installation, we recommend using the Oracle
client on the CIC server to validate that the connection to the clustered Oracle database can be established.

Disclaimer: In case if IC Setup assistant gives an error due to the old version (Oracle in OraClient12Home1_32txt’ ) existence in the ODBC
drivers. Delete the ODBC driver ‘Oracle in OraClient12Home1_32txt’ using below path in registry. After deleting the old version 12c from ODBC
drivers, the Oracle19c DB connection should be successful.

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ODBC\ODBCINST.INI\ODBC Drivers

To access an Oracle database, or other service, across the network
you use a net service name. This wizard will help you create a net
senice name.

Enter the name you want fo use to access the database or senvice.
It can be any name you choose.

Back Next =

Oracle database maintenance

Use the normal database backup procedures as described in the Oracle server documentation.
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CIC Database Configuration options for Oracle

We offer two CIC Database Configuration options to allow database administrators the flexibility to create the database using different accounts
with different permissions without sharing those credentials, and also give the freedom to have this work performed before the CIC server
installation begins.

Option 1: Typical CIC installation sequence for Oracle using IC Setup Assistant

When running IC Setup Assistant as part of the CIC server installation, Setup Assistant prompts for CIC Database Configuration information for
Oracle. Setup Assistant performs the necessary database creation and configuration for CIC during the commit stage.

This method is most commonly used and is highly recommended.

Option 2: Database creation/upgrade scripts

Manually run the database creation scripts to create the CIC database any time prior to the CIC server installation.

Oracle database creation/upgrade scripts for the latest release are available in the \Installs\Additional Files\SQL directory on the CIC 2016 R1 or
later release and patch iso .files. The zip file is also available on the Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx

Important: Migrating data between 2.4 or 3.0 and 2015 R1 or later versions of CIC is not covered in this content. For more information, see
the Interaction Migrator Technical Reference.

When running IC Setup Assistant as part of the CIC server installation, complete the database-related screens in Setup Assistant to configure
CIC to use the database. In the Configure the IC Database Schema screen, choose to use an existing database.

This option is the most complex and requires manual SQL execution. This method is provided for sites where the database administrator doesn't
want to share credentials or wants to know what the scripts will do ahead of time.

Data retention

The following data retention topics apply to all database servers:
o Reporting data log purges
e Recording data purges
o Tracker data purges
[}
L]

Optimizer data purges
Reporting data deletion errors

Reporting data log purges

By default, CIC automatically purges 400 days (13 months) of Reporting data. The default purge runs nightly and attempts to purge all data older
than 400 days from each of the logs.

After CIC is installed and configured, configure log purge settings in Interaction Administrator to:
o Schedule the time of day for the data log purge to take place, and how often the purge should run. Configure these settings in the Interaction
Administrator Site:Server container. Double-click Configuration and select the Report Log Purging tab.
o For each report log (base or custom), specify how long the report log data should be retained, and whether the report log should be purged
automatically or not. Configure these settings in the Interaction Administrator System Configuration:Report Logs container. Double-
click a report log and select the Retention tab. Repeat for the other report logs listed.
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Recording data purges

By default, Recording data purging is not enabled.

After CIC is installed and configured, configure purge settings in the Interaction Recorder Policy Editor in the Interaction
Administratorinteraction Recorder container.

To activate the policy editor, click on the Policy Editor container underneath the Interaction Recorder container, and then double-click
Configuration. Once the Interaction Recorder Policy Editor finishes launching, recording retention is configured through Retention policies. The
Default Storage Location policy is created during Interaction Recorder installation, and it can be used to implement a retention period for all
recordings, or new retention policies can be created that can also implement a retention period for a subset of all recordings. To implement a
retention period, a retention policy must have the retention period set to action checked. The period can be set to Forever, or for a duration of
any number of days, weeks, months, quarters, or years. In addition, the purge the recording or media only action must be checked, and the
action must be set to purge the recording and media so that the database will be purged along with the recorded media.

Important: When editing an existing retention policy, the policy is not active until the Apply button is clicked. Further, if a retention period is
added to or changed on an existing retention policy, then the Re-apply button must be clicked. When the Re-apply button is clicked, the
Reapply retention policies screen appears, and you want the retention period changes to take effect for all recordings, make sure to select
the Re-apply to all recordings checkbox before clicking OK. If that isn't done, then the new/changed retention period will only be applied to
new recordings.

Tracker data purges

By default, Tracker data purging is not enabled.
After CIC is installed and configured, configure purge settings in the Interaction Tracker container in Interaction Administrator.

The default nightly purge is 34 days. The default purge attempts to delete all data older than 34 days from the database.
Optimizer data purges

By default, Optimizer data purging is not enabled.

Currently, Interaction Administrator does not contain any purge setting configuration for Interaction Optimizer. Customers are responsible for
removing old forecast schedule entries if they choose to do so.

Reporting data deletion errors

CIC creates NT Event Log entries for each Reporting log when data is deleted. Any errors while attempting to delete data will also appear in the
NT Event Log. Possible error causes are "Timeout", meaning a timeout from trying to perform a very large delete; and "Out of space", meaning not
enough transaction space is available to perform deletion of rows. These errors are not critical and will not immediately cause CIC operational
problems, but do not allow these errors to continue. Contact the database administrator, the CIC reseller, or PureConnect Customer Care to
intervene and resolve the problem.

Required database information

Before running the CIC server installation, make sure that the following standard database administrator account information is available,
typically provided by the database administrator. IC Setup Assistant requires it.
This section includes:

e Database server name

o Administrator account and password

e Passwords for CIC user accounts

Database server name

One of the following:
e SQL Server name
e Oracle service name

The SQL Server or Oracle service that will host the database must actively be running on a SQL Server or Oracle server and on the network.
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Administrator account and password

One of the following:
e SQL administrator account and password
e Oracle service administrator account and password

User name and password of the SQL or Oracle administrator account to use for the CIC installation.

CIC Database Configuration in Setup Assistant uses this account to connect to the database server, create the database, and to create the three
standard CIC database user accounts.

Passwords for CIC user accounts

CIC Database Configuration in Setup Assistant creates the tables and grants permissions to these standard database user accounts in a new
database and verifies this information for existing databases:

e ic_admin: Admin account with the db_owner role and owns all the tables on the database server with “dbo” schema. It can be used to
perform administrative tasks on the database (performance tuning, backups, etc). IC_Admin is used by the IC Tracker and IC Report Logging
Data Sources defined in Interaction Administrator.

e ic_user: User account used by CIC server components that reads and writes to the database.

o ic_readonly: Read-only account used by the CIC server and client components query the database.

Create the password for these accounts. The database administrator may have a password policy (for example, at least six characters long, must
start with a number, etc.).
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Database Schema Change Library

The Database Schema Change Library can help you with upgrading database customizations. The library contains reports detailing the database
schema changes between your current CIC release/patch and a target CIC release/patch. The report consists of three collapsible sections:

e Objects that exist in the current and target database schema versions but are different.
o Deprecated objects in the current version. Deprecated objects remain in the database. A future database version can use a deprecated object.
o New objects in the target version.

For example, use the Database Schema Change Library to access a report to identify database schema changes that can affect your custom
reports.

Access a report in the Database Schema Change Library

. Open the Database Schema Change Library.
. Select MSSQL or Oracle for the database type. For example, select MSSQL if your implementation uses Microsoft SQL Server Database.

. Select the current database version. For example, if your implementation uses CIC 2018R5 P34, select ININ_2018R5_P34.

. Select the target database version. For example, for a report listing the database schema changes between CIC 2018R5 P34 and CIC 2019R4
P12, select ININ_2019R4_P12 as the target database version.

. Click Get Report.
6. To view the information in a report:

A WODN =

[$)]

e Click a section to expand the information in that section.
e Click an object listed in an expanded section to view the details at the bottom of the report.

Example Report
This example shows a report for a Microsoft SQL Server database. The report displays the:
e Database schema changes between CIC 2018R5_P34 and CIC 2019R4_P12.

e Expanded the first section listing the objects that exist in the current and target database versions but are different.

Report Date:15 Jun 2020 4:53 PM [

(0 objects that exist only in ININ_2018RS5_P34)

d ( Microsoft SQL Server Database }lm # |’ { Microsoft SQL Server Database )
o ININ_2018R5_P34 ININ_2019R4_P12
Type | Owner | Object Name | object Name |owner
[=] (20 objects that exist in both but are different)
Table @ dbo Indnvidual H Individual dbeo
Table @ dbo InteractionSummary = InteractionSurmmary dbo
Table @ dbo 10_NamedSchedule = 10_Namedschedule dbo
Table [0 dbo 10_ViolumeForecast H 10_VolumeForecast dbe
Table [ dbo IR_QForm 2 IR_OForm dbo
Stored Procedure [ dbo SQIC_iNSert_sent_sms_message ] SPIC_iNSert_sent_sms_message dba
Stored Procedure [0 dibo Lpinin_GatStatSatieye # spinin_GetStatSetisys dba
Stored Procedure [ dbo spinin_insert_IntcSumDetaild = spinin_insert_IntxSumDetaild dbo
Stored Procedure B dbo  spinin_insert_SegmentSummany4 £ spinin_insert_SegmentSummany4 dbo
Srored Procedure 5 dbo spiran_purge_on_lookup = spanin_purge_qn_lookup dba
Srored Procedure [ dbo spintx_get_IntxParvwiBylntxID $ spintx_get_IntxParVw] BylntxID dbo
Stored Procedure [ dbo spintx_insert_contact # spinii_insert_contact dbo
Srored Procedure 3 diho spinbe_insert_mdvaddress ] spinb_insert_indivaddress dba
Stored Procedure B dbo spinb_insert_locaddress ¥ spinb_insert_locaddress dbo
Srored Procedure [ dbo spinbi_insert_orgaddress ES spanbi_insert_orgaddress dbo
Srored Procedure & dbo Spir_get_avg_wg_score = SPIr_get_av(_w(_soore dbao
Stored Procedure B dbo spir_get_screrd_result_chunk2 £ spir_get_scrord_result_chunk2 dbo
Srored Procedure [ dbo spir_ins_gform ] spar_ins_afarm dba
Stored Procedure [ dbo spir_ins_gform2 = spir_ins_gform2 dbo
Stored Procedure [ dbo sprpt_CRQueueSummary ¥ sprpt_CRQueusSummary dbo

(42 objects that exist only in ININ_2019R4_P12)
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Database changes and troubleshooting

To make database configuration changes or resolve installation or database-related problems afterthe CIC server installation, re-run IC Setup
Assistant and select the Database task to make changes to the Setup Assistant database configuration screens.

Database Logging

Database logging is the mechanism by which CIC transports Reporting, Interaction Recorder, Interaction Tracker, etc. data from the CIC server to
the database server and stores it. It is performed via Persistent Message Queuing (PMQ). PMQ is embedded within the CIC application on a CIC
Server with a connection to a database server.

e About PMQ
Directory paths for file storage
Storage file naming
Storage cleanup process

Data recovery

About PMQ

PMQ is a queuing system that allows data destined for the database to queue to memory and/or disk when the database is temporarily
unavailable, or if there is a backlog of data (the data generated by CIC temporarily exceeds the rate by which it can be inserted into the database).
Use of this system guarantees that critical data generated by Reporting, Interaction Recorder, Interaction Tracker, etc. is not lost during expected
(e.g. database maintenance, backups) or unexpected database outages. Not all CIC components that insert data into the CIC database use PMQ.
For example, CIC Contacts and Speed Dial lists, as well as data inserted with the Database tools in Interaction Designer, do not use PMQ and
thus require an active database connection. Furthermore, PMQ does not guaranteeavailability of the data. For example, reports cannot be run, or
archived recordings accessed, during database outages.

' Note: PMQ does not support processing files from a previous version. '

Directory paths for file storage

The CIC server installation by default stores PMQ data, when PMQ must queue to disk, in \I3\IC\PMQ. This location may be changed, to store
potentially large amounts of PMQ data on a dedicated drive for example, after CIC installation by modifying the registry value at
HKLM\Software\interactive Intelligence\PersistMsgLib\PersistMsgBufferPath.

Because PMQ has the potential to generate large amounts of data on disk, monitoring the available disk space on the PMQ drive should be done,
especially during known database outages. Interaction Supervisor can be used to indicate when queuing to disk is occurring and issue an alert.

Under the PMQ root directory, subdirectories are created for each CIC subsystem that uses PMQ. These subdirectories in turn contain
subdirectories with queue names (one subsystem can segregate PMQ data into multiple queues). Within the queue name directories are the
actual PMQ files for data stored on disk.

For example, there may be files such as
e \I3\IC\PMQ\StatServer\IC Report Logging\72405237.13P - data queued to disk (see "Storage file naming").
o \I3\IC\PMQ\StatServer\IC Report Logging\72405237.13C - count file for above data file (see "Storage file naming").
e \I3\IC\PMQ\AdminServer\IC Report Logging\72405203.ERR - data that experienced an unexpected error when being inserted into the database
(see "Data recovery").

The subsystems that use PMQ, and thus directories that exist under the PMQ directory, and the tables they update, are as follows:
o AdminServer: UserWorkgroup, LineConfig, LineGroupConfig, LineGroupLines, AccountCodeMirror.

IpServer: AgentActivityLog, AgentQueueActivationHist, ILineGroupStats, ILineStats, IAChangeLog, ICDirChangelLog, FaxEnvelopeHist.

IP: Interaction Processor is responsible for any data submitted through the Logging Custom Passthrough tool.

IRServer: various Interaction Recorder-related tables.

iwp_server: various Interaction Web Portal-related tables.

OptimizerSrv: various Interaction Optimizer-related tables.

ProcessAutomationServer: various Interaction Process Automation-related tables.

StatServer: AgentServiceLevelOverflows, AgentStatistics, AgentStats, AgentStatus, DQConfig, DQServiceLevelOverflows, DQStatistics,

DQStatus, SGServiceLevelOverflows, SGStatistics, StatDimensions, StatProfile, InteractionCustomAttributes

e TrackerSvr: InteractionTracker has two directories associated with it, PMQTracker and PMQSegmentLogs. PMQTracker stores various
Tracker tables and is used only if the customer has a Tracker or a Recorder license. PMQSegmentLogs stores data from the tables
InteractionSummary and InteractionSegmentDetail, regardless of whether or not a customer has a Tracker or a Recorder license.
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Storage file naming

Storage files for each process will have a unique, number-sequenced name to guarantee FIFO in-order delivery and avoid any errors during a
restore-recover scenario. There are two physical files for each saved buffer of data; the data messages are stored in files with the extension I3P,
and a count of how many messages were originally written in a file with the extension I3C.

Note: The count (I3C) files are not required for normal operation. If the I3C files don't exist, the PMQ library will generate an approximation
based on the file and message size for each I3P file. These counts are strictly for quick reference, they do not affect data storage and
recovery. Do not be concerned if they do not exist in your storage directories.

Both Persistence (I13P) and Count (I3C) files will have the same sequenced filename, and this sequence (ranging from 1000 to 99999) is
incremented and saved in the registry. Never alter Recovery Key values, as that could cause immediate data loss if the system is writing storage
files or has data stored for recovery.

The storage file name is formed from a three-character code then a five-digit unique sequence number. Only the sequence number is actually
used to order the files for recovery. The beginning three-character code represents when the file was created (1 to C for month, followed by the
two-digit day of the month) for an easy determination of approximate file age, even if the system clock has been changed, or the files copied or
restored from backup. It has no use during recovery.

If the program using PMQ enables error queuing, a third type of file may appear in the storage directories. This is an I3P-type file with an
extension of .ERR, which contains any data which could not be processed correctly. The method of recovery of these error-queued files depends
on the PMQ-enabled application.

Storage cleanup process

If the system is storing data into disk files and the free space on the storage drive drops below the total file space limits for PMQ storage, files
will be deleted to avoid causing server failure. The storage cleanup process occurs hourly for each queue/application. Each queue requires a
minimum of 1 GB of free space. Data loss will occur if this amount of disk space isn't available. Each queue is monitored separately, so data
loss may not be complete if the first queue’s cleanup removed the low disk space condition.

If the free space falls below the specified minimum, the storage files for the oldest day will be deleted. This procedure will occur repeatedly until
available disk space is again above the defined minimum storage limit.

Note: The current day’s data won't ever be deleted, regardless of storage setting.

The default values for all applications using the PMQ tools can be altered by creating DWORD registry values under the PersistMsgLib key
discussed above for the root directory value. The parameter is PersistMsgMinDiskMegAvail (default 1024). This will override ALL PMQ-
enabled applications, so be very careful about adding this override entry.

Data recovery

When an interrupted database connection is once again available, PMQ enters recovery mode and processes I3P/I3C files on disk. PMQ will
always process the oldest storage file first, in file name sequence number order. Once all messages within a storage file are processed, the I3P
and 13C files are deleted.

When inserting data, and an unexpected error (other than the database being unavailable) occurs, the data is stored in a file with the extension
ERR. For example, a table may have been unintentionally (and external to CIC) removed from the database, generating a SQL error when the insert
is attempted. These .ERR files will not be reprocessed and will remain on disk until manually removed or renamed. To reprocess this data,
rename the ERR files extension to I3P and restart the corresponding CIC subsystem. However, if the condition that caused the original error still
exists, the data will again fail to insert and generate another ERR file.

To process error files for the TrackerServer, IRServer, and OptimizerServer subsystems, use the sendcustomnotification following command:
o Sendcustomnotification TrackerServer PMQRetry
o Sendcustomnotification IRServer PMQRetry
e Sendcustomnotification OptimizerServer PMQRetry

This command allows the ERR files to be processed without having to manually rename the files with the I13P extension and restarting the
subsystems. However, for other PMQ subsystems, like Statserver, this process is not enabled and would require the ERR files to be renamed and
the subsystem restarted.

Fax Support

The CIC server (Fax server subsystem) and Interaction Media Server process, transmit, and receive faxes to and from client workstations. The
CIC server handles faxes for stand-alone fax machines. Interaction Fax on client workstations enables users to receive, view, send, and monitor
faxes.
o Supported fax platforms: T.38 and T.30 (fax over IP)
Fax installation and configuration on the CIC server
Create and configure standalone fax machines
Interaction Media Server faxing
Fax components on client workstations
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Supported fax platforms: T.38 and T.30 (fax over IP)

Faxes transmitted or received over the IP network on a CIC Server and Interaction Media Server use the T.38 or T.30 protocol if supported by the
remote device. The T.30 protocol is supported in CIC 4.0 SU 6 and CIC 2015 R1 or later.

Unless otherwise specified, the PureConnect QoS driver is automatically installed on the CIC server and Interaction Media Server to add QoS to
fax over IP protocols.
By default, CIC uses T.38 for fax over IP. Using the Default Station Configuration/Global SIP Station dialog box or the Station
Configuration/Configuration dialog box for Transport in Interaction Administrator, you can:

o Disable fax for over IP.

o Enable T.30 faxing only.

e Enable T.38 faxing only.

o Enable fax attempts to first use T.38 followed by T.30.

o Enable fax attempts to first use T.30 followed by T.38.

For more information, see Interaction Administrator Help.

Default Station Configuration ? >

Options  Global 5IP Station  Remote Station  Stations Auto Extensions  Custom Atiributes  History

Addresses . .
Audio |:| IJse Proxy for Station Connections
Transport
Sic:n Audio Protocol: RTP i
Authenticati
Pﬁnnin meten Security: Minimal
Fax Protocol: T38 only >
Mone
SIP DSCP Value: T30 only
T30 then T3&

T3 nnli

Cancel Apply
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Station Configuration - station ? w

Cal Forwarding Emergency Information Custom Attrbutes History
Configur aton Licensing Access Control Station Options
Station Extension: | 20001 . B Actrve
Addresses

[[Juse Global SIP Station Transport Settings

[Juse Proxy for Station Connections

Audio Protocol: RTP w
Seaunty: Mirwmal
Fax Protocol: [m only W
SIP DSCP Value: iﬁ*m

T30 then T38

(T38 then T30

& M [Aconhm sutosave [Cox ] come Apply

Fax installation and configuration on the CIC server

The following fax components are automatically installed on the CIC server as part of the CIC server installation:
o Fax server subsystem - processes faxes from client workstations and standalone fax machines
e Fax printer driver - renders fax cover pages on the CIC server. The printer spooler service must be running on the CIC server to install the

fax printer driver.
o Interaction Fax - enables users to receive, view, send, and monitor faxes easily from client workstations. Interaction Fax on the CIC server

is useful for debugging.

Additional configuration in Interaction Administrator is needed:
o [f your implementation includes stand-alone fax machines
o If you wish to change default fax configuration settings or create fax groups.

Create and configure standalone fax machines

If your implementation includes stand-alone fax machines, create standalone fax stations using Add Stations Assistant when you run IC
Setup Assistant or, post-installation, in Interaction Administrator. In Add Stations Assistant, select Stations connected by IP (SIP) to import a
CSV list of SIP stations that includes stand-alone fax stations.

' Note: Stand-alone fax stations do not have Interaction Fax capabilities.

l You can perform the following additional fax configuration in Interaction Administrator. For more information, see Interaction Administrator
Help.
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Fax Configuration

In Fax Configuration, define default Appearance and other settings.

Fax Configuration EHE |

Appearance |Send,l'Receive Cpkions I Fax Server I Advanced I Cuskon AEkribukes I Hiskaty I

Header texk: | ;I

[

Cover page: <Blank page > j

Marne:

COmpany name:

Display number:

Fax number: I

YWoice number;

()4 I Zancel apply

Fax Groups

In Fax Configuration, define the default Fax Group and create additional Fax Groups.

Fax Group Configuration - <Default Fax Group =

General | Custom Attributes | History |

Descripkion: I |

Maxirurn Mumber of Faxes

Inbound: I v Mo Limit
Cutbound: I v Mo Limit

Lt | »$| ¥ | Confirm auto-save (] 4 I Zancel apply

Fax Recipient
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In System Configuration->Mailboxes, define Fax Recipient.

System Configuration ﬂ E

. Connection Security I Certificate Management I Prampt Server I Text To Speech I Display Mame Format
Site Infarmation I &CD Dptions I Inkeraction Client I Custom Atkributes I Hiskory
Languages|Time Zones Mailboxes I Hosk Server I Trace Logs

—Default Mailboxes

Woice Mail Recipient: I apollo_user D
Fax Recipient: I apollo_user |
IC Adminiskrator: I apollo_user |

Maice Mail TUT ML File:

* Default

™ Cuskom: |

()4 Zancel apply

Interaction Media Server faxing

CIC uses Interaction Media Server to handle the transmission and reception of faxes to and from client workstations. For more information, see
Interaction Media Server Technical Reference in the PureConnect Documentation Library.

This section includes:
e |nteraction Media Server faxing process
e |nteraction Media Server fax licensing
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Interaction Media Server faxing process

This section describes how faxing works with Interaction Media Server.

Inbound faxes

1.

o~ WD

An external source transmits a fax to a telephone number for a user extension in the CIC network.

' Note: Faxes sent to a station extension do not require audio processing through Interaction Media Server.

A gateway converts the analog fax data to the T.38 or T.30 protocol and sends the data to Interaction Media Server.
Interaction Media Server converts the fax data to the TIFF format image files and sends the files to CIC.

CIC attaches the fax images to an email message and addresses it to the associated user of the target station.
The user receives an email message with the fax attachment.

Outbound faxes

4.

Using Interaction Fax, a user of a station sends a fax to an external telephone number.
CIC sends the fax data in the form of TIFF format image files to Interaction Media Server.

Interaction Media Server converts the TIFF format images of the fax to the T.38 or T.30 protocol and sends the data to the gateway that
conveys communications for the external telephone number.

The gateway converts the T.38 or T.30 fax data to analog fax signals and sends that signal to the external telephone number.

Interaction Media Server fax licensing

Each simultaneous active fax, either inbound or outbound, requires a fax session license. Fax session licenses are defined in the PureConnect
license.

If you exceed your fax session license count, the following events occur based on the direction of the fax:

Inbound - These faxes fail and are not serviced.

e Outbound - CIC holds these faxes in a queue until a fax session license becomes available.

To determine how many fax session licenses are in use, use Interaction Supervisor and view the Fax Licenses Available statistic.

Fax components on client workstations

This section describes the Interaction Fax components that can be installed on client and administrator workstations.
e |C User Applications install - Fax components
e |C Business Manager Applications install - Fax components
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IC User Applications install - Fax components

When you run the IC User Applications 32-bit or 64-bit installs on client workstations, Interaction Fax is selected by default in the
Custom Setup screen. For more information, see "Client Workstation Installations."

Note: Before you run the IC User Applications 32-bit or 64-bit installs on client workstations to install fax components, the printer spooler
service must be running on the CIC server to install the fax printer driver.

The following fax components are installed on the client workstation:
o Fax printer driver - allows faxing of any document that can be printed. It supports landscape printing and various paper sizes.

l Note: Make sure that the correct IC User Applications version (32-bit or 64-bit) for the workstation is installed; it is necessary for l
printing faxes.

o Interaction Fax - enables users to receive, view, send, and monitor faxes easily from client workstations.

Interaction Fax on client workstations

Interaction Fax is a stand-alone, desktop application for managing faxes. Faxes are delivered to users via Microsoft Outlook, IBM Notes, or Novell
GroupWise email.

Interaction Fax is launched once a document has been rendered to the fax printer driver. Users can view incoming faxes (I13F files) and specify
envelope information to send a fax.

Interaction Fax is available from Start->Programs->PureConnect or as a shortcut on the desktop.

Included with Interaction Fax is Interaction Fax Monitor, which monitors the queue and transmission status of each fax. The Interaction Fax
Monitor icon appears in the system tray, just like the Windows print monitor. For more information, see Interaction Fax Help and Interaction
Desktop Help.

IC Business Manager Applications install - Fax components

When you run the IC Business Manager Applications install on administrator or supervisor workstations, Interaction Fax Cover Page
Editor is selected by default in the Custom Setup screen. For more information, see "Client Workstation Installations."

Interaction Fax Cover Page Editor on client workstations

Installed on administrator or supervisor workstations with IC Business User Applications installed, the Interaction Fax Cover Page Editor enables
the administrator to design fax cover pages with common plug-in locations for name, phone, comment, etc. The administrator can also edit
standard templates available to users.

Interaction Fax Cover Page Editor is available from Start->Programs->PureConnect and also as a shortcut on the desktop. For more information,
see Interaction Fax Cover Page Editor Help.

115



Install CIC

In this section
e CIC Server Installation
o |C Setup Assistant

CIC Server Installation

This section walks you through a new CIC server installation procedure for CIC 2015 R1 or later. The procedure includes installing
the latest patch for the release.

e Step 1: Download and copy the CIC release .iso to a file server

Step 2: Verify CIC server prerequisites
Step 3: Run Install.exe

Step 4: Load the CIC license file
Step 5: CIC server install

Step 6: PureConnect Documentation Library install
Step 7: Interaction Text-to-Speech install

Step 8: Interaction Firmware install
Step 9: Interactive Update Provider install

Step10: Restart to complete the release installation
Step11: Apply the latest patch

Step 12: Run IC Setup Assistant

Step 13: Post-installation tasks

Uninstall CIC

Step 1: Download and copy the CIC release .iso to a file server

CIC releases are distributed as .iso files. We recommend that you store the CIC release .iso file on a file server to avoid having to
copy the .iso file to multiple servers.

1. Download the latest CIC release .iso, for example CIC_2018_R1.iso, from the Product Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx .

2. Copy the .iso file to a file server (non-CIC server) with a high bandwidth connection to the servers(s) onto which you will be
running the CIC installs.

3. Mount the .iso file and share the contents to make them accessible to those servers.

Note: Starting with 2019 R2, the CIC Language Pack and Prompt Pack installs for new CIC installations and updates for existing
localized CIC systems are available on the 2019 R2 and later CIC Language Pack .iso file downloadable from the Product

Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx . See "CIC Language Packs and Prompt
Packs" optional install information in this document.

Step 2: Verify CIC server prerequisites
Verify that you have fulfilled all the prerequisites and performed all necessary pre-installation procedures for the CIC server,
described in CIC server .

If you have not done so yet:
¢ Run GetHostID.exe from \Additional Files\GetHostID on the .iso share (needed for license file generation).
e Generate and download the license file to the CIC server as described in Order and generate the CIC 4.0 license.

Step 3: Run Install.exe

We recommend installing CIC releases using the installation utility (Install.exe) located in the \Installs directory on the .iso share.
Install.exe is an enhanced tool that simplifies and automates many aspects of the manual install and update process.
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Important: When Install.exe accesses the \Installs directory across a network share as recommended, the utility copies the
installs to the server's local temp directory, then executes from there. Executing individual installs from a directory across a
network share is not recommended.

Run Install.exe to select the CIC server components to install

1. Navigate to the \Installs directory on the CIC 2015 R1 or later .iso share and launch Install.exe.

Marme Diate mapdified Type Size

L. Integrations 13172019 %51 AWM File folder

L. Interactivelpdate 1F3172019 251 AM File folder

L. Off-ServerCarmponents W AN %50 AM  File folder

L. ServerComponents 13172015 549 AM File folder

T Install 32019 T8 PM Gpplication 4,548 KB

2. Inthe Server Components tab, select the Interaction Center Server and IC Documentation Library components. The
Interaction Firmware component and the Interaction Text-to-Speech component are automatically selected when the
Interaction Center Server component is checked.

The fillowing list of PureConnect products are avalable for this machine. Please dick the Instal
button to apply the products.

Interaction Center Server 2019 R3

IC Business Manager Applications 2019 R3

IC Documentation Library 2019 R3

IC Server Manager Applications 2019 R3

IC User Applications (32-it) 2019R3

IC User Applications (54-bit) 2019R3

Outlook Plugin for IC User Applications 2015 R3
Interaction Text-to-Speach 2019 R3
Interaction Firrmware: Part 2 2019 R3

Interaction Firmware: Part 1 2019R3

3. Open the Interactive Update tab and select the Interactive Update Provider component to install the Interactive Update
Provider on the CIC server.

Notes:

The Interactive Update Provider and Interactive Active Client components cannot be installed on the same machine. If one is
selected, the other is de-selected.

If you wish to install the Interactive Update Provider on a separate server on the CIC network (stand-alone provider), skip this
step. For more information, see the /nteractive Update Technical Reference in the PureConnect Documentation Library.
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4, l Click Install. '

5. If the following message appears, click Fix Patch Cache or Cancel to manually adjust the patch cache policy and run
Install.exe again.

Patch Cache Allocation Error

The system does not have enough space to cache the files updated
by this install.

To aviokd possible patching problems in the future you should increass
the system's patch cache policy setting to: 13 (13 percent of the
syshem drive) per KB article:

{Chck Fixx Patch Cache' to adjust the system's patch cache policy to the
recomimended valos,

Chick ‘Cancef to exit Instal.exe and adjust the patch cache policy
manually and try the install again,

Fix Patch Cache Concel |

6. Inthe Install Confirmation dialog box, confirm your selections and click OK.

The following products have been selected for installation:

[Server Components]

Interaction Center Server 2018 R1
IC Docurmentation Library 2018 R1
Interaction Text-to-5peech 2018 R
Interaction Firmware 2018 R1

[Language Packs]
French IC Server Components 2018 R

[Interactive Update]
Interactive Update Provider 2018 R1

If you are running from a network location please allow a few moments
for installs to be copied locally. The application will now be minimized
to the taskbar.

The utility minimizes to the toolbar and begins running the installs in the order selected.

Note: When Install.exe accesses the \Installs directory across a network share as recommended, the utility copies the
installs to the server's local temp directory, then executes from there. This process takes a few minutes to complete.
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Step 4: Load the CIC license file

Starting with CIC 2015 R2, Install.exe prompts for and loads the CIC license file prior to installing the selected install components.

Loading the license file at the start enables Install.exe to run more efficiently, bypassing the license file prompts within individual
installs. This is especially useful for implementations that install multiple Language Packs.

Load the CIC license file

1. Inthe Please load the license file screen, navigate to the CIC license file you downloaded to the CIC server in Step 2.

[ Documerts W s R

Mame Date modified Type
Mo items match your search.

Fecent places

Desktop

Libraries

<

File name: | |

Fles of ype: [13Lic (i3lic)
[ | Open as read-only

2. Select the license file and click Open.

Step 5: CIC server install

The CIC server installation program installs the CIC software. You must be logged in as a user with administrator privileges on the
CIC server in order to run the CIC server install.

Before you start the CIC server install, review the following QoS driver-related information:

e When you run the CIC server install, the PureConnect QoS driver is silently installed and the certificate is added to the Trusted
Publishers list. If your site has reasons for modifying this default behavior, you may wish to modify the QoS properties and run
the CIC server install using Group Policy or other methods. Review PureConnect Customer Care KB article
https://genesyspartner.force.com/customercare/pkb_Home?id=kA50B0000008R5H so that you can make the appropriate
planning decisions for QoS driver installation.

CIC server install

1. Onthe Welcome screen, press Next to proceed to the next screen.
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"""""""""""""""""""""""""""""""" WooooTTT Ty

ﬁ Interaction Center Server for CIC 2023 B3 Setup — @

Welcome to the Interaction Center Server
Setup Wizard for CIC 2023 R3

The Setup Wizard will install Interaction Center Server far
CIC 2023 R.3 on your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

3 GENESYS

Note: The option to generate certificate signed using SHA-1, which was present in the older versions of CIC has been
removed (from 2023 R3 onwards). The Product now generates certificates signed using SHA-256.

2. The Domain User Validation screen is pre-populated with account information for the logged-on user with administrator
privileges on the CIC server. Enter the password associated with this account, and click Next.

Administrative rights on the local machine are necessary for installing the software and other components that CIC uses. This
account is used to start CIC Services.
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ﬂ Interaction Center Server for CIC 2022 R2 Setup - X

Domain User Validation
Enter the user name, password and domain name.

Please enter the credentials for a user account with administrative privileges on this
system. This account will register components and services to run in the context of
account spedfied.

User: |1C_aHmin

Password: |

Domain: |QFLIN

User

In most cases, the user is the CIC administrator account (Windows 2008 R2 or Windows 2012 R2 domain user account
created specifically for the CIC administrator, with administrator privileges on the CIC server). If the network has a mail
server, the CIC administrator account should also have an email profile for the mail client installed on the CIC server (e.g.,
Microsoft Outlook or IBM Notes). See "CIC server" for instructions on creating the CIC administrator account.

If the CIC server is not connected to the network at this time, the user is the currently logged-on user with administrative
privileges on the CIC server. If this is the case, when you run IC Setup Assistant, you have the opportunity to change the
administrator account. IC Setup Assistant configures the CIC Services to start by using this account.

Password

We recommend that you do not use a blank password.

Domain

In most cases, the name in this field is the network domain that the CIC server is in — the same domain as the mail server,
if there is one on the network. If the CIC server is not connected to the network at this time, the name in this field is the CIC
server name.

4. Inthe IC Server Destination Folders screen, specify the target drives for the following directories or keep the default
directories, and click Next.
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ﬁ Interaction Center Server for CIC 2022 R2 Setup >

IC Server Destination Folders
Select the desired directory locations.

The files in the following directories will grow over time, and may require some maintenance.

Install Directory: F:'!.IS":,IC"-. Browse...

Recordings Directory: F; \I3\IC\Recordings) Browse...

Recommendation: Put the Trace Logs Directory in a separate partition from the other

directories.
Trace Logs Directory: F; \I3\IC\Logs\, Browse...
Disk Usage Back Next Cancel
Directory Description
Install Directory | All CIC server files will be installed in this directory.
Recordings Directory that will contain recorded calls.
Directory
Trace Logs Directory that will contain trace logs used for debugging.
Directory It will grow quickly, so make sure that there is enough available space. We recommend that you place
it in its own partition.
The CIC server install uses this directory to create a directory at the same level for database logging
data.
Notes

Typically, the default drive for the CIC server is D:\. You may select another drive, however, do not select the same drive
as your operating system, usually C:\. Genesys does not support installing the CIC server directories on the operating
system drive.

Specify a separate drive for the Trace Logs Directory.

You may specify different drives for the more heavily used directories, if desired. The total minimum free space required
is 60 GB.

You may change the directory name, but not the paths.

You may wish to review "CIC server" for additional information about drive partitioning.

5. When you are ready to begin the installation, select Install.
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ﬂ Interaction Center Server for CIC 2022 R2 Setup - >

Ready to install Interaction Center Server for CIC 2022
R2

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

As the installation continues, a status bar indicates the progress.
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ﬂ Interaction Center Server for CIC 2022 R2 Setup - bt

Installing Interaction Center Server for CIC 2022 R2

Please wait while the Setup Wizard installs Interaction Center Server for CIC 2022
R2.

Status: Validating install

The Completed screen appears.
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ﬂ Interaction Center Server for CIC 2022 R2 Setup - X

Completed the Interaction Center Server
Setup Wizard for CIC 2022 R2

Click the Finish button to exit the Setup Wizard.

[] Launch the Default Programs dialog.

3 GENESYS

senprassant | gt [EEE] | s

6. Click Finish.
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Step 6: PureConnect Documentation Library install
The PureConnect Documentation Library contains all available CIC help systems, installation and configuration guides, technical
reference documents, and quick reference materials in a single searchable unit. It is updated for each CIC 2015 R1 and later release.

The PureConnect Documentation Library is recommended to be included in your CIC 2015 R1 or later installation to ensure that you
always have the latest version of the PureConnect Documentation Library on the CIC server.

i IC Documentation Library for CIC 2018 R1 Setup i = [=] B

Welcome to the IC Documentation
Library Setup Wizard for CIC 2018 R1

The Setup Wizard will install IC Documentation Library for
CIC 2018 R 1 on your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

S GENESYS

Back Net | [ cancel

Follow the instructions on the screens to complete the PureConnect Documentation Library installation.

Step 7: Interaction Text-to-Speech install

Interaction Text to Speech is an integrated component of Interaction Media Server and is installed through the Media Server
installation. This install adds language models for newly supported languages.

Install.exe auto-starts the Interaction Text-to-Speech install and proceeds to install it automatically.

You can view the progress and successful completion of the installs in the Install.exe Installation Progress window.

Step 8: Interaction Firmware install
The Interaction Firmware install contains the latest supported firmware for Polycom, Interaction SIP Station, AudioCodes, and
Genesys managed IP phones.

Install.exe auto-starts the Interaction Firmware Part 1 and Interaction Firmware Part2 installs and proceeds to install it
automatically.

You can view the progress and successful completion of the installs in the Install.exe Installation Progress window.

Step 9: Interactive Update Provider install

The Interactive Update Provider installation program installs the Interactive Update Provider service and the Interactive Update
Client service on the CIC server. For more information, see the Interactive Update Technical Reference in the PureConnect
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Documentation Library.
Interactive Update Provider install

1. Press Next to proceed past the Welcome screen.

#3) Interactive Update Provider for Interactive Update 201..| = [ 2| *

Welcome to the Interactive Update
Provider Setup Wizard for Interactive
Update 2018 R1

The Setup Wizard will install Interactive Update Provider for
Interactive Update 2015 R.1 on your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.

3 GENESYS

2. Press Next to accept the default Destination Folder screen, the same directory as the CIC server installation.
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Destination Folder
Click Mext to install to the default folder or dick Change to choose another

Install Interactive Update Provider for Interactive Update 2018 R1 to:

C:\I3VICY

The install will create a subdirectory for Interactive Update.

. Select Local Provider (Default) to distribute updates for all client machines within a local area network, and to distribute

updates remote providers, depending on your implementation. For more information, see the Interactive Update Technical
Reference in the PureConnect Documentation Library.

3 Interactive Update Provider 2018 R1 Setup |=[a] x |

Interactive Update Provider Server

Please enter the name of the Interactive Update Provider server to which
connection is desired.

Local Provider (Default) - distribute updates for all dient machines within a local

area network. Local Providers can also distribute updates to Remaote Providers
located at remote sites.

Remote Provider - distribute updates at a remote site connected to your main

O office over a WANM or similar network link. In order to save bandwidth, a
Femote Provider downloads updates from the main office a single time and then
distributes the updates to machines at the remote site,
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4. If your CIC server is part a Switchover pair, starting with Interactive Update 2016 R2, you can create or use a shared database.
Otherwise, click Next to continue.

On the initial active server, click Yes and enter the location for the shared database. When you run the installation on the initial
backup server, enter the same shared database location. For more information, see the /Interactive Update Technical Reference
in the PureConnect Documentation Library.

Interactive Update Provider location for Database file

COption to create a stand-alone Database file at a netwark location

[ ]¥es, I want to create a stand-alone Database file on a network share.

Metwark location to copy Database file to:

Browse...

5. When you are ready to begin the installation, click Install.
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Ready to install Interactive Update Provider for
Interactive Update 2018 R1

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

As the installation continues, a status bar indicates the progress.
6. When the Completed screen appears, click Finish.

Completed the Interactive Update
Provider Setup Wizard for Interactive
Update 2018 R1

Click the Finish button to exit the Setup Wizard.

Cancel
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Step 10: Restart to complete the release installation

When you have installed all the selected components and the Installation Progress window shows all were successfully installed,
Install.exe prompts you to reboot to complete the installation.

. Avreboot is needed to complete the installation. Would you like to
r reboot now? Please apply the latest patch available for download after
rebaating - https/my.inin.com/products/Peges/Downloads.aspx.

Click Yes.

Step 11: Apply the latest patch

After running the CIC release installation on the CIC server, apply the latest patch for the release. This requirement helps to ensure
the most stable operation of the product. Patches are posted along with releases on the Product Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx

l Note: Patches are cumulative.

Server Components

The following instructions show how to apply server components to a system for Interaction Media Server, CIC Server, and
other servers on the CIC system.

To start, if you have not done so already, download and copy the CIC_20**_R*.iso to a file server, mount the .iso, and share the
contents.

Interaction Media Server

Interaction Media Servers (and ASR servers) must be updated before the CIC server.

1.

On the Interaction Media Server, navigate to the \Installs directory on the CIC 20** R* share launch Install.exe, and open the
Off-Server Components tab. Interaction Media Server component is automatically selected and marked as Update.

Click Install. An Install Confirmation dialog box lists the selected Interaction Media Server component.

Click OK. Install.exe auto-starts and proceeds to run the patch updates install automatically. The install screens appear as
Install.exe works through them, but no user input is needed.

Repeat steps 1 through 3 to update ASR server components on the ASR server.

CIC Servers

1.

2.
3.

4.

Download the latest patch .iso for the release, for example CIC_2019_R2_Patch1.iso, from the Product Downloads page at
https://help.genesys.com/pureconnect/secure/Downloads.aspx , mount the .iso, and share the contents as described in
Step 1.

Navigate to the \Installs directory on the CIC Patch1 share and launch Install.exe.

The CIC server and Interaction Firmware components are automatically selected and marked as Required. They cannot be de-
selected.

Other components already installed on the CIC 2018 R1 Server such as the PureConnect Documentation Library and Interactive
Update Provider are also marked as Required and cannot be de-selected.

Components not currently installed on the CIC 2018 R1 Server are marked Not Applicable. They cannot be selected.
Click Install.
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The Install Confirmation screen lists all the selected components.
5. Click OK.

Install.exe auto-starts and proceeds to run the patch updates automatically. The install screens appear as Install.exe works
through them, but no user input is needed.

6. Click Yes when you are prompted to reboot.

Other Servers

Follow the same instructions to apply off-server components release components located on the Off-Server Components tab or
Integrations tab to other servers on the CIC system.

Workstation Components

After the CIC Server has been updated, choose from one of the following methods to apply the CIC release components to existing
CIC workstations:

e (Recommended) Use Interactive Update to apply release updates to workstations. For more information, see the Interactive
Update Technical Reference.

e Run Setup.exe in the appropriate shares on the CIC Server.

e Use Group Policy deployment to push release updates to workstations. For more information, see the Group Policy Deployment
for IC Applications Technical Reference.

Note: Since you must always apply the latest patch after installing CIC 2015 R1 or later, you can wait until you have applied the
latest patch and then apply both release and patch updates to existing PureConnect (CIC) workstations at the same time, using
any of these deployment methods.
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Step 12: Run IC Setup Assistant
Once the CIC 2015 R1 or later release and latest patch are installed, run IC Setup Assistant to configure the CIC server and start CIC
Services.

Before you run IC Setup Assistant, make sure you have:
e Applied the latest patch for the release.
e Completed any reboots.

See "IC Setup Assistant" for detailed instructions launching and running IC Setup Assistant

Welcome to the IC Setup Assistant, This wizard will guide
you through the configuration of Interaction Center.

Completing Configuration
IC Setup Assistant must be completed before you can run
Interaction Center.

Patches

The newest patch needs to be installed before continuing
with IC Setup Assistant. If you haven't already downloaded
and installed the patch with Interactive Update, manually
download and install the patch from the PureConnect
Support website, Has the newest patch been installed?

%ﬂ G E N ESYST [] The newest patch has been installed on this IC server.

< Back || Finish || Cancel

When IC Setup Assistant completes, you must reboot to start CIC Services.

Step 13: Post-installation tasks

e Complete CIC server configuration in Interaction Administrator. See "Post-Installation Configuration".

e Configure Interaction Media Server (or install it first if necessary). See the /nteraction Media Server Technical Reference in the
PureConnect Documentation Library.

Uninstall CIC
Uninstall and Downgrade to the previous version

When you update an existing 4.0 SU or 2015 R1 or later system to the latest 20## R# release, the update install for each product
component backs up the previously installed version. The backed-up files include the previously installed component's .msi plus
any applied .msp files (4.0 SU or 2015 R1 or later patches), along with any transform (.mst) used during the original installation.

To uninstall the newly installed product version, for example, for troubleshooting purposes, you can choose to downgrade to
(reinstall) the previously installed product version. Uninstall 2015 R1 or later and downgrade to the previous version using one of the
following methods:

e Programs and Features
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e Group policy deployment
e Interactive Update

Programs and Features

You can use Programs and Features in Control Panel to uninstall 2015 R1 or later product components and downgrade to the
previously installed version on the CIC server, client workstations, and other servers on the PureConnect (CIC) system.

In Programs and Features, select the appropriate 2015 R1 or later product component and click Uninstall.

(€) -t |E v Control Panel » Pragrams ¢ Programs and Festures v & | | Search Programs and Featurss @ |
Conire) Renel Home. Uninstall or change a program [}
View installed updates Te uninstall & pragram, select it from the st and then click Uninstall, Change, or Repair.
W Tum Windows features on or
L Organize » Uninstall Change  Repair =~ @
Install a program fram the - . - -
AT, Mame Publisher Installed On  Size Versian Ll
&2 7-Zip 15.12 (:64) Igor Paviow 211226 4T1MB 1512
@-Dnlﬁsul.or Software Services - Community Editien Prefmptive Selutions 172372015 BA5MB 5025000
G Fiddier Telerik 2122006 19TMB 2615
I Goaogle Chrome Google Inc. /19725 61.0.3163.100 =
% I Documentation Library 2018 R1 Interactive Intelligence, Inc. /232017 o0g MB  18.1.0.278
IS URL Rewrite Madule 2 Micraseft Corporation 11,/19/25 258MB  7.2.1952
| Interaction Center Server 2018 1 . {=bmmm—iope Intelligence, Inc, 10/2372m7 T02GE 18.1.0.278
4 Interaction Firmware 2018 R1 Usircital e Intelligence, Inc., 10/237217 2.26GB 18.1.0.27%
7 Interaction Text-to-Speech 2018 R1 Change e Intelligence, Inc. 1042372017 663 MB  18.1.0.278
& Log Lion 2.0 (84 bit Edition) Repair ic n/1g/2ms B|OME 2031
P MeAfes Agent cAfee, Inc. NnA1372005 29EMB 480.1938
B Mchfee Virushcan Enterprise Mchfee, Inc. 10/1972017 1B0MB  3.2.07000
F IMicrosaft MET Framework 4 Multi-Targeting Pack Micreseft Cerporation 1/20/2M5% BIAME 4030319
E I Microsaft MET Framework 4,51 Multi-Targeting Pack  Microsoft Corporation /237205 B\EMB 4550930
= IMicrosoft \MET Framework 4.5.1 SDOK Microsoft Cenporation /237205 194 MB 4551641
i}Micmmﬂ Application Reguest Routing 3.0 Microsoft Corporation 1/19/2m5 316 MB 301952
ﬂMicmmll ASP_NET MVC 2 Microsoft Corporation 1/23201% BS0 KB 2.0.60026.0
ﬂMicrosoll ASP.MET MVC 2 - Visual Studio 2010 Tools Microsoft Corporation /ans2ms 225MB  2.0.50217.0
[ Microsoft External Cache Microsoft Carporation 1/19/72M5 234 KB 1.1.1349
#Micmsol'l Help Viewer 1.1 Microseft Corporation 1172372015 39TMB 1140319
3 Microsoft Office Professional Plus 2013 Microsoft Corporation 1/2372m5 15.0.4569.1506 w
o Interactive Intelligence, Inc. Product version:  18.1.0.278 Support ink:  httpe/fwww.genesys.com
O Help link:  http://wwew.genesys.c... Size T.02GB

If there is a previous product backup available, a Confirm Previous Version Install dialog box gives you the choice to reinstall
the previous version.

@ Interaction Center 2017 R3 can be reinstalled.

Click "¥es" below if you want to install this previous
version. Click "No" to continue with the uninstall without
installing this previous version.

[] Inthefuture, do not show me this dialeg box

Note: When uninstalling and downgrading PureConnect (CIC) product components on the CIC server, uninstall and downgrade
the CIC Server install component before uninstalling and downgrading the Interaction Firmware component and any Language
Pack components.

Group Policy Deployment

When uninstalling 2015 R1 or later product components using group policy deployment, use the REINSTALL_BACKUP_PRODUCT
property to downgrade to the previously installed version. For more information, see the Group Policy Deployment Technical
Reference in the PureConnect Documentation Library.

134



Interactive Update

If you used Interactive Update to apply the 2015 R1 or later updates to client workstations, when you select a 2015 R1 or later
component as "Remove" in Interactive Update Provider, the component downgrades to the previous version (if the previous version
is present). For more information, see the Interactive Update Technical Reference in the PureConnect Documentation Library.

Note: To uninstall and downgrade Interactive Update Provider 2015 R1 or later to a previous version, use Programs and
Features. You may need to restart IC Services after downgrading to a previous version of the provider.

IC Setup Assistant

IC Setup Assistant is a wizard that configures CIC Server components such as CIC administrator and network information, dial plan,
database, Switchover, Multi-Site RTM, Interaction Recorder, Speech Recognition, mail provider, Log Retrieval Assistant, SIP lines and
default registration group (for managed IP phones), users, workgroups, roles, group call processing, and DCOM security.

This section includes:

e Prepare for IC Setup Assistant
Run IC Setup Assistant

Re-run IC Setup Assistant
\I3\IC directory paths and shares
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Prepare for IC Setup Assistant

In addition, we recommend that you perform the following IC Setup Assistant preparations before running IC Setup Assistant as part
of a new installation. This preparation work helps to ensure an efficient and successful CIC Server configuration.

IC Survey file

If a reseller or someone else filled out a Pre-Install survey to compile the installation and configuration information needed for IC
Setup Assistant in advance, download the resulting IC Survey file to the CIC Server, as described in "CIC Server".

Review the IC Survey file and verify the information. You may need to consult with the network administrator, email administrator,
database administrator, CIC system administrator, and other people at the customer site.

Dial plan

Resellers may wish to use an existing dial plan. If so, download the dial plan to the CIC Server prior to running IC Setup Assistant.

CIC uses a regional dial plan, with an . i 3dplan extension. If you wish to import an older dial plan with an . i 3pnum extension, you
may do so. However, you will not gain the benefits of the regional dial plan. For information, see the C/C Regionalization and Dial
Plan Technical Reference in the PureConnect Documentation Library.

CSV SIP Station list

We recommend that you create managed IP phones (Polycom, AudioCodes, Genesys, Interaction SIP Station, and/or SIP Soft
Phone) in CIC. This procedure is performed post-IC Server installation. For more information, see "Post-Installation Configuration"
and the C/C Managed IP Phones Administrator's Guide in the PureConnect Documentation Library.

However, CIC does support "non-managed" Polycom phones and other SIP handsets from vendors that are not included in
PureConnect's managed IP phone implementation, as well as analog stations connected via SIP FXS gateways. For non-managed IP
phones, you can create "non-managed” SIP stations by importing a CSV list containing SIP station information in Add Stations
Assistant within IC Setup Assistant.

The CSV SIP Station list is also used to create SIP Stations for stand-alone fax machines.

A sample CSV SIP station list in the \Installs\Additional Files\CSV Lists directory onthe CIC 2015 R1 or later .iso
file. See the CSV List Import Technical Reference in the PureConnect Documentation Library for instructions on how to create a
CSV SIP station list.

Download the CSV SIP station list to the CIC Server.
CSV user list

If you wish, you can create a CSV user list prior to running IC Setup Assistant. When you run IC Setup Assistant, you can choose to
import users from the CSV user list. If you plan to do this, be sure to have that list ready for import. You will have a chance after
importing the list into IC Setup Assistant to modify user attributes before those users are created on the CIC server.

A sample CSV user is included in the \Installs\Additional Files\CSV Lists directory onthe CIC 2015R1 or later .iso
file. See the CSV List Import Technical Reference in the PureConnect Documentation Library for instructions on how to create a
CSV SIP station list.

Download the CSV user list to the CIC Server.
Install and configure optional servers

Make sure you have installed and configured any optional servers you plan to use, including:

e Servers used with Interaction Recorder (add-on licenses required). For more information, see the /nteraction Recorder Technical
Reference in the PureConnect Documentation Library.

e ASR Server (add-on license required). For more information, see the ASR Technical Reference in the PureConnect
Documentation Library.

IC Setup Assistant will prompt you for information about these servers.

Run IC Setup Assistant
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This section describes the IC Setup Assistant screens for a new CIC 2015 R1 or later installation. For more information on each
screen presented here, click Help (?) in the upper right hand corner of the screen in IC Setup Assistant.

Note: If you have to exit IC Setup Assistant before completing all the screens and/or committing your choices, everything you
have entered so far is saved automatically to your IC Survey file.

° l Launch IC Setup Assistant

° ' Starting CIC Subsystems

l Load IC Survey file

° ' Confirm CIC Administrator account

° l Confirm the domain

' License file

l Select the dial plan

' Enter the local area codes

l Enter local exchanges

' Select a reporting option

l Database configuration

' Select the Microsoft SQL Server

l Configure the CIC database name

° ' Configure the SQL database CIC accounts

l Configure the SQL database files

' Select CIC optional components

l Configure Switchover servers

° ' Configure Multi-Site for this Server

l Define Multi-Site Parameters

' Site information

l Change the site name

' Certificate Signing Options

l Interaction Recorder compressed files location

' Speech Recognition

l Select mail providers

' Mail provider summary

l Log Retrieval Assistant mailbox configuration

' SIP Lines and Default Registration Group

l Configure stations

' Create CIC user accounts

l Configure CIC user accounts
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Launch IC Setup Assistant

After running the CIC Server install as described in "CIC Server Installation" for CIC 2015 R1 or later and the latest patch:

e Logged on as the CIC administrator account. The CIC administrator user account should have administrator privileges on the
CIC Server, as described in "CIC Server".

e Downloaded your CIC license to the CIC Server.
e Applied the latest patch for the release.

Launch IC Setup Assistant

1. Manually launch IC Setup Assistant by selecting:

e Windows 2008 R2: Start->Programs->PureConnect->IC Setup Assistant
e Windows 2012 R2: Start screen->Apps->PureConnect->IC Setup Assistant

2. The IC Setup Assistant Welcome screen appears.
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3 GENESYS

Welcome to the IC Setup Assistant, This wizard will guide
you through the configuration of Interaction Center.

Completing Configuration
IC Setup Assistant must be completed before you can run
Interaction Center.

Patches

The newest patch needs to be installed before continuing
with IC Setup Assistant. If you haven't already downloaded
and installed the patch with Interactive Update, manually
download and install the patch from the PureConnect
Support website, Has the newest patch been installed?

[] The newest patch has been installed on this IC server.

< Back || Finish || Cancel

Click The newest patch has been installed on this IC server checkbox and then click Next to continue.

S GENESYS

Welcome to the IC Setup Assistant. This wizard will guide
you through the configuration of Interaction Center.

Completing Configuration
IC Setup Assistant must be completed before you can run
Interaction Center.

Patches

The newest patch needs to be installed before continuing
with IC Setup Assistant. If you haven't already downloaded
and installed the patch with Interactive Update, manually
download and install the patch from the PureConnect
Support website, Has the newest patch been installed?

[#] The newest patch has been installed on this IC server.
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Starting CIC Subsystems

Please wait while some essential CIC subsystems are started.

starting IC Subsystems ﬁ

Please wait while some essential IC Subsystems are being started.

Elapsed Time: 9
Connecting to Motifier

< Back ” Mext = || Cancel

Once the CIC subsystems are started, the Load IC Survey File screen appears.
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Load IC Survey file

IC Setup Assistant stores all configuration information in an IC Survey file. If you need to re-install the CIC Server, an existing IC
Survey file can be used to ensure the server is configured exactly as it was initially installed. For more information, see "CIC server'
or click Help (?).

Load IC Survey File T‘-Z;{

The IC Survey file contains information used by the IC Setup Assistant. A
summary of changes you make during setup are saved in the survey,

Select the location of an existing IC Survey file by dicking the Load Survey button,

Also you may choose to start with an empty survey by didkng the Create Survey button
and defining a new survey to create, This survey will nat have any information from the
Pre-Install Survey.

IC Survey File: | Create Survey... |

D:\I3NC\Manifest\sample.icsurvey | Load Survey... |

To review the survey produced during Pre-Install, dick View Survey

| View Survey... |

IC Survey File

The directory location of the IC Survey file appears here once you have either created it or loaded it.

Create Survey

Select this option if you do not have an IC Survey file. IC Setup Assistant will create one with the default name New Survey.ICSurvey
and save it locally on the CIC Server in the default \I3\IC\Manifest directory. We recommend that you use the default name unless
that file already exists.

Load Survey

Loads an IC Survey file generated before starting IC Setup Assistant. As you walk through IC Setup Assistant, it will read the IC
Survey file, and pre-fill many screens with the appropriate configuration information.
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Confirm CIC Administrator account

IC Setup Assistant has detected that you are logged on as the noted local administrator account. The CIC administrator user
account should have administrator privileges on the CIC Server.

IC Setup Assistant uses this account to configure the CIC services to start automatically on reboot, and also to set DCOM
processes for other servers connecting to this CIC Server.

Confirm IC administrator account

You are logged on to this IC server
Administrator account: DEVZ2000Mhavoc _user
Choose from the following options:

(®) Use this account for the IC administrator account.

Enter Password: T

() Exit IC Setup Assistant so I can log on as a different administrator user.

Use this account for the IC Administrator Account (default)

Select this option to confirm that the currently logged-in administrator account is the CIC administrator account. (It is possible that
there are other administrative accounts on this CIC Server.)

Enter Password

Type the password associated with the currently logged-in administrator account.

Exit IC Setup Assistant so | can log in as a different local administrator user

Select this option to log in as a different administrator account. IC Setup Assistant will end. You must then log in with this account
and restart IC Setup Assistant.
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Confirm the domain

Verify that the CIC Server is connected to the noted domain.

Confirm the Domain

The IC Setup Assistant detected that this IC server is on the following domain:
DEV2000

Choose one of the following options:

(®) Install IC for the DEV2000 domain.:

() Exit IC Setup Assistant so I can move this machine into a different domain.

Install IC for the <domain name> domain
Select this option to run IC Setup Assistant on the currently connected domain.
Exit IC Setup Assistant so | can move this machine into a different domain.

Select this option if you want the CIC Server connected to a different domain. IC Setup Assistant will end. You must then connect
this server to that domain and restart IC Setup Assistant.

License file

You should have already downloaded your CIC 4.0 license to the CIC Server.
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C51DD3BT1IF72

License File

By default, IC Setup Assistant looks in the \I3\IC directory for the CIC 4.0 license filename used by the Task List. The license file is
CurrentLicenseAdmin.i3lic. If the license file is not located in this directory, browse to the appropriate directory.

Host ID

IC Setup Assistant locates the CIC Server's unique Host ID to be used by CIC's license management. In previous releases, MAC
Address was used. Like the MAC Address, the Host ID is tied to the NIC (ethernet) card. (You may have used the GetHostID utility,
available in the \Installs\Additional Files\GetHostID directory on the CIC 2015 R1 or later iso .file or on the Utilities and Downloads
page at https://help.genesys.com/utilities-and-downloads.html to generate the Host ID for your license.)

If the physical processor chips found on the CIC Server have different CPUID values, virtual machines hosted on the server will
randomly show different CPUIDs when a virtual session is initiated. Contact PureConnect Customer Care to assist you with
modifying your CIC Service License to accommodate this condition. Record and provide the following information to the
representative: CPU1:D5 | CPU2:F3.

If there are redundant or multiple NICs, you are presented with a list of multiple Host ID's. Please note that the Host ID used for
the CIC license will correspond to one specific NIC. The simplest way to determine which NIC corresponds to the CIC license is to
match the last six characters of the Host ID to the MAC address.

Important: Make sure that the NIC that corresponds to the CIC license is always active and available. If you disable or
otherwise uninstall it, CIC will no longer function correctly. It will run as if the server is unlicensed.

Once a valid license file has been loaded, "Customer Interaction Center" appears in theProduct field.
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License File: | D: M3 C\CurrentlicenseAdmin. I5Lic

C51DD3BT1IF72

Product: Customer Interaction Center

Select License Details... to view a list of the Server, Basic Station, and Access license titles, allowed seats per license, and
feature licenses.

License Assignable Threshald Concurrent Threshald
I3_ACCESS_HISTORICAL_REPORT_SUPERWISO... 20000 20000
I13_ACCESS_DIALIMG_CALL_PORT_ADDOM 200010 20000

I3 _SESSIOM_MOBILIZER._MAX _COUNT 20000 20000
13_ACCESS_CLIEMT _OUTLOOK_ADDOM 200010 20000

13 _ACCESS_FEEDBACK_SUPERVISOR_PLUGIM 20000 20000
13_LICEMSE_HOST_SERVER 1000 1000
13_LICEMSE_MEDIA_SERVER_G.723_SESSIONS O 20000

Feature

I3_FEATURE_VERSIOM_CIC
I3_FEATURE_RWP_CITY
I3_FEATURE_WEE_SERVICES
I3_FEATURE_WEE_COLLABORATION
I3_FEATURE_DIALER_BASE
I3_FEATURE_DIALER_ADWAMCED
I3_FEATURE_EIC_COMTACT _CEMTER
I3_LICEMSE_EIC_CC_USERS

13 FEATURE TRACKER
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Select the dial plan

A dial plan contains information to determine which telephone calls are extensions, local calls, and long-distance calls. CIC
matches each kind of phone number with the appropriate user, workgroup, role, or station dialing privileges.

Specify how you want to create your dial plan.

Important: We highly recommend that you either create a dial plan in IC Setup Assistant or import an existing dial plan file now.
The procedure is greatly simplified in either of these methods, compared to creating a dial plan later in Interaction
Administrator.

Select the Dial Plan ]‘-;-;;i‘

IC requires that you select a dial plan or create a new one.

Flease spedfy the location of the dial plan

() Dial Plan File: Browse...

(® 1 don't have a dial plan; help me create one. !

() I will create a dial plan later in Interaction Administrator

Dial Plan File

Select this option to import an existing dial plan file. For example, a reseller may have created specific complete dial plans for
customers in different regions of the country, county, or city. IC Setup Assistant uses macro substitutions to enable localizers to
set up a dial plan for their locale from the imported dial plan file.

l Important: This option is recommended for countries using numbering plans other than the North American Numbering Plan. '

Specify the path to the dial plan file. By default, IC Setup Assistant looks in the \I3\IC\Manifest directory. If the dial plan file
contains macros, a subsequent screen may prompt to Localize the Dial Plan Import File, providing substitution for macros if
needed. Click Help (?) for information about this screen.

Note: CIC uses a regional dial plan with an .i3dplan extension. If you wish to import an older dial plan with an .i3pnum
extension, you may do so. However, you will not gain the benefits of the regional dial plan. For information, see the C/C
Regionalization and Dial Plan Technical Reference in the PureConnect Documentation Library.

After the new installation is completed, you can modify your dial plan in the Phone Numbers container in Interaction Administrator.

| don't have a dial plan; help me create one

Select this option if you want IC Setup Assistant to create a dial plan for you.
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l Important: This option is recommended for countries using the North American Numbering Plan. '

You only need to define a few elements — local area codes and exchanges — and IC Setup Assistant will do the rest to create a
North American dial plan.

After the new installation is completed, you can modify your dial plan in the Phone Numbers container in the Interaction
Administrator Phone Numbers container.

| will create a dial plan later in Interaction Administrator

Select this option to skip the dial plan portions of IC Setup Assistant. Post-installation, you can re-run IC Setup Assistant for the
same dial plan creation options. Or you can create the dial plan in Interaction Administrator. See Interaction Administrator online
help for details.

Enter the local area codes

This screen appears if you selected to create a dial plan. Specify your local area codes (containing local exchanges).

Enter the Local Area Codes E-;{

IC needs to know which area codes are local, In other words, what area codes
are not considered long distance from this site,

Type in one or more local area codes and add them to the list,

Mew Area Code: | Add |

Area Code List: Delete

New Area Code

Type an area code that contains local exchanges, and click Add. The area code is added to the list of local Area Code List.
Repeat for additional local area codes.

Note: After the installation, if a new area code needs to be created or added to the locality in which the CIC server is installed,
add it to the dial plan in the Interaction Administrator Phone Numbers container.
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Enter local exchanges

This screen appears if you selected to create a dial plan. After the local area codes have been entered, add the local exchanges.

CIC will use all area codes in conjunction with all local exchanges to determine which calls are local to the CIC system. Add
multiple exchanges by clicking Add and entering all valid exchanges for the locality in which the CIC Server is installed.

Enter Local Exchanges T{?{
L

Each area code may need to have exchanges that are local to it, This helps to
dassify a call as Local or Long Distance.

For each area code define the number of digits required and the exchanges that define a
Local call,

Area Code List: 317 Exchange List:

Area Code Digits Ewxchange Count Exchanges
no exchanges defined

Mumber of digits:

Area Code List

The changes you make to set the number of digits for each area code, and the exchanges added for each area code are
reflected in this list box.

Number of digits

For each area code in the Area Code List, define the number of digits (7, 10, or 11) that are required to make a local call. Highlight
an area code, select 7, 10, or 11 in the Number of digits list box.

The option selected should reflect the needs of an area in which the CIC server is installed. For examples, click Help (?).

Exchange List

Exchanges for the area in which the CIC Server is installed appear in this list. Local exchanges in the North American Numbering
Plan (NANP) are three digit numbers in the range of 200 to 999. This information may be available in a local phone book or you can
contact your telephone service provider (CO) to request a complete listing of local exchanges, and possibly a list of exchanges
within the area code that are long distance charges from your site. For examples, click Help (?).

Add: Click Add to add exchanges to the list.

Import...: Click Import to import a text file with local exchanges for that area code. The exchange values must be separated by
commas or spaces.

Remove: Select an existing exchange and click Remove to delete it from the list.
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Select a reporting option

CIC provides reporting statistics for calls into and out of the CIC system.

select a Reporting Option
How are you going to store reporting data generated by the IC server?

Choose a reporting option.,

() I'm not going to run reports,

(®) Store all reporting data in a database (SQL Server or Crade).

Select how you are going to store reporting data generated by the CIC Server.

I'm not going to run reports

If your site does not include a database server, select this option to not collect any reporting data or any call details.
Store all reporting data in a database (SQL Server or Oracle)

Select this option if your site includes a SQL Server or Oracle database server.
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Database configuration

Select the database you want to configure.

Configuring a database for use by CIC involves two parts: creating the database, and configuring CIC to use the database.

l Note: Make sure you have fulfilled requirements for the database you select. For instructions, see "Database Server".

Database Configuration T—}-{
Which database platform do you want to use to store IC generated data? H

Choose the database platform you want to configure to store data for Reporting,
Tracker, Recorder.,

() I want to skip this step and configure the database later
(®) Microsoft SQL Server

() Oracle Databaze

| want to skip this step and configure the database later
You can choose to configure the database at a later time by re-running IC Setup Assistant.

Microsoft SQL Server

Select this option if your site has a SQL Server. For large implementations, we recommend that you use a dedicated SQL Server
computer for CIC database storage.

Oracle Database

Select this option if your site has an Oracle server. We recommend that you use a dedicated Oracle server computer for CIC
database storage.

Note: The Oracle client must be installed on the CIC Server. If IC Setup Assistant detects that is not present, you cannot select
the Oracle option. You must exit IC Setup Assistant, install the Oracle client, and restart IC Setup Assistant. For Oracle client
requirements, see "Database Server".

Select the Microsoft SQL Server

This screen appears if you selected Microsoft SQL Server in the Database Configuration screen. It specifies the SQL Server
database administrator account user name and password, and other SQL Server-related configuration information.
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l Note: If you selected an Oracle database, corresponding Oracle-related screens will follow. Click Help (?) for information. '

o - 2
g IC Setup Assistant ] X
Select the Microsoft SQL Server T—“‘-{
The IC server requires the name of the SQL server and its related administrative L

account and password.

Enter an account with the sysadmin role (such as sa). If the IC database already exists
and is up to date, you may enter an IC database account (such as ic_readonly].

SOL Server:

() Use credentials of the currently logged on user

(@) Use the spedfied credentials:

SQL administrator: Password:
QDEC driver: Use the default COBC driver Change...
Test ~
b
< Back || Mext = | | Cancel
SQL Server

Enter the fully qualified domain name (FQDN) of the SQL Server that will host the CIC database. This machine must actively be
running SQL Server and on the network. Make sure that the address you enter is reachable by client workstations.

Important: The SQL Server must be configured to be case-insensitive. CIC cannot log into a case-sensitive SQL Server or SQL
Server instance name. For more information, contact PureConnect Customer Care.

Use credentials of the currently logged in user

Select this option if you wish to use Windows Authentication. IC Setup Assistant will use the currently logged in administrator
account (CIC administrator account) credentials to connect to the SQL Server, create the CIC database, and create the three
standard CIC database user accounts.

Use the specified credentials

Select this option if you wish to use the database administrator account or other account to connect to the SQL Server, create the
CIC database, and create the three standard CIC database user accounts.

SQL Administrator Name and Password

The SQL Administrator and Password fields are enabled when the Use the specified credentials option is selected.

Enter an account with the sysadmin role. In most cases, this is the built-in database administrator account, sa. However, any
account with the sysadmin role can be used.

Note: If the CIC database already exists and is up to date, you may enter an CIC database account, for example IC_ReadOnly
(one of the standard CIC database user accounts).
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ODBC Driver

We recommend that you keep the default setting of "Use the default ODBC driver". Select Change... to change the ODBC driver only
if you have contacted PureConnect Customer Care first to verify the driver.

Test

Click Test to verify that the CIC Server is able to connect to the database server and that the administrator name and password are
correct. If IC Setup Assistant cannot verify this information, the problem must be fixed before IC Setup Assistant can continue.

Configure the CIC database name

Select one of the following options for a SQL Server database.

Configure the IC Database Name E-Z-{
The IC database name specifies where all IC generated data will be stored. £

Select whether to create a new IC database on your database server or to use an
existing IC database.

(®) Create a new CIC database with the following name: 13_1c]

() Use an existing database:

() Upgrade an existing database:

<Back || Next> | | Cancel

Create a new CIC database with the following name

Creates a brand new CIC database (one that has no data in it).

The database name field is populated with the database name I3_IC. You can change the database name, if desired.

Note:

If you choose to use a different database name, make sure that it does not contain hyphens, single quotes, double-quotes, or
other illegal character types. Use of illegal character types may result in database creation errors once Setup Assistant begins
the Commit process.

Use an existing database

Select this option if you wish to use an existing CIC database.

A database may already exist and be up to date, if you have multiple CIC Servers in your organization using the same CIC database
(multiple active CIC Servers or one or more Switchover pairs), and the database was created while running IC Setup Assistant on
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one of the other CIC Servers. Or, you may have already created the CIC database prior to running IC Setup Assistant by manually
running the SQL scripts.

Note:

If you entered an account in the Select the Microsoft SQL Server screen that is not in the sysadmin role, such as
IC_ReadOnly, the only option available is to use an existing database; you cannot choose to create a new database with this
account.

Upgrade existing database

This option is generally not applicable in CIC 4.0 GA to SU 6 or CIC 2015 R1 or later.
o This option does not apply to migrating an IC 2.4 or 3.0 database to CIC 4.0 GA to SU 6 or CIC 2015 R1 or later.

e This option may be applicable in certain circumstances when applying a CIC 4.0 to SU 6 Service Update or CIC 2015 R1 or later
(with Setup Assistant in rerun mode). Check with PureConnect Customer Care.

153


https://help.genesys.com/cic/mergedProjects/wh_sa/desktop/select_the_sql_server.htm

Configure the SQL database CIC accounts

The CIC database has three default accounts with different permission levels to provide different levels of access to the database.
IC Setup Assistant creates the tables and grants permissions to these standard database user accounts in a new database and
verifies this information for existing databases.

Configure the SQL Database IC Accounts ]‘-;-.{
Define the names and passwords for the three IC database accounts, H

Enter names and passwords for the IC Accounts.

administratar Password:
account:

(Default: IC_Admin) Confirm:

IC_User Password:

(Default: IC_User)

Confirm:

Read-only IC_ReadOnly Password:
account:

(Default: IC_ReadCnly) Confirm:

Enter the names and passwords for the following CIC accounts.

l Note: You must enter a password. IC Setup Assistant does not allow blank passwords for database user accounts. '

The database administrator may have a password policy (for example, at least six characters long, must start with a number, etc.).
Be sure to remember or record in a safe place the passwords you enter here.

Administrator Account

IC_Admin is the administrative account with the db_owner role and owns all the tables on the database server with "dbo" schema. It
can be used to perform administrative tasks on the database (performance tuning, backups, etc). IC_Admin is used by the IC
Tracker and IC Report Logging Data Sources defined in Interaction Administrator.

User Account

IC_User is the user account used by CIC Server components to read and write to the database.

Read-Only Account

IC_ReadOnly is the read-only account used by the CIC Server and client components to query the database.
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Configure the SQL database files

Specify the directory locations for the Reporting/Recorder/Tracker SQL Server database data file and log file, and the sizing
specifications for each.

As part of the SQL Server database requirements, you should have already performed your database space planning, as discussed in
"Database Server". Refer to that section information about filling out this screen.

Configure the SQL Database Files T-;;{

Define the area you want to store data and log files on your database server,

If you used the IC Database Planning spreadsheet to determine the database target
size, dear the Use Default Values option and enter the new values.

[w]Use Default Values:

Data File Path: | D:SQLWMSS0L11.MSSQLSERVER WMSSOLIDATAN

Initial File Maximum
Size (MB): =000

— Growth
Growth Size: Unlimited Increment:

Log File Path: | D:SQLYMSS0L 11 MSSQLSERVER MSSOLIDATAY

Initial File Maximum — Growth
Size (MB): Lol Growth Size: Unlimited Increment:

In this example, the initial file sizes and growth increments provided are for a CIC license that includes Interaction Recorder and
Interaction Tracker feature licenses.

Depending on the sizing determinations you made, keep the default values or de-select Use default values and enter other values.
We recommend that only the database administrator or other experienced user change the default values. Click Help (?) for more
information.

Select CIC optional components

The Switchover Service, Multi-Site, TFTP, and Director Monitored Server are additional components. They can be selected in this
screen to meet the needs of the particular installation.

l Note: Switchover Service, Multi-Site, and Director Monitored Server require additional licensing. '
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Select IC Optional Components ﬁ

These are optional components available for you to set up on this server.

Select any number of optional components to install on this server,

[ |switchaver Service:

[ ] Multi-Site

[ | TFTP Server

[ | Director Monitored Server

Switchover Service

Select this option if the installation requires the Switchover service for failover support. Additional Switchover screens will follow.
Multi-Site
Select this option if this server will participate in an Interaction Multi-Site configuration. Additional Multi-Site screens will follow.

TFTP Server

The CIC server install automatically installs the necessary TFTP server component files and configures the default configuration
required for the TFTP server. Setup Assistant configures enables the TFTP server by changing its Service Startup Type from Manual
to Automatic.

Select this option if you plan to:

e Configure Interaction SIP Station, AudioCodes, and Genesys phones as part of a managed IP phones implementation. For more
information, see the C/C Managed IP Phones Administrator's Guide in the PureConnect Documentation Library.

e Configure unmanaged Polycom phones. For more information, see the Configuration of CIC Phone Features for Polycom
Phones Technical Reference in the PureConnect Documentation Library.

e Perform gateway programming.

Director Monitored Server

Starting with CIC 4.0 SU 3, Interaction Director Monitored Server components are included in the CIC server installation/update
component.

If your site implements Interaction Director 4.0, select this option. An additional Director User Account screen will follow.

For information on setting up the Interaction Director Monitored Server, see the Director Monitored Server Installation and
Configuration Guide in the Add-on Documentation section of the PureConnect Documentation Library.
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Configure Switchover servers

This screen appears if you selected the Switchover Service option on the Select IC Components screen.

Important: Before continuing, review the Automated Switchover System Technical Reference in the PureConnect
Documentation Library for Switchover system requirements and installation instructions. You will first complete a CIC
installation on the server intendedto be the initial active server and then repeat the procedure on the server intendedto be the
initial backup server.

Configure the role that this CIC server performs for Switchover. In our example, "CICServer1” is the intended initial active server or
"Switchover A", and "CICServer2" is the intended initial backup server or "Switchover B".

Configure Switchover Servers
What role does this server perform for switchowver?

Is this a switchover & or B server?

Mame of switchover B server: | CICServerd

() Switchover B

Mame of switchowver & server:

Follow these instructions to configure the initial active and initial backup servers.
o Initial active server configuration for Switchover service
o Initial backup server configuration for Switchover service
e Confirm the Switchover server configuration

157



Initial active server configuration for Switchover service

Select the first option when you run Setup Assistant on the initial active server or "Switchover A" server (in our example,
"CICServer1").

Switchover A

Select this option when you run Setup Assistant on the server you have determined to be the initial active server or "Switchover A"
server (in our example, "CICServer1").

Name of switchover B server

Enter the machine name of the initial backup server or "Switchover B" server. In our example, this is "CICServer2".

The backup server name should be different than active server name. Do not enter the IP address or the fully qualified domain
name.

The entry in this field populates the required "SwitchoverServer B" server parameter in Interaction Administrator.
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Initial backup server configuration for Switchover service

Select the second option when you run Setup Assistant on the initial backup server or "Switchover B" server (in our example,
"CICServer2").

Configure Switchover Servers
What role does this server perform for switchover?

Is this a switchover A or B server?

() Switchover A

Mame of switchover B server; | CICServer2

(®) Switchover B

Name of switchover A server: | CICServer]|

Switchover B

Select this option when you run Setup Assistant on the server you have determined to be the initial backup server or "Switchover B"
server (in our example, "CICServer2").

Name of switchover A server

Enter the machine name of the initial active server or "Switchover A" server. In our example, this is "CICServer1".

The active server name should be different than the backup server name. Do not enter the IP address or the fully qualified domain
name.

The entry in this field populates the required "SwitchoverServer A" server parameter in Interaction Administrator.
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Confirm the Switchover server configuration

After running IC Setup Assistant on the initial active and backup servers (in this example, “CICServer1” and “CICServer2”), the
SwitchoverServer A and B server parameters would be configured like this:

On CICServer1:
SwitchoverServer A = CICServer1
SwitchoverServer B = CICServer2
On CICServer2:
SwitchoverServer A = CICServer1
SwitchoverServer B = CICServer2

If the SwitchoverServer A and B server parameters are not set correctly, the Switchover system will get confused about which server
is the active server and which one is the backup server, and CIC will not start successfully.
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Configure Multi-Site for this Server

The screen appears if you selected the Multi-Site option on the Select IC Optional Components screen.

Note: Before you configure Multi-Site RTM for this server, you should have determined whether a dedicated Multi-Site RTM
server is necessary for your organization, and, if needed, installed on a server on the CIC server network. The Multi-Site RTM
Server install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select the Off-Server
Components tab, and check the appropriate checkbox.

For more information on setting up Interaction Multi-Site, see the Multi-Site Technical Reference in the PureConnect Documentation
Library.

Configure Multi-Site for this Server T;.-Z-{
Should this server act as Multi-5ite RTM Server or as a Multi-5ite RTM Client? £

Select what needs to be configured on this IC server.

(®) Multi-Site RTM Client Only

® Multi-5ite ATM Server and Client. This is only recommended if
the number of users is less than 200.

Select what needs to be configured on this CIC Server.

Multi-Site RTM Client Only

Select this option to install Multi-Site RTM client on this CIC Server. You must have a dedicated Multi-Site RTM server installed on a
server on the CIC Server network.

Multi-Site RTM Server and Client

Select this option to install Multi-Site RTM server and Multi-Site RTM client on this CIC server. Select this option only if your
collective will contain 200 hundred users or less. Note that the role as Multi-Site RTM server consumes a lot of resources on the
CIC Server.
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Define Multi-Site Parameters
The screen appears if you selected the Multi-Site option on the Select IC Optional Components screen.

For information on setting up Interaction Multi-Site, see the Multi-Site Technical Reference in the PureConnect Documentation
Library.

Define Multi-5ite Parameters

Enter the unique numeric identifier and passward for this IC server,

Multi-Site

Password:

Confirm:

Define the name of the Multi-Site RTM Server for this dient.

Multi-5ite RTM Server:

The Multi-5ite RTM Server is not the name of the current
IC server being configured.

Multi-Site ID

Enter the unique numeric identifier for this CIC Server. Each CIC Server should have a unique Site ID.

Password

Enter the Multi-Site password for this CIC Server. Passwords are case-sensitive and can be any length or character.
Confirm

Re-enter the password.

Multi-Site RTM Server

This option is enabled if you selected Multi-Site RTM Client Only in the Configure Multi-Site for this Server screen.

Type the name of the machine that runs the Multi-Site RTM server that you will be connecting to. This is the dedicated Multi-Site
RTM server, not the CIC Server currently being configured.
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Site information

Enter site information that Interaction Tracker and other CIC components require. Interaction Tracker (additional licensing required)
uses the information to create user Organization and Location records during the CIC user import in IC Setup Assistant or
Interaction Administrator. Tracker uses the records to link interactions to CIC users.

Site Information

Enter the name of your company, and an optional location name.

Organization Name: OrganizationName|

Location Mame: Location

Organization Name

Enter the name of your company, for example,"Acme Corporation” or "Acme". The default is OrganizationName. In a Multi-Site
environment, the name should be the same for each site.

Location Name

(Optional) Enter an identifier for physical location, for example, "Indianapolis" or "HQ" or "2nd Floor". The location should generally
reflect a mailing address. If you configured for Multi-Site, IC Setup Assistant supplies the Site ID by default, for example, Location
111. You can change this if it does not suit the location scheme for your customer site. (Note that Site ID is not related to physical
location.)

163



Change the site name

IC Setup Assistant uses “CustomerSite” as the default site name. A more descriptive name may be entered if desired.

Change the Site Name
If you want to change the name, now is the time to do so.

This IC server is set up to use this site name:
CustomerSite
Choose one of the fallowing

(_) I want to use “CustomerSite™ for the site name.

(®) I want to use the following name:

Site Mame: Sample Site|

| want to use CustomerSite as the site name
This is the default option. If this option is selected, the name of the site will appear in Interaction Administrator as CustomerSite.
| want to use the following name

Select this option to use a different site name and enter the name.
Certificate Signing Options

CIC servers require certificates and private keys for secure communications with remote subsystems such as ASR servers and Web
servers.

CIC servers in multiple CIC server environments, for example, a Switchover pair, require identical certificates and private keys to
connect to remote subsystems. Depending on this CIC server's role in your CIC server environment, you can complete this process
on each CIC server.

This section explains how to configure certificate signing options when you run IC Setup Assistant as part of a new or update
installation. For more information, see Setup Assistant Help. This section covers:
e (Certificate Signing Option Screen

e Generated Certificates and Private keys
e (Create Signing Requests and Import Third-Party Signed Certificate

Certificate Signing Option Screen

In the Certificate Signing Option screen, you select the certificate signing option to use.

The following illustration shows how the Certificate Signing Option screen appears the first time you run IC Setup Assistant.
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& IC Setup Assistant ? X

Certificate Signing Option = 1‘
Spedify certificate signing options.

Select one of the following certificate signing options for your IC server environment:

(@) Use existing certificates and private keys.

(") Generate new Pureconnect Self-Signed certificates and private keys.

({_) Use Third Party certificates.
@l The single-certificate signing option will be available after the initial IC Server setup is
complete,
Encrypt the certificates and private keys with a Select Master Key

master kev stored in the Windows Certificate Store

<Back || Next> | | Cancel

The following illustration shows how the Certificate Signing Option screen appears when you rerun IC Setup Assistant.

& IC Setup Assistant ? X
Certificate Signing Option = f
Spedify certificate signing options. -

Select one of the following certificate signing options for your IC server environment:

(®) Use existing certificates and private keys.
() Generate new Pureconnect Self-Signed certificates and private keys.

(O Use Third Party certificates.

[[]1Do not allow the Certificate Authority installed on your IC server to sign certificates

Encrypt the certificates and private keys with a Select Master Key
master kev stored in the Windows Certificate Store

< Back Next = Cancel
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Use existing certificates and private keys

Select this option if you prefer to leave the current certificate structure as is. This selection bypasses any further setup for
certificates and continues with the next step in IC Setup Assistant.

Generate new Pureconnect Self-Signed certificates and private keys

Select this option to use the generated certificates and private keys signed by CIC. This certificate signing option uses the Server
Group Certificate and Private Key screen and the Server Group Certificate and Private Key Locations screen.

Use Third Party certificates

Select this option to use certificates signed by a third-party certificate authority. This option uses the Certificate Signing
Requests window to select the certificate use type for which to create a certificate signing request. After you receive the signed
certificate from the certificate authority, re-run IC Setup Assistant and select this option again to import the signed certificate and
private key.

Do not allow the Certificate Authority installed on your IC server to sign certificates

Note: This option appears when you rerun IC Setup Assistant. This option does allow the Certificate Authority installed on your
IC server to sign certificates.

Select this option to use a single server certificate for all certificate use types. Selecting this option automatically selects the
Create Certificate Signing Requests to be signed by an external Certificate Authority and imported into your IC
server option. If you select this option, the Certificate Signing Requests dialog contains a single certificate use type.

Note : Before you use a single server certificate for all certificate use types, consider that if the single certificate becomes
compromised for one certificate use type, the other certificate use types cannot use the certificate.

Clear this option to use a separate server certificate for each certificate use type. If you clear this option, the Certificate Signing
Requests dialog contains all the certificate use types.

Encrypt the certificates and private keys with a master key stored in the Windows Certificate Store

This option appears selected if you used Select Master Key to import a certificate and private key to use as a master key. You
can clear this option if you no longer want to use a certificate and private key to encrypt the certificate folder.

Important : This option disables further certificate generation on this machine until you re-run IC Setup Assistant and remove
the check mark to clear this option.

Select Master Key

Select this button to indicate the master certificate and private key to use to encrypt the certificate folder. The Windows Certificate
Store stores the master certificate. You can use Select Master Key with all three certificate signing options. Click Select
Master Key and the Import or Select Signed Certificate dialog appears. From the Import or Select Signed Certificate
dialog you can:

o Import the master certificate and private key. Select Import and complete the information in the Import Certificate dialog.

e Select the master certificate and private key from the Windows Certificate Store. Click Select and complete the information in
the Select Certificate From Windows Certificate Store dialog.

After you use the Import or Select Signed Certificate dialog to import the master certificate and private key, the Encrypt the
certificates and private keys with a master key stored in the Windows Certificate Store option appears selected.
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Generated Certificates and Private keys

This certificate signing option uses the Server Group Certificate and Private Key screen and the Server Group Certificate
and Private Key Locations screen.

This section includes:

Server Group Certificate and Private Key Screen

Server Group Certificate and Private Key Locations

Server Group Certificate and Private Key Screen

In this screen, you select the appropriate certificate management options for your CIC server environment. As an example, this
section explains the selections to make for the initial active and backup servers in a Switchover pair.
This section includes:

e |Initial active server configuration using certificate generated by CIC

¢ Initial backup server configuration using certificate generated by CIC

| & ]
!E IC Setup Assistant ? X
Server Group Certificate and Private Key f-':i‘
The IC server requires a Server Group certificate and private key for secure

communications with remote subsystems.

Select one of the following certificate management options for your IC server environment:

@'H'IIS IS DOMNE OMLY ON THE PRIMARY IC SERVER.
ing this option will generate all new Self-Signed Certificates for the Primary IC
Server,

(C) THIS IS DONE ONLY ON THE BACKLP IC SERVER.

Choosing this option will generate all new Self-Signed Certificates for the Badwp IC
server.

0 For more information cick 7',

< Back MNext > Cancel
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Initial active server configuration using certificate generated by CIC

Select the first option if this CIC server is the initial active server. No further configuration is necessary. Setup Assistant will use
the Server Group certificate and private key that was automatically generated during the IC server installation.

]
!'E IC Setup Assistant ? X
Server Group Certificate and Private Key f-':l‘
The IC server requires a Server Group certificate and private key for secure
communications with remote subsystems.
Select one of the following certificate management options for your IC server environment: ‘
@'I'HIS IS DOMNE OMLY ON THE PRIMARY IC SERVER.
ing this option will generate all new Self-Signed Certificates for the Primary IC
server,
(C) THIS IS DONE ONLY ON THE BACKLP IC SERVER. |
Choosing this option will generate all new Self-Signed Certificates for the Badwp IC
SErver,
0 For more information cick 7',
< Back Next > Cancel i

Note: If you plan to use a third party certificate authority, do not select this option. Select the second option instead so that
you can securely copy your own Server Group certificate and private key files to the initial active server.

Click Next to continue on Setup Assistant.
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Initial backup server configuration using certificate generated by CIC

Select the second option if this CIC server is the initial backup server.

! B K Setup Adsitast T S
Server Growp Certificabe snd Private Key ‘—x{
The 5Z server neguines & Servey Group o ifcatie and presie bey for seosre =

COFER R RONE av T RETONE Bubd gty

ekt o of the floming D tioahe munapEment potons i P [ pereer e anent

(T TS 5 DOME CILY O THE PRESUAY | SERWER.
Choosng T opton = gonerste 8 new SeifSgned Certfoates for e Promay [C
e,

) TS 5 DOME CILT O THE BAEUF 1C SERVER.
(Chaosreg T oot sl pererate 8 new Se-Sgred CertAcates for P Bbcin 1
T,

0 For mane informasBion bk 7.

] [ o

Click Next. You will perform a procedure in the next screen to securely copy the Server Group certificate and private key from the
initial active server to the initial backup server.

Note: If you plan to use a third party certificate authority, select this option and click Next. You will perform a procedure in the
next screen to securely copy your own Server Group certificate and private key files to the initial backup server.

For more information
For more information on configuring Switchover and Server Group certificates and private keys, see the C/IC Automated Switchover
System Technical Reference in the PureConnect Documentation Library.

Server Group Certificate and Private Key Locations

This screen appears if you selected the second option in the Server Group Certificate and Private Key screen.
As an example, this section explains the selections to make for the initial backup server in a Switchover pair.

This section includes: Initial backup server configuration copying the Server Group certificate and private key files

| 1 o Setup Assisuamm ¥ =

Srreer Garcup Cortficate and Private Ery Lecations -T'I
IC srorry in witply IS s gy idprscsl Sereer Group oot and

T
Frreate o o meces By cormeecd B ety mbepriera

e BEDE S 19 ST Dogy B SErol (OuE DETPACEIE Beed e Bt ity hed o g
| Pemary BC server o s Baciup IC server. ik Help for detals.

1 Chick Import Cerfizaty buion o melect B oo of S fies on e Preary I cenvr.

L ok Bewt. Tre folowrs My il be oomed o s Bacup I server,

Sever woup Certfonte:

Server (oup Private Key

[ o

Initial backup server configuration copying the Server Group certificate and private key files
Follow this procedure to securely copy the Server Group certificate and private key files from the initial active server to the initial
backup server.
1. With Setup Assistant set on this screen, create new folder in the Downloads folder with the name ‘ServerGroup_InitialServer'.
2. Browse to the \I3\IC\Certificates\ServerGroup directory on the initial active server.

Note: If you are using your own Server Group certificate and private key, browse to the directory locations of the Server
Group certificate (ServerGroupCertificate.cer) and Server Group private key (ServerGroupPrivateKey.bin) that you wish to
use.
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. Copy the entire \I3\IC\Certificates\ServerGroup directory to the ‘ServerGroup_InitialServer’ folder (Created in the Downloads
folder).

Note: If you are using your own Server Group certificate and private key, copy the Server Group certificate and private key
that you wish to ‘ServerGroup_lnitialServer’ folder.

. Copy the ‘ServerGroup_InitialServer’ folder from initial Active Server and paste it in the Downloads folder of initial backup
server.

. Click the Import Certificates button in the Server Group Certificate and Private Key Locations screen.

. The Import Certificate screen appears.

Choose the certificate and private key.

Certificate

Path:

Format:

Private Key

Path:

Format: |PEM W

|| This private key is password protected

Password;

Note: If you are using your own Server Group certificate and private key, you must also specify the Type and Format
information, and whether the private key is password protected. Click on Help for details on these fields.

. Click OK to return to the Server Group Certificate and Private Key Locations screen, which displays the paths of the
Server Group certificate and private key files on the ‘ServerGroup_InitialServer that will be copied to this CIC server.

. Continue on in Setup Assistant until it completes. Keep the ‘ServerGroup_lInitialServer’ folder in the CIC server until Setup
Assistant completes. The Server Group certificate and private key files will be copied from the ‘ServerGroup_lInitialServer’ folder
to the CIC server during the Commit process.

Create Signing Requests and Import Third-Party Signed Certificate

Select the Create Certificate Signing Requests to be signed by an external Certificate Authority and imported into
your IC server option to use certificates signed by a third-party certificate authority. This option uses the Certificate Signing
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Requests window to select the certificate use type for which to create a certificate signing request.

) IC Setup Assistant

Certificate Signing Requests
Create certificate signing requests or import signed certificates,

Create Certificate Signing Requests to be signed by an external Certificate Authority and
imported into your IC server.

Edit... Default Lines Authority Edit...
Edit... Default Lines Edit...
Edit... Media Retrieval Se Edit...
Eait... Media Retrieval Chent Eait...
Edit... TTPS Edit...
Eoit... IC Secure Token Serve Eoit...
Eoit...

The first time you run IC Setup Assistant:

e If you do not plan to use a single certificate for all certificate uses, use the Certificate Signing Requests dialog to create a
certificate signing request for all the certificate use types.

¢ If you do plan to use a single certificate for all certificate uses, then use the Certificate Signing Requests dialog to create a
certificate signing request for the Server Group certificate use type or select a signed certificate from the Windows Certificate
Store for the Server Group certificate use type.

Creating a certificate signing request creates a certificate signing request file and a private key. Send the certificate signing request
file to a certificate authority. Keep the private key to use when you import the signed certificate you receive from the certificate
authority.

l Note : Do not send the private key to the certificate authority. Do not copy the private key unless you create a secure copy. '

When you receive the signed certificate from the certificate authority, re-run IC Setup Assistant and use the Certificate Signing
Requests dialog to import the signed certificate and private key. When you rerun IC Setup Assistant:

e If you selected Do not allow the Certificate Authority installed on your IC server to sign certificates to use a single
certificate for all certificate uses, then you import a signed certificate for all the certificate use types.

o If you did not select Do not allow the Certificate Authority installed on your IC server to sign certificates to use a
single certificate for all certificate uses, then you import a signed certificate for the Server Group certificate use type.

CIC servers in multiple CIC server environments, for example, a Switchover pair, require /dentical certificates and private keys to
connect to remote subsystems. Depending on this CIC server's role in your CIC server environment, you can complete this process
on each CIC server.

Create a certificate signing request
Important: If you plan to use a single certificate for all certificate uses, you must create a certificate signing request for the

Server Group certificate use type. If you do not plan to use a single certificate for all certificate uses, you must create a
certificate signing request for all the certificate use types.
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7.

From the Certificate Signing Option dialog, select Create Certificate Signing Requests to be signed by an external
Certificate Authority and imported into your IC server.

Select Next. The Certificate Signing Requests dialog appears.

Select the Edit button next to a certificate use type to create a certificate signing request for that certificate use type. The
Import or Select Signed Certificate dialog appears.

Click Create under Certificate Signing Request. IC Setup Assistant displays a message to indicate that you successfully
created the request.

Click OK. The Import or Select Signed Certificate dialog appears. The File Path field indicates the directory for the
certificate signing request file and the private key.

Note: Make note of the directory for the certificate signing request file and private key. You want to access this directory to
find the file to send to the certificate authority. You also want to access this directory to specify the private key to import.

Click OK. The Certificate Signing Requests dialog appears. A check mark appears next to the certificate use type for which
you just created a certificate signing request.

Repeat this procedure to create additional certificate signing requests for other certificate use types as needed.

Note: After you create the certificate signing requests, send the certificate signing request file or files to your certificate authority.
Do not send the private key to the certificate authority. Do not copy the private key unless you create a secure copy. When you
receive the signed certificate back from the certificate authority, re-run IC Setup Assistant and import the signed certificate and
private key.

Import a signed certificate and private key

When you receive the signed certificate back from the certificate authority, re-run IC Setup Assistant and import the signed
certificate and private key.

1.

2.

10.

11.

From the Certificate Signing Option dialog, select Create Certificate Signing Requests to be signed by an external
Certificate Authority and imported into your IC server.

(Optional) Select Do not allow the Certificate Authority installed on your IC server to sign certificates. Select this
option to use a single server certificate for all uses.

Select Next. The Certificate Signing Requests dialog appears.

Note: If you selected Do not allow the Certificate Authority installed on your IC server to sign certificates, IC
Setup Assistant displays a message to determine whether you want to continue.

Select the Edit button next to a certificate use type to import a signed certificate and private key for that certificate use type.
The Import or Select Signed Certificate dialog appears.

Click Import under Import Signed Certificate And Private Key to import the certificate file and private key. The Import
Certificate dialog appears.

Complete the information in the Import Certificate dialog and click OK. The Import or Select Signed Certificate dialog
appears. The Certificate File Path field and Private Key File Path field indicate the location from which you imported.
Click Import under Import Signed Certificate And Private Key to import the trusted certificate. You can select Import to
import a trusted certificate if you selected Local Subsystems Server, Local Subsystems Client, Remote Subsystem
Client, or HTTPS certificate use types in the Certificate Signing Requests dialog.

Indicate the file path for the trusted certificate. The Import or Select Signed Certificate dialog appears. The Trusted
Certificate File Path field indicates the location from which you imported.

Enter the name of the server in the Remote Subsystem Server field. You can access the Remote Subsystem Server field
if you selected the Remote Subsystem Client certificate use type in the Certificate Signing Requests dialog.

Click OK in the Import or Select Signed Certificate dialog. The Certificate Signing Requests dialog appears. A check
mark appears next to the certificate use type for which you just completed.

Repeat this procedure for each certificate use type in the Certificate Signing Requests dialog.

Select a Signed Certificate from the Windows Certificate Store

o s~ DN

From the Certificate Signing Option dialog, select Create Certificate Signing Requests to be signed by an external
Certificate Authority and imported into your IC server.

Select Do not allow the Certificate Authority installed on your IC server to sign certificates.
Select Next. IC Setup Assistant displays a message to determine whether you want to continue.
Select Yes. The Certificate Signing Requests dialog appears.

Select the Edit button next to the Server Group certificate use type. The Import or Select Signed Certificate dialog
appears.
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Click Select under Select From Windows Certificate Store. The Select Certificate From Windows Certificate Store
dialog appears.

Indicate local machine or current user, select a certificate store, and then click Select.

Click OK to confirm the certificate. The Select Certificate From Windows Certificate Store dialog appears with the
certificate subject in the Certificate field.

Click OK. The Import or Select Signed Certificate dialog appears with the certificate subject in the Certificate field.
Click OK. The Certificate Signing Requests dialog appears. A check mark appears next to the Server Group certificate use
type.
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Interaction Recorder compressed files location

This screen appears if IC Setup Assistant detects that Interaction Recorder is included in the license.

Interaction Recorder Compressed Files Location
Where should the compressed files be stored?

[wf] Configure Interaction Recorder

Default Recording Storage Location: IZI

The Default Recarding Starage Location is the default location for compressed
and processed recordings. We highly recommend that this directory be on a
machine ather than this IC server. Click Help far more information.

<Back || MNext> | | Cancel

Configure Interaction Recorder

Select this option to configure Interaction Recorder.

You can choose to skip the Interaction Recorder configuration in Setup Assistant and instead perform the configuration post-
installation, in the Interaction Recorder Policy Editor in Interaction Administrator. For more information, see the Interaction
Recorder Technical Reference.

Warning: If you donot perform the Interaction Recorder configuration in either IC Setup Assistant or Interaction Administrator,
Interaction Recorder may not function properly.

Default Recording Storage Location

The Default Recording Storage Location is the default location where compressed and recordings are stored for Interaction
Recorder.

We highly recommend that this directory be:

e On a machine other than this IC Server. This is particularly important if the site generates a large number of recordings, or if
there are multiple CIC servers generating recordings. In these cases, this directory must be on a non-IC Server machine to
reduce potential performance and reliability problems with the CIC server. For customer sites with large Interaction Recorder
installations, the directory size could be hundreds of gigabytes.

e A valid UNC path. This is necessary because there may be multiple CIC servers with Interaction Recorder enabled that will be
storing recordings and accessing recordings in this location. The share for the UNC path should provide both read and write
permissions to the CIC administrator account. If the site is using Recorder Remote Content Servers, then a local path can be
used to cause the recordings to be stored on the Recorder Remote Content Server itself.

Note: If IC Setup Assistant cannot validate the specified path, a message may prompt you to ensure that the selected path
exists and is shared before CIC is launched.

174



Speech Recognition

This screen appears if IC Setup Assistant detects that Speech Recognition is included in the license.

This selection you make on this screen only enables the selected speech recognition engines on the CIC server. In order to use
speech recognition, the ASR server(s) must also be installed and configured to communicate with the CIC server. If you have not
already installed and configured the ASR server(s), you can do so after IC Setup Assistant has completed.

Speech Recognition
Select which speech recognition engine you will be using.

If you will be using speech recognition with this Interaction Center system, please
select which of the following speech recognition engine(s) you will be using.

[ ]Loguendo Automatic Speech Recognition (ASR):

[ ] Muance Recognizer
[JMrcP

|:| Interaction Speech Recognition

@ Mote that the above selections only enable the corresponding speech

recognition engine(s) on the Interaction Center server. In arder to use
speech recognition, you will also have to install and set up the
corresponding speech recognition server(s).

| <Back | Mext> || Cancel

Select the speech recognition engine(s) that your site uses:
e Loquendo Automatic Speech Recognition (ASR)
e Nuance Recognizer
e MRCP
e Interaction Speech Recognition

Notes:

Support for MRCP ASR was added in CIC 4.0 SU 3.

Interaction Speech Recognition (ASR support on Interaction Media Server) was added in CIC 4.0 SU 4. For more information,
see the Interaction Speech Recognition Technical Reference in the PureConnect Documentation Library.

For requirements and installation procedures for the other supported speech recognition engines, see the ASR Technical
Reference in the PureConnect Documentation Library.

Select mail providers

IC Setup Assistant will configure the mail provider you select in this screen. If you choose to, you can configure multiple mail
providers on your CIC server.

Notes
o Make sure you have fulfilled requirements for each mail provider you select. For instructions, see "Mail System".
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e IC Setup Assistant may prevent you from selecting a mail provider if the email client is not installed on the CIC server. You
must fulfill that requirement before continuing.

e You can make additions and/or changes to your mail configuration after IC Setup Assistant completes in the Interaction
Administrator Mail container.

Select Mail providers. r‘?{
A provider is required to transmit mail messages to support unified messaging or T
Interaction Message Store applications

[w] I want to configure mail providers.

Select one or more types of mail support this IC server will use.
|:| Interaction Message Store
[ ] Microsoft Exchange Server
|:| Lotus Motes Domino Server

[ ] Movell GroupWise Server
[ ] other (LDAP, SMTF, or IMAF)

| want to configure mail providers

Select this option to configure one or more mail providers.

If you do not select this option, you will not be able to assign mailboxes to users when you configure users in IC Setup Assistant.

Interaction Message Store

Interaction Message Store is a messaging option that provides storing and tracking capabilities for voicemail and fax messages
without connection to an email system.

Interaction Message Store stores voicemail and faxes as files on the CIC server (small implementations) or a network file server
(large implementations). Users are associated with mailboxes in a file directory structure, and voicemails and faxes are routed to
these mailboxes. CIC users can access voicemail messages from Interaction Desktop or the telephone user interface (TUI). Fax
messages can be viewed from Interaction Desktop or forwarded to another fax number.

For more information, see the Interaction Message Store Technical Reference in the PureConnect Documentation Library.

Microsoft Exchange Server

Select Microsoft Exchange Server to use Microsoft Exchange Web Services-based integration.
If you select this mail provider, make additional Exchange configuration selections in the Mail Provider Summary screen.

For requirements and additional information, see"Mail System".

IBM Domino Notes Server

If you select this mail provider, IC Setup Assistant prompts you for the CIC administrator's IBM Domino password.
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For requirements and additional information, see "Mail System".

Novell GroupWise Server

If you select this mail provider, IC Setup Assistant prompts you for GroupWise server, port, user name, and the location of the
Trusted Application key file.

For requirements and additional information, see:

e "Mail System".
e The Novell GroupWise Support for CIC Technical Reference in the PureConnect Documentation Library. This document steps
you through all aspects of configuring CIC for Novell GroupWise.

You can configure CIC for GroupWise now in IC Setup Assistant or post-installation in the Interaction Administrator Mail container.
If you have not yet fulfilled the requirements, you may want to perform the configuration in the Interaction Administrator Mail
container.

Gmail

Starting with CIC 2015 R2, the integration of CIC with Gmail:
e Supports OAuth 2.0.

e Cannot be selected in IC Setup Assistant. You must configure CIC for Gmail post-installation in the Interaction Administrator
Mail container.

o |s a separate selection in the Interaction Administrator Mail Provider, no longer configured via SMTP/IMAP services.

For requirements and configuration information see:

e "Mail System".
e The Gmail Integration Technical Reference in the PureConnect Documentation Library. This document steps you through all
aspects of configuring CIC for Gmail.

Other (LDAP, SMTP, or IMAP)

IC Setup Assistant enables you to configure a variety of other mail providers that support the following services:
o LDAP: Directory service for looking up user information
e SMTP: Transport service for sending mail
o |MAP: Message store service

When you select this option, additional screens prompt you for LDAP Provider, SMTP Providers, and IMAP Provider information.
Note that LDAP, SMTP, and IMAP functionality is independent. You can configure what is needed and skip the screens that do not
apply. Click Help (?) for information.

For requirements and additional information, see "Mail System".
Mail provider summary

After you have selected mail providers and clicked Next in the Select Mail Providers screen, a progress bar appears showing
that IC Setup Assistant is gathering mail provider information.

T\L—{ Gathering mail provider information
=

When completed, the Mail Provider Summary screen appears. Verify that the mail provider entries are correct. If multiple mail
providers are listed, verify that the default ordering for directory searches and transport delivery services is correct.
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Mail Provider Summary Tj?{
Review your selection of mail providers, i
Review the results of your mail provider configuration. Also review the default ordering for
directory searches and transport delivery services.
Provider Status Directory Search Order  Transports Order
Microsoft Excha... OK [w]Exchange(EWS) [wf|Exchange (EWWS)
| up |[Down | | up || Down |
| Exchange properties |
<Back || Next> | | Cancel
Provider

Lists the selected mail provider(s).

Status

A mail provider's status is marked as Not present if the appropriate mail connector is not registered and therefore unavailable. One
reason for the Not present status may be that the mail provider client is not installed on the CIC server, if that is a requirement.

Exchange Properties

Select the Exchange properties button to access the Exchange Configuration screen to configure Exchange Web Services
(EWS). EWS is initially enabled by default. Disable Exchange MAPI because it is no longer supported.

See "Configure CIC for Exchange Web Services" in "Mail System" for instructions on filling out the Exchange Configuration
screen.

Directory Search Order

The directory contains the lookup information for contacts (first name, last name, etc.) This column shows the default order of mail
provider directories that CIC will use to search for a user's mailbox.

e If you selected Microsoft Exchange Server as the mail provider, Exchange Web services EWS is initially enabled by default.
Disable Exchange MAPI because it is no longer supported.

o Interaction Message Store will not be listed because it does not maintain any contact information.

e If you defined more than one LDAP directory, each is listed.

To change the directory search order, highlight a mail provider directory and use the Up and Down buttons to move the directory.

Transports Order
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The SMTP transport handles the delivery of mail. This column shows the default order of mail provider transport vehicles that CIC
will use to search for a user's mailbox.

o If you selected Microsoft Exchange Server as the mail provider, Exchange Web services EWS is initially enabled by default.
Disable Exchange MAPI because it is no longer supported.

e If you defined more than one SMTP transport, each is listed.

To change the directory search order, highlight a mail provider transport and use the Up and Down buttons to move the directory.
Log Retrieval Assistant mailbox configuration

This screen appears if your CIC system has a mail server. If Interaction Message Store is the only mail provider, Log Retrieval
Assistant is not supported.

Log Retrieval Assistant (LRA) is a feature that allows support organizations such as Genesys and certified partners to configure
logging and retrieve logs from CIC servers at specific times.

Log Retrieval Assistant is installed automatically during the CIC server install. For more information, see the Log Retrieval
Assistant Customer Site Technical Reference in the PureConnect Documentation Library.

Log Retrieval Assistant Mailbox Configuration
Please select the mailbox to be used by LRA.

[#|Configure Log Retrieval Assistant:

LR.A Monitored Mailbo:

SMTF Address for LRA's Monitored Mailbooc:

To use Log Retrieval Assistant, leave the default option of Configure the Log Retrieval Assistant checked, and enter the
information that IC Setup Assistant needs to configure the LRA Monitored Mailbox, a specified email account on the customer site
that Log Retrieval Assistant will monitor to pick up requests. Log requests are mailed to this account for LRA to process.

LRA Monitored Mailbox

Click the button on the right (...) to open the Mailbox Selection screen. Provide the information needed to locate the actual
mailbox that will be used as the LRA Monitored Mailbox. Depending on the mailbox option (for example, mail server directory), you
may need to provide the Name, Display Name, Address, Directory, Message Store, and/or other information.

We recommend creating a mailbox specifically for the LRA process.

SMTP Address for LRA's Monitored Mailbox

Type the SMTP address for the LRA Monitored Mailbox, for example, someplace@somewhere.com.
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SIP Lines and Default Registration Group

IC Setup Assistant automatically creates three permanent internal SIP lines for station-to-station calls - <Stations-UDP> (default),
<Stations-TCP>, and <Stations-TLS>. (SIP lines for outbound calls must be configured manually in the Interaction Administrator
Lines container.)

IC Setup Assistant also creates two permanent default registration groups (one for the <Stations-UDP> line and one for the
<Stations-TLS> line), necessary for creating managed IP phones and associated SIP stations.

I8 IC Setup Assistant E E3
Configure SIP Lines and the Default Registration Group ﬁ-—j
Permanent lines for station connections and permanent registration groups For L

managed IP phones will be created,

Skation Lines

Line Mame Prefix: I Stations|

Resulting Line Marnes: Stations-U0F, Stations-TCP, Stations-TLS

Cutbound Address: |

DS SRY Daormain Marne: I DEW2000. canm

fddress to Use: ILl:n:aI Area Conneckion 5 j

Micrasaft Yirkual Machine Bus Metwork Adapter #5

@ Setup Assistant will create permanent registration groups for the UDP and TLS
limes,

< Back Mext = ancel

Note:

In CIC 4.0 SU 1, the default transport protocol was changed from TCP to UDP due to support issues such as problems with TCP
offloading and large sites impacted by the OS limit of 4000 TCP connections.

Station Lines

The Station Lines portion of the screen provides information about the SIP station lines that IC Setup Assistant will create.

Line Name Prefix

The line name prefix appears in the SIP line name listed in numerous Interaction Administrator screens, such as Line Configuration
> SIP Line Configuration, for example, <Stations-UDP>.

We recommend that you keep the default SIP station line name prefix, Stations. However, if you plan to localize, you may wish to
use a different line name prefix.

Important!

Make your line name prefix selection carefully, as lines cannot be renamed.

Resulting Line Names

IC Setup Assistant automatically creates three SIP station lines for different transport protocols: <Stations-UDP>, <Station-TCP>,
and <Stations-TLS>. Setup Assistant does not allow any modifications to these lines; any modifications must be made in
Interaction Administrator.
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<Stations-UDP>

The <Stations-UDP> line is the default transport protocol. Nearly all IP phones support UDP.
IC Setup Assistant automatically sets the <Stations-UDP> line port number to 8060.

IC Setup Assistant sets the <Stations-UDP> line as the default line for a number of SIP stations and managed IP phone settings.

<Stations-TCP>

The TCP station line is available if needed. Most new IP phones support TCP.

IC Setup Assistant automatically sets the <Stations-TCP> line port number to 8060.

<Stations-TLS>

The <Stations-TLS> line is available if your CIC license includes the Advanced Security feature.

IC Setup Assistant automatically sets the <Stations-TLS> line port number to 8061.

Note:
For non-switchover implementations, TLS lines use the <Default Line Certificate> instead of the domain certification.

Outbound Address

Enter a telephone number for one of the lines provided by the telephone company, for example, (919) 872-5555 or 0249581974.
Parentheses around area code numbers are optional and any combination of text or numbers may be used (Q =7 and Z = 9).

This is a required field. The number is used in the "From" header in outbound SIP calls.

DNS SRV Domain Name

Enter the domain name used to formulate SIP-URLs for CIC users and phone numbers. This domain name will be automatically
appended to all REGISTER requests sent by CIC.

Note:
Use the DNS SRV domain name, not the computer's domain name.

This value is used in the "From" header in outbound SIP calls.

Address to Use

Select the Network Connection (from the drop down list) that you want to use for outbound SIP calls.

Default Registration Groups

Registration groups are a required attribute of every managed IP phone. (Managed IP phones and associated SIP stations are
created post-installation. See "Post-Installation Configuration".)

The registration group controls who the phone registers and communicates with. Each registration group consists of an ordered
list of registrations. Each registration points to a line, is specified manually, or is obtained from a SIP proxy or DNS SRV. A
managed IP phone will attempt to use the first registration, if it fails, then it uses the second one, etc.

IC Setup Assistant automatically creates two permanent default registration groups:
e <Default Registration Group> for the <Stations-UDP> line
e <Default Secure Registration Group> for the <Stations-TLS> line

Depending on your implementation, it may be necessary to modify the registration group configuration post-installation. For more
information, see the C/C Managed IP Phones Administrator's Guide in the PureConnect Documentation Library.
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Configure stations

The Configure Stations screen enables you to create multiple SIP stations for non-managed IP phones and/or standalone
fax machines using Add Stations Assistant. Non-managed IP phones include:

e Analog stations connected via SIP FXS gateways.
e S|P handsets from vendors that are not included in PureConnect's managed IP phone implementation.

Configure Stations

Station Mame Type Connectio... Connection

havoc Warkstation SIP sip: 20000, .,
operator Workstation sIP Sip: 29999,
station1 Warkstation SIP Sip:20001...
station2 Workstation SIP sip:20002...
station3 Warkstation SIP Sip: 20003,
station4 Workstation SIP sip: 20004, ..
stations Workstation SIP sip: 20005...
stationo Warkstation SIP sip: 20006, ..
station7 Workstation SIF sip: 20007,

' Important: If you plan to implement managed IP phones

Click Next to skip this step and proceed with IC Setup Assistant. You will create managed IP phones and associated SIP stations
using Managed IP Phones Assistant post-installation in Interaction Administrator.

For more information, see "Post-Installation Configuration" and the C/C Managed IP Phones Administrator's Guide in the
PureConnect Documentation Library.

If you plan to implement non-managed IP phones and/or standalone-alone fax stations

You can create multiple SIP stations for non-managed IP phones and/or stand -alone fax machines now in IC Setup Assistant or
post-installation in Interaction Administrator using CSV SIP Station List as described in "Prepare for IC Setup Assistant" in this
section.

e To create them now, click the Configure Stations button to open the Add Stations Assistant. Click Help (?) for instructions.
e To create them post-installation, click Next to skip this step and proceed with IC Setup Assistant. See "Post-Installation
Configuration".
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Create CIC user accounts

In the Create IC User Accounts screen, you can choose to create users now in IC Setup Assistant or post-installation in
Interaction Administrator.

Create the IC User Accounts T:?{
This gives you a chance to configure users and related stations and workgroups. i

How would you like to create user accounts?

() I want to import users from a CSV file

(®) 1 want to create users with the Add User Assistant.i

0 I don't want to create users now. Il doitin Interaction Administrator after IC
Setup Assistant completes.

| want to import users from a CSV file

A CSV user list is a file containing information about users and user attributes, prepared prior to running IC Setup Assistant, and
downloaded to the CIC server as described in "Prepare for IC Setup Assistant" in this section.

If you select this option, an additional screen appears. For more information, click Help (?)

| want to create users with the Add Users Assistant

The IC Setup Assistant will launch the Add Users Assistant, a wizard that guides you through the creation of multiple CIC user
accounts, importing users from mail server distribution lists and Windows users. If you choose to create users now, you have the
opportunity to configure related stations, workgroups, and roles in IC Setup Assistant.

| don't want to create users now. I'll do it in Interaction Administrator after IC Setup Assistant
completes.

Select this option to prevent IC Setup Assistant from creating users. You can create users later manually or run the Add Users
Assistant in the Interaction Administrator Users container after IC Setup Assistant completes.
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Configure CIC user accounts

This screen appears if you selected to create users with Add Users Assistant or import them from a CSV file.

Configure the IC User Accounts Ti';{

Add or maodify user account infarmation.

User Mame Display Mame First Mame LastMame Extension Passwo| A
havor_user havor_user havoc_... havoc_... 10000 1234 IEI
operator operator operator operator 199949

userl userl useri userl 10001

user10 user10d user 10 user10 10010

useril userill useril userili 10011

userl? userl? userl userl2 10012

userl3 userl3 userl3 userl3 10013

userlsg userlsg user14 userl14 10014

< | m |

Click: Add Users Assistant to add, impaort, modify, ar review user entries,
You can import users from a mail server, Windows, or from a file.

Every person that plans to run Interaction Desktop or plans to have a unique user extension must have a CIC user account. Each
CIC user account has several user values such as user extension, password, and email address.

IC Setup Assistant automatically adds two required user account entries — the IC administrator account and the default
Company Operator user account — to the Configure the IC User Accounts matrix. These required users will not override similar
users set in a CSV user list.

Click Add Users Assistant to add user entries.

Note: If you just finished importing users from a CSV user list in the previous screens, the Configure the IC User Accounts
matrix is populated with the CSV user list entries. Click Next to skip Add Users Assistant and move on to Configure IC
workgroups.
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Add Users Assistant

Welcome to the Add Users Assistant.

This assistant will guide you through the creation of multiple IC
Lisers, Lsers can be discovered from your mail servers,
Windows, or can be imparted from a C5V file.

Once finished you have the option of modifying user entries
within the worksheet.

To continue, choose an option and dick Mext,

Options:
(®) Search for new users:

0O Skip the search and add or modify user entries
within the worksheet

3 GENESYS

The Add Users Assistant guides you through the creation of multiple CIC user accounts. Users can be imported from mail server
distribution lists, Windows users, or a CSV user list. The Add Users Assistant also sets extensions and passwords for the CIC user
accounts imported from mail servers or Windows users. When the Add Users Assistant completes, a User Worksheet appears
populated with the user account entries you created. For instructions, click Help (?).

Note: After IC Setup Assistant completes, you can create and modify users in Interaction Administrator with the Add Users
Assistant and User Worksheet. For more information, see Interaction Administrator online help.

Configure CIC user accounts (showing created users)

If you created users with Add Users Assistant, the Configure the IC User Account screen shows the created users.
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Configure CIC workgroups

This screen appears if you created users via a CSV user list or Add Users Assistant.

Workgroups are logical groups of users (for example, departments) that can function as a group in the CIC system. You may have
already assigned the users to workgroups in the User Worksheet. If you did, the entries you specified appear in the Configure IC
Workgroups screen.

Use this screen to review or modify existing workgroups, or specify new workgroups.

IC Setup Assistant automatically creates the default Company Operator workgroup. You should assign a user to this workgroup if
you want this user to answer calls to the company operator.

Note: IC Setup Assistant provides minimal workgroup configuration, useful for planning purposes. After the IC Setup Assistant
completes, complete your workgroup configuration in Interaction Administrator. For more information, see Interaction
Administrator Help.

Configure IC Workgroups
Review and configure workgroups.

Workgroup M... .. Extension
CompanyOpe... 30000
workgroup1 30001
waorkgroup?2 30002
workgroup3 30003
warkgroup4 30004
workgroups 30005

Click Configure Workaroups to add, modify, or review workgroup entries,

|Cmﬁsue Workgroups... |

Click Configure Workgroups to add new workgroups or modify existing workgroups.
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Manage workgroups

Create a new workgroup or modify an existing workgroup by specifying its extension, alerting option, and workgroup membership

Workgroups: Workgroup: CompanyQperator

CompanyJper Configuration | Members
warkgroup 1

warkgroup2
:g:ﬁ:gﬂgi Workgroup Extension: | 30000
workgroups

Alerting Options:
() Sequential
() Round-robin
() Group Ring
(® AcD
() Custom

|Add ||Delete|

Add

Click Add to create a new workgroup and add it to the list of workgroups.

Delete

Click Delete to remove a workgroup from the list.

Workgroup Extension

Type the extension number that will be associated with the selected workgroup.
Alerting Options

When an incoming call is for members of a workgroup and the workgroup has a queue, you can specify how the system should alert
members to the new call.

e Sequential: Rings workgroup members one at a time, in order of extension.

e Round-robin: Remembers the last user who was sent a call. Round-robin works in a loop, repeating the process down the
through list, and then the process starts over with the next call.

e Group Ring: All users of the workgroup are alerted simultaneously.
e ACD: Sets the call to Automatic Call Distribution (ACD) processing on that queue.
e Custom: The alert behavior is set in the CustomIVRWorkgroupQueue subroutine.

Members

Click the Members tab to add users to a selected workgroup.
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Configure role memberships

This screen appears if you created users via a CSV user list or Add Users Assistant.

A role is a way to define a special group of people that require specific CIC client rights or Interaction Administrator access. You
may have already assigned the users to roles in the User Worksheet. If you did, the entries you specified appear in the Configure
IC Role Memberships screen.

Use this screen to review or modify existing role memberships, or specify new role memberships.

Note that IC Setup Assistant created the following default roles with pre-selected dialing classifications and other permissions:
Administrator, Agent, Billable-Time User, Business User, Operator, and Supervisor.

Note: IC Setup Assistant provides minimal Role membership configuration, useful for planning purposes. After the IC Setup
Assistant completes, complete your Role membership configuration in Interaction Administrator. For more information, see
Interaction Administrator Help.

Configure IC Role Memberships
Review and configure Role memberships.

Role Mame Mumber of Members
Administrator

Agent

Billable-Time User

Business User

Operator

Supervisar

< | | »

Click Configure Roles to add, madify, or review role entries.
| Configure Roles. .. |

Click Configure Roles to create new roles or modify existing roles.
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Manage Roles

Create a new role or modify an existing role by specifying its membership.

IC Setup Assistant assigns users to roles only. You can assign workgroups to roles in Interaction Administrator.

Roles: Role: Administrator

Administrator | Members

Agent
Billable-Time User
Business User Available Selected

Operator havoc_user

Supervisor userl

userl0
userll
userld
userld
user14
userls
userlo
userl?y
user 18

|Add ||Delete|

Add

Click Add to create a new role and add it to the list.
Delete
Click Delete to remove a role from the list.

Members

All users are listed in the Available list. To add a user to the selected role, choose one or more users from the Available list and
use the arrows to add the selected users to the Selected list.
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Configure default hours of operation

IC Setup Assistant generates a default auto-attendant menu with "out-of-the-box features”. You can also configure additional
information and incorporate it in the auto-attendant menu.

Note: When IC Setup Assistant completes, the auto-attendant menu is operational on the CIC server. It is not necessary to
perform any further configuration in Interaction Attendant, unless you wish to make further customizations. For more
information, see Interaction Attendant Help.

In this screen, configure the default hours of operation.

Configure Default Normal Hours of Operation TZ-:-{
For each day you are usually open spedfy the start time and end time of your i
day.

Start Time End Time Duration

[ sunday [izooam | [1zo0am [

[w] Monday | 2:00 AM | | 5:00 PM | & hours, 0 minutes
[w] Tuesday | 9:00 AM | | 5:00 PM | 8 hours, 0 minutes
[w] Wednesday | 2:00 AM | | 5:00 PM | & hours, 0 minutes
[«] Thursday | 9:00 AM | | 5:00 PM | 8 hours, 0 minutes
[V Friday | s:00am 5| [ s00pM (3| 8hours, 0 minutes
[ |saturday lzooam | [zooam [

| SetZx24 | |SetMF9to5 | SetMultiple Days...

Your entries create a schedule that runs the automated attendant menus for your standard work week.

If you make no entries in this screen and simply click Next, IC Setup Assistant will create the default schedule of Monday through
Friday, 9am to 5pm.

Set 7x24

Select this option for schedule to run all day. For example, the schedule would become active at 9am on Monday and run 24 hours a
day, Sunday through Saturday.

Set M-F9to 5
Select this option to set the schedule back to the default schedule.
Set Multiple Days...

Select this option to configure a different schedule for certain days of the standard work week. For example, you can specify that
the Thursday and Friday start time is 8am and stop time is 4pm.
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Configure group call processing

Configure workgroup call processing to define auto-attendant menu options that route calls to specific ACD workgroup queues.

Use this screen to add, modify, or review ACD workgroup call processing. When you first view this screen, the table is empty.

Note: IC Setup Assistant provides basic ACD operation configuration, without complex configuration or handlers. After the IC
Setup Assistant completes, you can perform additional workgroup processing configuration in Interaction Attendant. For more
information, see Interaction Attendant Help.

Configure Group Call Processing
Define menu items that are routed to specfic workgroup queues.

Digits Warkagroup Crverflow

There are no items to display.

Click Add to configure ACD workgroup call processing, including queue overflow.
Edit group call processing

Configure ACD workgroup call processing, including queue overflow and whether or not to play on-hold announcements.
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Menu Digit: | [3] - Three The following queue property:

(®) plumber of available agents

() Mumber of logged on agents

s s e
On Hold Message () Average queue length

9] Average wait time

Workgroup: | CompanyOperator

is |greater than W |

[w] configure Queue Overflow for this Menu this value _ seconds

COwverflow Group: |Company0perator W |

vz Overflow before the callis placed on the -
workgroup gueue based on the following condition,

e call will be transferred to the CompanyQperator overflow
roup when the number of available agents in the
ompanyOperator workgroup queue is greater than 0.

0 Once the caller has been waiting for the following
time period transfer it to the overflow group:

Menu Digit
Select the key that callers press to select the specified workgroup.

Workgroup

Select the name of the ACD workgroup previously defined when you configured workgroups.

Queue Audio

Select this option to play on-hold announcements when a caller enters a workgroup. You must already have pre-recorded prompts.

Configure Queue Overflow for this Menu

Select this option to configure queue overflow if the selected workgroup queue becomes too full.

Overflow Group

Select the name of the ACD workgroup designated as the overflow group.

Overflow before the call is placed on the workgroup queue based on the following condition

Select this option to transfer a call to the overflow group based on a set of conditions. In Interaction Attendant, this is configured
as a logical transfer.

Click Condition to open the Condition Selection Criteria screen to select the following criteria:
e Queue property (for example, number of available agents, number of calls in queue, average wait time)

e Greater than, less than, equal to, etc.
e Number of seconds

The selected conditions are presented as a statement in the Edit Group Call Processing screen, for example: The call will be
transferred to Workgroup?2 overflow group when the number of agents in the Workgroup1 workgroup queue is greater than 10.
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Once the caller has been waiting for the following time period transfer it to the overflow group

Select this option to transfer a call to the overflow group after a defined time period. In Interaction Attendant, this is configured as a
workgroup transfer.

Define the maximum length of time in seconds that a call can remain in this workgroup queue before it is transferred to the
overflow group.

DCOM Security Limits

In order for the CIC server's DCOM components to function correctly and in a secure manner, Windows' DCOM security permissions
must be modified to include the domain accounts of all CIC users. An example of a CIC server DCOM process is the IC
Authentication Service. If the DCOM permissions are not set correctly, CIC client authentication will fail and users must enter their
CIC user and password when they log in to the CIC client, for example, Interaction Desktop.

DCOM Security Limits T—‘L{
Configure Windows' DCOM security limits Lo

In order for the IC server's DCOM components to function correctly and in a secure
manner, we must madify Windows' DCOM security limits to indude the demain accounts
of all IC users. Please choose who is allowed to remotely use DCOM components:

() Allow Everyone (not recommended, least security)

(®) allow Authenticated Users {medium security):

'®) Add a pre-configured group(s) containing all IC user's domain accounts,
Specify multiple groups with commas. (highest security)

Group(s):

@ Click Help for detailed information about DCOM security.

<Back || Next> | | Cancel

Select the level of security needed for your site. The recommended level of security is to allow authenticated users.

Allow Everyone

(Not recommended, least security). This option adds all rights to the Everyone group. If a Windows Domain (NT Authenticated
Users) group exists, it will be removed. This option should be used only in small environments that do not have the option to
perform NT Authentication.

Allow Authenticated Users

(Recommended, medium security) This option adds all rights to the Windows Domain (NT Authenticated Users) group and removes
remote launch/activate from the Everyone group. This is the default selection.

Add pre-configured group(s) containing all IC users' domain accounts

(Highest security) For a tighter level of security, you can add pre-configured Active Directory User group(s) or Local User group(s)
(for example, workgroups). Setting up an Active Directory User group conforms to the Microsoft method of administering
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permissions based on Active Directory groupings. This option adds all rights to the specified groups, restores the Everyone group
back to the defaults and removes the Windows Domain (NT Authenticated) Users group if it exists.

Groups

You may have already created the group(s) as a pre-installation procedure described in "CIC server". If you have not done so, do so
now. Follow standard Windows procedures for Active Directory or Local User group(s.)

Enter the group(s). Separate multiple groups with commas. IC Setup Assistant will perform a validation check with Active Directory
before setting the group(s).

Commit your choices

Press the Review Choices button to review your selections, and press the Commit button to commit them. IC Setup Assistant
will configure the CIC server based on these selections.

Commit your Choices
1C Setup Assistant now has everything it needs to configure
this IC server and create IC users,

To review your choices, didk the Review Choices button. If you need to make any
changes, dick the Back button to return to the place where you need to make a
change.

Review Choices

Click the Commit button below to have IC Setup Assistant implement your choices,
Once the Commit process begins, do not attempt to stop the process or restart your
server until the process is complete!

Comrnit

l Warning: Once the Commit process begins, do not attempt to process or reboot the server until the process is complete.
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Saving configuration

Once the selections are committed, IC Setup Assistant begins saving the configuration.

saving Configuration
Please wait while configuration settings are committed.

State  Task

f Update account information for IC Services

f Update license information

f Update dient information

.'. Update phone number information for Dial Plan

. Updating database configuration required by Reparting, Tracker, ar ...
Executing DS Snapshot tool for enhanced 1A change logging

. Update additional IC optional components
Update Server Group certificate and Private Key required for multi-s. ..

Elapsed Time: 55
Updating dial plan ...

| Cancel
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IC Setup Assistant completed

IC Setup Assistant completes the rest of the installation. This screen appears once IC Setup Assistant has finished. Click View
Report to verify the configuration settings.

IC Setup Assistant has finished!

The IC Setup Assistant has configured your IC server. The
server needs to restart in order to complete the
configuration. Do you want to restart now?

To review your settings, dick the View Report button.

| View Report

- Yes, I want to restart my computer now.
() No, I will restart my computer later.

3 GENESYS

< Back || Finish || Cancel

You must reboot to complete the CIC server configuration. The default setting is Yes, | want to restart my computer now.
Click Finish to restart and start CIC Services.

Once CIC Services starts:
e Logon and check the Application Event Log in Computer Management->System Tools->Event Viewer to check for any error
logs.
e For a Switchover pair, if this CIC server is the initial backup server, you can now eject the USB key that you used to copy the
Server Group certificate and private key files from the CIC server that is the initial active server. Store the USB key containing
the \Certificates directory in a safe location for backup purposes.
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Re-run IC Setup Assistant

After the initial run of IC Setup Assistant for a new CIC server installation, you can re-run IC Setup Assistant to accomplish certain
tasks not available in Interaction Administrator or anywhere else in CIC.

Access IC Setup Assistant from the IC Server desktop by selecting Start->Programs->PureConnect->IC Setup Assistant.

The appearance of a second-run IC Setup Assistant differs from the IC Setup Assistant in a new installation. A different Welcome
screen launches the tasks allowed in a re-run.

Welcome to Setup Assistant

Setup Assistant has been run on this server.

In this Rerun mode Setup Assistant allows you to accomplish
certain tasks not available in Interaction Administrator or
anywhere else in IC.

Select the task you need to accomplish then didk the Proceed
button,

Click Review to review the initial setup final repart.

Review || Proceed || Close

Note: Re-running IC Setup Assistant does not repair or reset the CIC server in the event of problems or corruption (called a
"refresh install"). For instructions on performing a refresh installation, see "CIC server Installation".

l This section includes:

° l What you can change

. l What you can't change

What you can change

You can make the following changes when you re-run IC Setup Assistant.

Identity

The Identity re-run task resets the administrator account used to launch CIC services and DCOM processes.

o If the currently logged-in administrator account is different than the one previously used to configure the CIC server (for
example, if the site was moved), click Proceed to confirm the administrator account and password. CIC services and DCOM
processes on other servers will be re-registered for this administrator account.

¢ If you wish to change the administrator account used to configure the CIC server, click Close to exit IC Setup Assistant. Login
with the appropriate account, restart IC Setup Assistant, and select the Identity re-run task. Click Proceed to confirm the
administrator account and password. CIC services and DCOM processes on other servers will be re-registered for this
administrator account.
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e Changing administrator account settings with the Identity re-run task may affect mail connector configurations, such as
Exchange profiles. Make sure to verify these configurations following any administrator account changes. For Switchover
environments, verify the mail connector configurations for both servers.

Note:

The Identity re-run task does not update the existing CIC master admin accounts in Interaction Administrator or associate
them with the currently logged-in administrator account. To do this, you must launch Interaction Administrator and ensure that
the master admin accounts are associated with the currently logged-in Windows domain user account on the User
configuration page.

Options

Add or modify one or more of these optional components.
e Multi-Site
e Switchover
e TFTP Server
e Director Monitored Server

Dial Plan

Configure a new dial plan that replaces the current dial plan defined on the CIC server.
e Import an existing dial plan file
e Create a dial plan

Rename DS

This task makes the necessary modifications in Directory Services (DS) to account for a new site name and possibly a new server
name. If the CIC server is part of a Switchover pair, the DS references are modified appropriately.

e You can choose to change the site name. IC Setup Assistant will rename the DS Site.

o If the CIC server name was changed after the last time IC Setup Assistant was run, IC Setup Assistant will rename the DS Server
key.

| )
Note:

Renaming the Directory Services is usually done in a migration context. It may prevent CIC or some of its components from
working properly. It should not be done lightly.

Database

If you wish to make database configuration changes, IC Setup Assistant launches the CIC Database Configuration program required
for Reporting, Interaction Recorder, Interaction Tracker, and Interaction Optimizer.

e SQL Server or Oracle Service name and administrator account information

CIC database name or CIC database schema

CIC database user account passwords (change must be made on the database server first)
SQL Server database data file, log file, and growth increment

Oracle tablespaces

DCOM

If you wish, you can set the DCOM security permissions to a more restrictive level than those set in the initial installation.

Certificates

In Select a Certificate Management Option, you can choose to manage server group certificates or manage certificate digests.
Manage server group certificates - Select Manage server group certificates to indicate your certificate signing option.

Manage certificate digests - Starting with CIC 2016 R4, CIC can generate certificates using the 256-bit version of the SHA-2
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signature digest. SHA-256 is more collision-resistant than SHA-1, which makes it harder for attackers to forge a certificate that has
a SHA-256 signature digest. CIC continues to use SHA-1 by default, however, new and upgrade 2016 R4 or later installations can
choose to use SHA-256. For more information, see the CIC Security Features Technical Reference in the PureConnect
Documentation Library.

Select Manage certificate digests to change the signature digest algorithm to sign the certificates in your IC system. In
Certificate Digests, select SHA-256 or SHA-1.

What you can't change

Additions or changes to the following configurations must be made in Interaction Administrator:
e Site information (Interaction Tracker)

SIP Lines and Default Registration Group

Interaction Recorder

Speech Recognition

Mail provider

Log Retrieval Assistant

Stations

Users

Workgroups

Roles

Additions or changes to the following configurations must be made in Interaction Attendant:
e Default hours of operation
e Group call processing

\I3\IC directory paths and shares
During the installation, the CIC server install creates the \I3\IC directory, and IC Setup Assistant creates some additional
subdirectories when it starts certain CIC subsystems.

While the \I3\IC directory is not shared by default, several subdirectories are shared, with varying access for all network users. The
network administrator or system administrator may wish to modify the access of some users, depending on the security
requirements of the customer site network.

Once IC Setup Assistant has completed, the administrator can change the permissions on the shares.

This section includes: \I3\IC directory paths and shares table
\I3\IC directory paths and shares table

The following table summarizes the directories and shares in the \I3\IC directory.

Note:

Drives are not indicated because the CIC server install enables the installer to select the destination drive for the CIC files and,
if desired, place the more heavily used directories on separate drives.

Permissions

A = Read-only Access for non-administrator client users, and Full Access for CIC and system administrators
B = Read/Write Access for non-administrator client users, Full Access for CIC and system administrators

C = Not shared for non-administrator client users, Full Access for CIC and system administrators

Directory Share Permission
\I3\IC\Certificates Cc
\I3\IC\Certificates\Client C
\I3\IC\Certificates\Email Cc
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\I3\IC\Certificates\ICCertificateAuthority C
I3\IC\Certificates\Lines @
\I3\IC\Certificates\LinesAuthority C
\I3\IC\Certificates\ServerGroup ©
\I3\IC\ClientSettings C
\I3\IC\Documentation IC_Docs A
\I3\IC\Handlers C
\I3\IC\Handlers\40Handlers Cc
\I3\IC\Handlers\Custom C
\I3\IC\HostTools Cc
\I3\IC\ININ SNMP

\I3\IC\ININ Trace Initialization C
\I3\IC\Install c
\I3\IC\Install\BusinessManagerApps IC_BusinessManagerApps | A
\I3\IC\Install\ExtermalInstalls IC_WorkstationPreReqs A
\I3\IC\Install\IC Web Service Chat Files IC_WebServicesChat
\I3\IC\Install\IceLibSDK IC_IceLibSDK A
\I3\IC\Install\IUpdate Client IC_IUpdate A
\I3\IC\Install\ServerManagerApps IC_ServerManagerApps A
\I3\IC\Install\UserApps 32bit IC_UserApps_32bit A
\I3\IC\Install\UserApps 64bit IC_UserApps_64bit A
\I3\IC\InteractiveUpdate ©
\I3\IC\InteractiveUpdate\config C
\I3\IC\InteractiveUpdate\Web ©
\I3\IC\InteractiveUpdate\Web\bin C
\I3\IC\InteractiveUpdate\Web\images ©
\I3\IC\Logs Logs A
\I3\IC\Logs\year-month-day C
\I3\IC\Logs\WER C
\I3\IC\Mail C
\I3\IC\MaillInteractions C
\I3\IC\Mail\NoRetry C
\I3\IC\Mail\Outbox c
\I3\IC\Mail\Processing ©
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\I3\IC\Mail\Retry C
\I3\IC\Mail\Scheduled Cc
\I3\IC\Mail\Work c
\I3\IC\Manifest Cc
\I3\IC\PMQ c
\I3\IC\Provision Cc
\I3\IC\Provision\Polycom C
\I3\IC\Provision\overrides Cc
\I3\IC\Recordings C
\I3\IC\Resources Resources A
\I3\IC\Resources\AlertServerData C
\I3\IC\Resources\CoverPages ©
\I3\IC\Resources\i3ca C
\I3\IC\Resources\i3ca\<LanguageID> ©
\I3\IC\Resources\Interaction AttendantFaxes AttendantFaxes A
\I3\IC\Resources\Interaction AttendantWaves AttendantWaves A
\I3\IC\Resources\SurveyPrompts C
\I3\IC\Resources\TUIDefault Cc
\I3\IC\Server C
\I3\IC\Server\filemanager ©
\I3\IC\Server\Work C
\I3\IC\Server\Config ©
\I3\IC\Server\Handlers C
\I3\IC\Server\Resources Resources A
\I3\IC\Server\SoundPointIPLocalization\Chinese China Cc
\I3\IC\Server\SoundPointIPLocalization\Danish Denmark ©
\I3\IC\Server\SoundPointIPLocalization\Dutch Netherlands Cc
\I3\IC\Server\SoundPointIPLocalization\English Canada c
\I3\IC\Server\SoundPointIPLocalization\English United Kingdom Cc
\I3\IC\Server\SoundPointIPLocalization\English United States c
\I3\IC\Server\SoundPointIPLocalization\French France Cc
\I3\IC\Server\SoundPointIPLocalization\German Germany ©
\I3\IC\Server\SoundPointIPLocalization\Italian Italy Cc
\I3\IC\Server\SoundPointIPLocalization\Japanese Japan ©
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\I3\IC\Server\SoundPointIPLocalization\Korean Korea

\I3\IC\Server\SoundPointIPLocalization\Norwegian Norway

\I3\IC\Server\SoundPointIPLocalization\Polish Poland

\I3\IC\Server\SoundPointIPLocalization\Portuguese Portugal

\I3\IC\Server\SoundPointIPLocalization\Russian Russia

\I3\IC\Server\SoundPointIPLocalization\Slovenian Slovenia

\I3\IC\Server\SoundPointIPLocalization\Spanish Spain

\I3\IC\Server\SoundPointIPLocalization\Swedish Sweden

\I3\IC\Server\LRA

\I3\IC\Server\LRA\Requests

\I3\IC\Server\Dictionaries

\I3\IC\Server\Firmware

\I3\IC\Server\Firmware\ININ

\I3\IC\Server\Firmware\Polycom

\I3\IC\Server\HandlerDiff

\I3\IC\Server\HandlerDiff\XSLFiles

\I3\IC\Server\BlackIceResources

\I3\IC\Server\Lib

\I3\IC\Server\Modules

\I3\IC\Server\Modules\Addressing

\I3\IC\Server\Modules\Logging

\I3\IC\Server\Reports

IC_Reports

\I3\IC\Server\Reports\Oracle

\I3\IC\Server\Reports\SQL

\I3\IC\Server\I3RxDocs

\I3\IC\Server\I3RxDocs\Users

\I3\IC\Server\I3Tables

\I3\IC\Server\DSImportParameters

\I3\IC\Server\LRA

\I3\IC\Server\LRA\Requests

\I3\IC\TEFTPRoOt

\I3\IC\Work
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Post-Installation Configuration

After the CIC server installation (including IC Setup Assistant) is completed and you have configured at least one
Interaction Media Server, perform basic post-installation tasks in Interaction Administrator and test for basic functionality. The
CIC software is complex; even the Event Viewer and the Services panel may not alert administrators of other issues that
sometimes only appear once the basic configuration has been completed.

Some tasks, such as configuring SIP lines and creating managed IP phones, must be configured in Interaction Administrator post-
installation. Other, such as users, workgroups, roles, and dial plan you may have already configured in IC Setup Assistant. In that
case, you simply need to verify these configurations.

This section includes:
e Interaction Administrator

Master Administrator configuration
Create a unique Site ID

Configure SIP lines
Create Line Groups

Create managed IP phones and associated SIP stations
Verify or create non-managed SIP stations

Verify or create users
Allocate Access licenses

Verify or create workgroups
Verify or create roles

Verify or create the dial plan

Enable Switchover replication for mail interactions
Complete additional mail provider configuration
Install IC User Applications on client workstations

Test system for basic functionality
e Client Workstation Installations

Interaction Administrator

Interaction Administrator is an administration application installed with the CIC software. It is a graphical console that is used to
create, configure, customize, and maintain various aspects of the PureConnect platform, such as lines, stations, managed IP
phones, licenses, users, workgroups, dial plan, etc.

Interaction Administrator divides the different areas into containers. The containers hold the configuration information for the CIC
server. Note the containers in the left panel.

For a description of the Interaction Administrator containers, see Interaction Administrator help.
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Master Administrator configuration

The user that runs Setup Assistant is the CIC Admin user. This user is assigned to the Administrator role, which includes Master
Administrator privileges. You should verify the permissions for this user, set up a mailbox, and assign full CIC client privileges. In
addition, the CIC Admin user must have an extension and password configured before phones can be provisioned or Media Servers
can be managed.

Anyone with master administrator rights can view and change everything in Interaction Administrator, and assign or remove all
levels of administrator rights for any other CIC account, including others with master administrator rights. All property pages
(especially Admin Access and Access Control) for the Default User, User, Workgroup, and Role containers are visible to master
administrators. This is not the case for other accounts without master administrator rights.

Master administrators can grant individual users a range of administration rights, which enable them to manage other CIC
configuration resources. These rights can be very minimal, such as a user allowed to run Interaction Administrator to change only
their own user and station configuration, or perhaps the user and station configurations for the members of a Workgroup. In
contrast, a master administrator can grant another user rights to create, modify, or delete any other CIC configuration resource in
Interaction Administrator, including giving other users a subset of their own administration rights. Master administrators also
control the appearance of the Access Control and Admin Access property pages for select users (other users do not have the
option to control these pages).

This section includes:
e Authorized Master Administrator Network Accounts
Verify Master Administrator permissions and rights

Ensure the Master Administrator has been assigned Full CIC Client Privileges
Set up an extension and password for the CIC Administrator User

Set up a Master Administrator Mailbox

Authorized Master Administrator Network Accounts

When CIC is first installed, only the designated CIC Administrator account and the account used to run the CIC server install have
master administrator rights in Interaction Administrator. The CIC administrator account is specified during the CIC server
installation. When you are logged in to the network as either the CIC Administrator or with the account used to run the CIC server
Setup program (typically, the network system administrator account), you have Master Administrator rights when you start
Interaction Administrator. All other users who start Interaction Administrator will not see the configuration containers in the left
window pane unless they are given rights to view and or modify specific configuration entries.

For more information on Master Administrator accounts, see Interaction Administrator help.
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Verify Master Administrator permissions and rights

Before configuring users, you should consider the rights and permissions they require. In Interaction Administrator, you can
configure objects for Users, Roles, Workgroups, and the Default user. The Security tab allows administrators to assign attributes
that define the rights and accessibility that users have.

The Master Administrator has full rights over all aspects of Interaction Administrator. Anyone with Master Administrator rights can
view and modify everything in Interaction Administrator, and can assign or remove all levels of administrator rights for any other
Customer Interaction Center user account, including others with Master Administrator rights. The Master Administrator check box
can be considered the "Select All" for permissions within the Security tab.

To confirm the CIC Administrator account has master administrator permissions and rights

Open Interaction Administrator, expand the People node, click Users, and double-click the CIC Administrator account. The
User Configuration screen opens for the administrator. On the Security tab, ensure the Master Administrator check box is
selected.

User Configuration - poseidon_User E |

ACD I T T I Client Configuration I Phonetic spelings
Configuration I Licensing I Personal Info I Weorkgroups | Roles I Password Policies
Interackion Message Stare Quokas | Dpkions Security Cuskam Akkributes | Hiskary

Arccess Rights
1 “hange the settings for Access Rights,

¥ Master Administrator Sdministrator Secess

IV | allcvs administrative Access editing
¥ | allow fccess Control editing

#ccess Control

Security Rights
fﬂg _hange the settings for Security Rights.,

Security Rights

«l »l W Corfirm auto-save (0] 4 Cancel Apply
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Ensure the Master Administrator has been assigned Full CIC Client Privileges
To confirm the CIC Administrator account has master administrator permissions and rights, open Interaction Administrator,
expand the People node, click Users, and double-click the CIC Administrator account. The User Configuration screen opens for

the administrator. Click the Security Rights button. The Security Rights screen opens. Ensure the Category drop down list is set
to <All>, specifying the Master Administrator has rights for all options.

Security Rights
Search: I Clearl

Mame | Has Right | Inherited From -
Client Rights

Cateqory;

[ show only selecked items and groups

Account Code Yerification Adriniskrakor
Zan Create Speed Dials Adrminiskrakor
Conference Calls Adrminiskrakor
Customize Clienk Adrminiskrakor

Monikor Colurns Administrator, Defaulk User

rMulkiple Calls Default User
Crbit Queus Adrminiskrakor
Persistent Cannections Adrminiskrakor
Personal Rules Adrminiskrakor

Receive Yoicemail Adrinistrator, Defaulk User

Adrministrakar
w
N N DN T B
| _'*I_I

Response Managerent
<

fdvanced Access Details. .

8 (=1 =] =1 = = = = = =) = ]

[ AP Y Y T,
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Set up an extension and password for the CIC Administrator User

In the Master Administrator's User Configuration screen, click the Configuration tab.
Set up a CIC Administrator User Extension

In the Extension field, type a unique (logical) extension number associated with this user. When this user logs on to the network at
any CIC client workstation, the CIC system detects that user's presence (by his or her extension) and routes calls to the
workstation where the user logged on. If the user is logged on to more than one workstation at the same time, all connected
workstations ring when a call is received for that user, regardless of the workstation's extension number.

Notes: Be sure the user extension numbers do not begin with a number that conflicts with a workgroup extension or other valid
queue extension. Extension numbers can be from two to six digits but should avoid the following numbers (in North America):
1800, 1900, 1411, and 1911.

Set up a CIC Administrator User Password

In the Password field, type a password of any length or any characters (upper and lower case are significant); it is initially displayed
as one or more "*" characters. The next time you open the User configuration, the Password and Confirm Password fields will
display 16 *' characters, regardless of the length of the password you entered, as an added security measure. Keep in mind that
remote callers may have to enter this password from a phone key pad. This password is required for some CIC operations, such as
remote voicemail retrieval, remote CIC client connections, and Forced Authorization Codes. It is not required for local CIC client
use.

In the Confirm Password field, retype the password exactly as you did in the Password box.

User Configuration - poseidon_User | 7 |

ach I M T I lient Configuration I Phonetic Spelings

Inkeraction Message Store Quokas | Options I Security I Custaorn Attributes I Hiskarsy

Configuration | Licersing I Personal Info I YWarkgroups I Riles I Passwiord Policies
Extensian: Mailbox: User: I Poseidon_user J
Passwiord: I LTI T I T ITTI I Preferred Language: |{5‘:-“5'5'3|Tl Defaulk = j
Confirm Password: I sssssssEEsRRREEN Cefaulk Workskation: IDDSEian j
IC Privacy Mamne: I MT Darnain User: I dev 20004 poseidon_user J
outbound ARI: I [ Exclude From Direckary
Location: I =Default Location: j
[ Enable Lync Integration
Current Status: | Available Horne Site: | 1 {clientlat)

Current Site: I <Mot Set =
« | » ¥ Corfirm auto-save a4 | Cancel Apply
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Set up a Master Administrator Mailbox

In the Master Administrator's User Configuration screen, click the Configuration tab. If you are using unified messaging (such as
Microsoft Exchange), select an email account to receive voicemail, faxes, and email sent to this user. If a user does not have an
email account, he or she will not receive voicemail. User names and addresses must contain only valid (alpha-numerical)
characters.

The J

button displays the Mailboxes page that lets you unambiguously specify the mailbox for this user. If this user does not have
or require an email account, leave the field blank.

Notes: If you chose Interaction Message Store to store and track user voicemails and faxes, you cannot change the Mailbox
User address on this page. When Interaction Message Store is enabled, the name displayed is from information on the Mailbox
Info tabbed page. To change Mailbox User information for Interaction Message Store, click the Mailbox Info tab.

Create a unique Site ID

By default, IC Setup Assistant sets the Site ID to 1. If your organization has plans to migrate CIC 2.4 or 3.0 data to CIC 2015 R1 or
later, the CIC 2015 R1 or later Server must have a unique Site ID, different from any of the existing CIC 2.4 or 3.0 Servers. This is a
critical step to avoid duplicate CalllDkey values from being created on the CIC 2015 R1 or later and CIC 2.4 or 3.0 Servers. To
change the Site ID, open Interaction Administrator, expand the Collective node, and click Home Site. Double-click the
Configuration screen to open the Home Site Configuration screen. In the Home Site Configuration tab, change the Site
Identifier to a unique number that is unique among all CIC servers in your organization.

Note: We highly recommend doing this immediately after completing IC Setup Assistant. This ensures no records will be
created in your database that might conflict with data imported from your existing historical data. If you created users in the
process of running Setup Assistant, the home site of those users will be updated. All new users created, or imported as part of
the CIC 2015 R1 or later migration process will have the new site ID value.

Configure SIP lines

Basic functionality in a SIP implementation requires two types of SIP lines:

o SIP lines for station-to-to station calls - Communication between managed IP phones and the CIC server. Created when Setup
Assistant is run as part of the initial CIC installation.

e SIP line for outbound calls - Single line to a voice gateway, for calls made from a phone on the CIC network to a phone outside
the CIC environment. Created post-installation in the Interaction Administrator Lines container.

In this section:
e SIP lines for internal station-to-station calls
e Create SIP line for outbound calls
e (Create additional SIP lines
e Changes to SIP Line Configuration
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SIP lines for internal station-to-station calls

When you ran IC Setup Assistant, you entered information in the SIP Lines and Default Registration Group screen that defined:

e Three default SIP station lines with transport protocols to be used for internal station-to-station calls: <Stations-UDP>,
<Stations-TLS>, and <Stations-TCP>.

o A default registration group for managed IP phones that controls how CIC communicates with the phones. The registration
group contains one of the default SIP lines (<Stations-UDP>).

Note: Starting with CIC 4.0 SU 1, the default transport protocol was changed from TCP to UDP due to support issues such as
problems with TCP offloading and large sites impacted by the OS limit of 4000 TCP connections.

When you open the Lines container in Interaction Administrator, these three default lines are present.

ﬂi Interaction Administrator - [Customersite]

|] File Edit Wisw Context ‘Window Help ===
B2« (0D @ 7| W
E = Collective a | | Line Mame £ | Type | Qutbound Address | Direction | Ackive
5 Home Sike <5tations-TCP = SIP Se5-1212 Both Yes
‘ﬁ Peer Sites «5tations-TLS > SIP 555-1212 Bioth es
B & j;-':'-\l" <5Skations-UDP = aIP 5E5-1212 Both Yes
4= Lines

& Line Groups
&l stations
@ Managed IP Phones
& Audio Sources
& Server Parameters
&1 Structured Parameters
() Regionalization

[ Licenses Allocation ;I 4| ILI

| |Items: 3 L

You may wish to use one or more of these lines, depending on your implementation and licensing. The default <Stations-UDP>,
<Stations-TLS>, and <Stations-TCP> lines cannot be deleted, but they can be deactivated, if desired.

To further configure the default SIP lines, see Interaction Administrator help.
SIP line security/Advanced Security feature license

If you plan to implement SIP line security (TLS/SRTP) for station-to-station calls and registration groups (for managed IP phones),
the Advanced Security feature license is include in the CIC 4.0 license.

For information on SIP security features and configuration, see the PureConnect Security Features Technical Reference in the
PureConnect Documentation Library and Interaction Administrator help.
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Create SIP line for outbound calls

Typically only one SIP line for outbound calls needs to be configured, as a single SIP line handles all resources. An outbound call
requires a voice gateway, which is why a SIP line is required.

When a SIP line is created or modified, the changes take effect immediately.
To configure a SIP line for outbound calls

1. Inthe Lines container, right-click in the right pane, and select New... The Entry Name screen opens.
2. Inthe Entry Name , enter the SIP line name.

Entry Mame E |

Enker Line Mame

SIP_Line_01]

(0] 4 Cancel |

3. The SIP Line Configuration screen appears.

Line Configuration EHE3

SIP Line Configuration | Call Puthack | Custom Attributes | History |

WV Active 4|
Identity (In)

Identity (Out)  Line Usage: aeneral Purpose

Audio

Transpork Domain Mame: I chaos, DEVZ000.com

Session

Authentication [~ Maximurn Murnber of Calls

Proy i~ Combined % Inbound/Outbound —
Reqistrar

Headers Inbound: | ¥ Mo Limit

Access

Reqion Cutbound: I v Ma Lirnit
Recarder

¥ Enable T.38 Faxing

¥ Enable Fax Detection ll

(0] 4 ancel

Fill in the configuration information as described in Interaction Administrator help.

Create additional SIP lines

Additional lines may be needed for:
e S|P registration for non-managed IP phones
e Connections to other gateways
e Connections to other SIP servers
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Changes to SIP Line Configuration

Starting with PureConnect 2023 R3, new SHA256 Ciphers are added to support the latest OpenSSL version 3.0.8.
The following TLS Ciphers are added in TLS Line and in SIP Proxy Ul

Lire Ccnfiguraticn - <Stations-TLS = ? =
[Ty RN [v] TLS_RSA_WITH_AES_256 CBC_SHA155
Identity (Ir) [ TLS_RSA_WITH_AES_128_CBEC_SHAZSS
Tdentity (Out) | [ (] TLS_RSA_WITH_AES_128_GCM_SHA256 Cpher Suftes...
Audio certifl (] TLS_RSA_WITH_AES_256_GCM_SHA334
Transport o
Eeasian (] TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256
Authentication| ~''| (] TLS_ECDHE_RSA_WITH_AES_256_CBEC_SHA384
Proncy Cer| (] TLS_ECDHE_RSA_WITH_AES_125_GCM_SHA256 |
SN [ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
ALCESS
Rrgrjn m PEW
Rlecor der fy -
' The server
it used on this line.
vovelp | | MoveDown_
ok || canel
& W [Hconfim ammsve T I "

Note: "AEAD_AES_128_GCM" and “AEAD_AES_256_GCM" SRTP Ciphers are not validated as part of the OpenSSL upgrade.
All the phones that PureConnect supports are not using these ciphers. For these phones, customers can still add these
Ciphers from the Registry. We recommend not activating those new Ciphers until they are more common and widely
adopted by SBC\SIP Gateway and IP Phone manufacturers.

The following SIP Line Configuration screen provides easier and more intuitive handling of inbound and outbound call
processing. Two new SIP line identity configuration tabs are available: Identity (In) and Identity (Out):
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SIP Line Cenfiguration | Call Putback | Custom Attributes | History |

Line
v Use only numeric porkion
Tdenkity {Cuk)
Audio Called address
Transport
Session Selection: Use Request LRI j
Authentication
Priey I Use this diversion info if present Ise mask recent j
Reqgistrar
Headers Calling Address
Access
Regiul; Selection: Use 'P-Asserted-Identity' header then 'From' header j
Recorder
[™ Ignore address if user portion is nok numetic

Ik Cancel

Identity (In) identifies what portions of the inbound SIP message should be used by CIC.

Line Configuration H
SIP Line Configuration | Call Puthack | Custom Attributes | History |
Line [T Use 'sips:’ scheme N
Identité EIHE
Called address
Audio
Transpork ™ Keep 'tel)' scheme when using & proxy
Session .
Authentication Send Extension: Mone j
Prosoy e
Reqistrar Calling Address
Headers
Arcess Lire Yalue 1: I
Reqgion —_—
Recorder Lire Yalue 2: I
Diversion Method: Use 'Diversion’ Header j
hd
(04 ancel

Identity (Out) identifies what portions of the outbound SIP message should be set by CIC.

For more information, see Interaction Administrator help.
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Create Line Groups

After lines are created, they are added to groups called line groups. Line groups serve two primary purposes:
o Dial groups: A dial group is a group of lines that CIC uses for outbound calls
e Reporting: Trunk group usage statistics for reporting on lines is performed according to the group, rather than individual lines.

After creating the line, create a line group in the Interaction Administrator Line Groups container to contain that line. While a line
will typically only represent one gateway, a line group would commonly include many lines, and thus represent many SIP gateways.
When the line group is used as a dial group, dial plan may select that line group for outbound calls and use any line in that group,
according to hunt group settings.

Create managed IP phones and associated SIP stations

After lines and line groups are created, you should create managed IP phones and SIP stations. We recommend that you create
managed IP phones and associated SIP stations for the Polycom, Interaction SIP Station, SIP Soft Phones, AudioCodes, and
Genesys phones in your implementation following the CIC server installation.

The CIC provisioning subsystem on the CIC server manages the configuration of Polycom phones, Interaction SIP Station phones,
SIP Soft Phones, AudioCodes, and Genesys phones for the purpose of reducing initial IP phone configuration time and ongoing
maintenance. The CIC provisioning subsystem manages the CIC features available on each phone, and also updates the firmware
and manages resetting the phones as needed.

The Managed IP Phones container in Interaction Administrator holds all Polycom phones, Interaction SIP Station phones, SIP Soft
Phones, AudioCodes, and Genesys phones managed by the CIC provisioning subsystem. The Managed IP Phones container also
contains templates to create new managed IP phones and the SIP stations associated with each, as well as registration groups for
organizing phones according to the sources of registration data.

';-‘ Interaction Administrator - [clientlab]

] File Edit Wiew Context Help —&lx]
e O
£ 4 Collective a | | Marne I | Phone | Access Control Group
g Home Site My Polycom Agent Template Polycom IP&00 Fook
o Peer Sites My Polycom Stand-Alone Template Palycom ¥Y%300 Rook
=1 B PROTELS - 4.0 5U5 My fgent 55P Template INIM Soft Phone Ronk
Lines My Agent 155 Template INIM Interaction SIP Station | Rook
Line Groups My Agent 420HD Template Audioodes 420HD Foot
Stations
B @5 Managed IP Phones
Templates
Ring Sets
i@ Default IP Phone
}ﬁ Registration Groups
b SIP Bridges
& Audio Sources
Server Parameters
Structured Parameters ;l Fl | | _,I
My Agent 420HD Template saved, [Re-register license immediately!  [Ttems: 5 |Selected: 0 | |a pro

The CIC Managed IP Phones Administrator's Guide in the PureConnect Documentation Library provides the complete instructions
for creating managed IP phones and associated SIP stations, including:

e Configure the network for managed IP phones

Create individual managed IP phones for test purposes

Create multiple managed IP phones using a CSV Managed IP Phone list

Polycom administration: Additional configuration, troubleshooting, and boot and provision sequences

Interaction SIP Station | & Il administration: Set up, additional configuration, troubleshooting, and boot and provision sequences
SIP Soft Phone: Setup and configuration, troubleshooting, and setup and provision sequences

AudioCodes and Genesys phone administration: Additional configuration, troubleshooting, and boot and provision sequences
How registrations work (proxy settings)
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Verify or create non-managed SIP stations

If you did not create non-managed SIP stations for non-managed IP phones and/or, stand-alone fax machines when you ran IC Setup
Assistant, create them now in the Interaction Administrator Stations container, using Add Stations Assistant or create them
individually.

Verify non-managed SIP station configuration

The following figure shows a Station Configuration screen for the IP connection type for non-managed IP phones.

& Interaction Administrator - [clientlah]

] File Edit Wiew Corkext Help — =] =]

+ 2 x[00OB P |

= @ Cillective = Skakion Mame '\,_l Tvpe | Extension | Conneckion | Ackive | Location ﬂ
pan Waorkstation 7793 sipipan-7... Yes <Default Location =

Horme Site
% Peer Sites

= B Pan - 4.0 501

Fd Account Codes
@ Wrap-up
& Client Buttons
Client Configuration
Queue Columns
= @ Syskern Configuration
.'_4@ Interaction Processor
@3 Phone Mumbers
:_f Report Logs

Station Configuration - pan ﬂ

Lines Call Forwarding | Emergency Information I Cuskom Attribukes I Hiskory I
Line Groups Configuration Licensing I Access Contral I Skation Options
Skations
7 Managed IP Phones Station Extension: I 73 v Active
& pudio Sources
Server Parameters Identification Address: ||:uan—??93 Edit... |
Skructured Parameters Audio ; )
Reqgionalization Transport Connection Settings:
& Licenses Allocation Session A% Ohtain settings aukomatizally
= ﬁ Pennle Authentication
P Phone Address: sip:pan-7793@172,19.23,213:5060
9 Default User || General ; ;
% Roles Appearances Contack Line: SIPLinel
% Userlfg Region ™ Use the following settings
Workgroups - )
. sipipan-7/93@1 72, 19,23, 2155060 Edit. .. |
Password Policies Feldrzas | E :
Bl Schedules Conkack Lire: ISIPLinel j
7 =kills

P Accumulators - . ’—I
Conf ko- Ok C | Appl
£ Historical Reporting «l »l ¥ Confirm auto-save ance | pply |
% System Parameters %
1] | 4 1| | »
| [Tkems: 51 [Selected: 1 2

Ensure that each station created when you imported a CSV SIP station list in IC Setup Assistant has a station type, extension, and
the appropriate default station values for the station and connection type.

If you assigned Basic Station licenses or other licenses when you ran IC Setup Assistant, review the licenses assigned to each
station. For information about allocating licenses assigned to stations and users, see "Allocate Access licenses".

For more information, see the Interaction Administration help.
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Verify or create users

Review user configuration in the Interaction Administrator Default User and Users containers.

& Interaction Administrator - [clientlab]
7 File Edit Wiew Context Help

2RO OSPIE |

= A Collective User Mame

Tl Hao... | Extension | Location

| Default worksk, .. | MT Comain ser

]

= Bj Pan - 4.0 5U1

#7 Managed IP Phones

@ Wrap-up
2 Clierk Buttons
Client Configuration
Zueue Columns
=l «# System Configuration
I_!@ Interaction Processar

Current Skatus:

1 aras <Default Locakion =

pan dev2000\pan_user

g Home Site pan_ser
P Peer Sites User Configuration - pan_User

Lines ACD I TWT I Client Configuration I Phonetic Spellings
Line Groups Interackion Message Store CQuotas I Dptions I Securiby I Cuskom Aktribukes I History
Stations Configuration Licensing I Personal Info I Warkgroups I Roles I Password Policies

Ayailable Hore Sike:

Current Site:

& Audio Sources Extension: Mailbax User: I pan_Lser J
Server Parameters
Structured Parameters Password: I ssssssssscsssnse Preferred Language: Iq:S\,rstem Default = j
R.eqgionalizakion
é_ Licenses Allocation Confirm Passward: I sesssesssesEReee Defaulk Workskation: IDE"'I ﬂ
= & People —
@ Default User IC Privacy Mame: I NT Domain User: I devZ000ipan_user J
Ty Roles ' i
, Exclude From Director
a Users Qutbound AN I v
B8, workgroups -
ion: <Default Lacation = =~
Password Policies Lacatian I =t toraton J
H Schedules
7 skills
&9 Account Codes [ Enable Lync Integration

| 1 (clientlah)

| Mok Sets

#3 Phone Mumbers

/=7 Report Logs «l »l IV Corfirm auto-save

0k I Cancel | Apply

5} Accurnulators -
1] | 4 4

[tems: 54 |Selected: 1

4

Ensure each user created when you ran IC Setup Assistant is allocated a station, extension, and mailbox, and belongs to the
appropriate workgroups and roles. See Interaction Administration online help for information.

You can assign Client Access licenses, ACD Access licenses, and add-on licenses to users in the Licensing tab now, or in the
Licenses Allocation container. For information, see "Allocate Access licenses".

Notes:

If you did not create users when you ran IC Setup Assistant, create them now in Add Users Assistant or create them

individually. For information, see the Interaction Administrator help.

For security reasons, we recommend that you do not select to automatically assign user passwords in Add Users Assistant.
Instead, set user passwords in the Interaction Administrator Users container. Select all users with valid mailboxes, right-click,
and choose Set Password... From there you can generate a random password that can be emailed to the users.
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Allocate Access licenses

If you have not yet assigned Client Access licenses and ACD Access licenses to stations and users, you can do so in the
Interaction Administrator Licenses Allocation container. You can also change the allocation, as needed.

The Licenses Allocation container in Interaction Administrator displays a list of all known licenses. For each license, it shows:
e Name: The license name, such as Client Access

Assignable Allowed: The number of Assignable licenses purchased
Assignable Configured: The number of Assignable licenses assigned to users or stations
Concurrent Allowed: The number of Concurrent licenses purchased
Concurrent Configured: The number of Concurrent licensed assigned to users or stations

Concurrent in Use: The number of Concurrent licenses that are currently in use by users or stations
Notes: Text that appears if the count exceeds the number of licenses

@i Interaction Administrator - [Customersite]

[] File Edit Wiew Context Window Heslp =181 x|
a [# & | | = 7 | (&
[=] ™ Caollective a | | Marne £ | Assignable Allowed | Assignable ... | Concurrent A &
5 Home Sike ACD Media 1 100 u} 100
“_,'I Peer Sikes ACD Media 2 1ao ] 100
[ EER CLAY A&CD Media 3 100 u} 100
e Lines &rbitrary: EASYSCRIPTER_EDITOR 100 0 100
vl '-""E_GV'Z'UPS Arbitrary: EASYSCRIPTER_EXECUTOR 100 ] 100
&l Stations Arbitrary: MSCRM_INTEGRATION 100 0 100
188 managed 1P Phones Basic Station 100 4 0
4 fudo sources Cliert # [ T T B
Server Parameters r— i
# Client Operator Add-Cn 100 a0 100
@4 Structured Parameters A
e Dialer Add-Cn 100 a 100
i) Regionalization i i
I}:I Licenses Allocation Dialer Supervisor Plug-In 100 ] 100
= ﬂ_;:. Peaple Display Optimizer Real-Time Adherence.., 100 ] 100
9 Defaulk Liser Historical Feports Supervisor Plug-In 100 ] 100
%, Rroles Interaction Feedback Access 100 a 100
!
‘; Users Interaction Recorder Client Access 100 ] 100
83 \Workgroups Interaction Recorder Exbreme Query 100 1] 100 hd
I, Password Policies LI 1 | | »
| [Ttems: 30 |5electer

This section includes:
e Client Access license allocation

e Configure Membership
e Basic Station license allocation

Client Access license allocation

When you double-click on Client Access, the License Configuration - Client Access screen appears. In this screen you can

easily view which users and stations are allocated to the license.

216




License Configuration - Client Access BH

fssignable ICn:nnn:urrent I

Izer Mame | Add. .. |
devlab_user

Delete |
Operakor

Skation Mare Add. .. I
agentIss:

Delete

murber of licenses: 100

Total configured: 3

«l » ¥ Confirm auto-save kK, Zancel Apply

This screen is especially useful for assignments to an Access license because of the overview it provides of users and stations at
the same time. The License Configuration page represents one license. There are two tabs; Assignable and Concurrent.

Assignable

The Assignable tab has a section for users and a section for stations. Each section contains a list box showing the license
membership.

There are two counters shown at the bottom of each page. These counters are the Number of licenses and the Total Configured:
e Number of licenses - This is the total number of licenses available.

e Total Configured - This is a count of the total number of users and stations that are granted the current license based on the
contents of this page. If this number exceeds the License Threshold, warning text is displayed at the bottom of the page.

Concurrent

The Concurrent tab has a section for users which contains a list box showing the license membership.

There are two counters shown at the bottom of each page. These counters are the Number of licenses and the Total Configured:
e Number of licenses - This is the total number of licenses available.
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e Total Configured - This is a count of the total number of users and stations that are granted the current license based on the
contents of this page. If this number exceeds the License Threshold, warning text is displayed at the bottom of the page.

Configure Membership
The administrator can add or remove users and stations allocated to the license as needed, while keeping within the License
Threshold. Users and Workgroups in this list are defined in the Users container.

To allocate an assignable license to a User (making this user a licensed user):
1. Click the Add button next to the User Name section. The Select Items screen opens.

Select Items |

Search: % MName Only " More Columns

| E

Mame | Roles | Workgroups
ﬁndministratinn

ﬁ[umpanrﬂperatur

ﬂMarketing

Add-= | B2 support

(0] 4 Zancel

2. You can perform a search by Name Only, or you can search by specified columns. Grant membership to a user by:

e Double-clicking the User, or
e Selecting a User and clicking Add.

3. Click the OK button when you finish allocating user licenses.

To allocate an assignable station license:
1. Click the Add button next to the Stations section.
2. Repeat steps 2-3 to add stations.
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To allocate a concurrent license to a User (making this user a licensed user):
1. Click the Concurrent tab.
2. Click the Add button next to the User Name section. The Select Items screen opens.
3. Repeat steps 2-3 above.

To remove an assignable license from a user's permissions:

You can remove assignable user or station licenses, and you can remove concurrent licenses:
e To remove a user from an assignable user license, in the User Name area, select the user you want to remove and click the
Delete button.
e To remove a station from an assignable station license, in the Stations section select the station to remove and click the
Delete button.
e To remove a concurrent license from a user, click the Concurrent tab, in the User Name area click the name of the user
whose concurrent license you want to remove, and click the Delete button.
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Basic Station license allocation

You can also allocate stations in the Basic Station license.

License Configuration - Basic Station

Bssignable

Iser Mame Add,,. |

Delete

Skation Marme | Add. .. |

Delet |
AQentSSP-PCz FEe
Polvcomagentz
PalycomLobbyz
Mumber of licenses: 100
Total configured: 4

«l B | ¥ Corfirm auto-save Ok I Cancel Apply

Notes
Available Users is disabled, as only stations are assigned to the Basic Station license.

Workstation, Managed Workstation, Standalone Fax, Standalone Phone, and Remote stations are all assigned a Basic Station
license; these licenses are part of the fixed usage count for these physical stations.

Dynamic remote stations (when a remote phone number is used to log in to Interaction Desktop) have no station associated

with the user. However, when this occurs, the system attempts to acquire a Basic Station license, which affects the Basic
Station usage count.
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Verify or create workgroups

Review workgroup configuration in the Interaction Administrator Workgroups container.

& Interaction Administrator - [clientlab]

7 File Edt Wiew Context Help =&l
32 %00 B8P ls |
= @ Callective - Workgroup Mame £ I Extension I Ackive I Queue I Mailbox User I
g Haome Site Adrninistr akion 4 Yes Yes
% Peer Sites CompanyCperatar a fEs fEs
= ) PaM - 40501 Marksting 3 Yes Yes
Lines Support 5 es es

Line Graups Workgroup Configuration - Marketing K B4

Skations
@ Managed IF Phones analvzer Kevwaord Sets I Interaction Message Store Quotas I Options I Security I Custom Attributes I History

& sudio Sources Configuration | Files I Members I Roles/Supervisors I Wrap-up Codes I ACD I Phonetic Spellings
Server Parameters

Struckured Parameters Bzt I_a
Reqgionalization

Eu_ Licenses Allocation | | Mailbox Lser: I J

= ﬁ People
@ Default User Preferred Language: I::System Default= j

T Roles

a Users ]
Record all Calls, E-mails, Chats and Instant
B2 workgroups ¥ warkgroup has Queue I'C‘CD :|v r Questians in this Wc-rkgjr-:-up
ﬁ Password Policies ¥ active [~ warkaroup Spans Sites
2]

Schedules
7 ckills
,E} Account Codes
‘? Wrap-up
2 Client Butkons
Client Configuration
Zueue Columns
= & Syskem Configuration
I?.'Q Inkeraction Processor
5 Phone Mumbers

5‘;\} Repart Logs - «l »l Iv Confirm auba-save oF I Cancel I Apply
[N P S
| 3|

Configure Service Levels. .. |

al

| [Ttems: 4 |5electad: 1 ”/;

Ensure that the workgroups created when you ran IC Setup Assistant are assigned extensions and alerting options and contain the
appropriate members.

See the Interaction Administration help for information.

Note: If you did not create workgroups when you ran IC Setup Assistant, create them now. For information, see Interaction
Administrator help.
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Verify or create roles

Review roles configuration in the Interaction Administrator Roles container.

'§1 Interaction Administrator - [clientlab]

[] Fle Edit Wiew Context Help

+ 7% S P

2
= ¥ Collective -
Home Site

o Peer Sites
= By Pan - 4.0 501
Lines
Line Groups
Skations
@5 Managed IP Phones
& Audio Sources
Server Parameters
Structured Parameters
Regionalization
: & Licenses Allocation
= ﬁ People
@ Default User
9 Roles
a Users
m wharkgroups
Password Policies
| Schedules
{57 skills
E} Account Codes
‘? W'rap-up
& Client Butkons
Client Configuration
Cueus Columns
El «#® System Configuration
.',!y Inkeraction Processor
#3 Phone Numbers

L&?{I Feport Logs -
| 3

S PR T

|

Fole Marne S |

Administrator
fgent
Billable-Timme User
Business User
Cperator
SuUperyisar

Role Configuration - Operator

Security | Password Policies

Configuration Client Configuration

Users assigned ta this rale.

Cuskom Attributes I
I Interaction Message Store Quatas

Histary

Workgroups assigned to this rale,

Lsers |

Add User Delete

‘wharkgroups |

Add Workgroupl Delete |

«l »l W Confirm auto-save

Apply

o]

Cancel |

[Ttems: & |Selected: 1

4

Ensure that the default roles and any new roles you created when you ran IC Setup Assistant contain the appropriate members.

See the Interaction Administration help for information.

Note: If you did not create roles when you ran IC Setup Assistant, create them now. For information, see Interaction

Administrator help.
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Verify or create the dial plan

A CIC dial plan contains information to determine which telephone calls are extensions, local calls, and long-distance calls. CIC
matches each kind of phone number with the appropriate user, workgroup, role, or station dialing privileges. Dial plan is also utilized
to format outbound phone numbers and select the dial group over which to send each call.

CIC supports two dial plans:
o Theregional dial plan has an .i3dplan extension. For more information, see C/C Regionalization and Dial Planin the Technical
Reference Documents section of the PureConnect Documentation Library.

e The old dial plan has an .i3pnum extension. For more information, see Dial Planin the Technical Reference Documents
section of the PureConnect Documentation Library.

Verify the dial plan created when you ran IC Setup Assistant in the Interaction Administrator Phone Numbers container. The
screens differ depending on whether a regional dial plan or old dial plan is active.

Note: If you skipped dial plan creation when you ran IC Setup Assistant, we recommend that you re-run Setup Assistant to
create a dial plan or import an existing dial plan (see "Re-run IC Setup Assistant"). You can also perform these procedures in
Interaction Administrator, but they are simpler and more automated in IC Setup Assistant.

Perform any additional dial plan configuration in Interaction Administrator.

This section includes:

o Verify a regional dial plan
e Verify an old dial plan

Verify a regional dial plan
1. Inthe Interaction Administrator Phone Numbers container, right-click on Configuration and select Properties.

If you created a dial plan when you ran IC Setup Assistant or imported a regional dial plan file, the Phone Number
Configuration screen displays the Regional Dial Plan tab.

'§1 Interaction Administrator - [clientlab]
[-] File Edit Wiew Context Help ===

oy i T N
%d»ﬂ il |‘Sf|a‘
= & Systermn Configuration ;I umber Configuration £ |
3@ Inkeraction Processar Configuration
&5 Phone Numbers

= Phone Number Configuration K E3
/= Report Logs
P Accumulators Regional Disl Plan | DID/DNIS | Private Lines | Custom attributes | History |
[ Historical Reporting
%y System Parameters Dial Plan
Lync Review, adit, modify by impart, or expart the dial plan. | Dial Plan I
Sametime Server
@ Skatus Messages Mumber Lists
f Actions ; - )
P Manage the number lists used by the dial plan. Manage Lists |
igf Log Retrigval Assistant
[ Mail Classifications
=5 Inkeraction Process Aut Manage the dial plan classifications, Manage Classifications. . |

5% Inkeraction Feedback

&5 Fax Simulate Call
I Data Sources - - .
[2 Cantact Data Manager Test the dial plan by simulating called numbers. Simulate Call, .. |

Web Services

Recognition

Media Servers froe

SIP Proxies
' Advanced. .. |
4

F FHFHE

MRCP Servers
¥ Session Managers
SMS
Response Management

Interaction Tracker [al'4 I Zancel | Apply |

ﬂ Individual Typies 7

[
‘oddE E =

-
-

[ [Teerms: 1 |Selected: 1 -

2. Click Simulate Call.
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Simulate Call

Zall Inpuk:

Zall Results:

Mumber:

I [

Ll ==
== |~
2=l

Location Filker:

<Default Location= j

Simulate Call --= |

Active Dial Plan:  Generation Z - Regional Dial Flan
Sirmulation Mode: Saved Dial Plan

Ttem Index:
Inpukt Patkern:
List Marme:
Locakion Filker:

Descripkion:

Standardized Mumber:

Display Skring:

Account Code Yerification:

Components:

ST

Dial Group

| Classification

| Dial String

Close I

Help

3. Inthe Call Input section, enter the Number you wish to test.
4. Click Simulate Call --> to verify call results and input pattern.

See the Interaction Administration help for information.

Verify an old dial plan

1. Inthe Interaction Administrator Phone Numbers container, right-click on Configuration and select Properties.

If you imported an old dial plan file, the Phone Number Configuration screen displays the Old Dial Plan tab.

2. Click Simulate Call.

3. Inthe Call Input section, enter the Number you wish to test.
4. Click Simulate Call --> to verify call results and input pattern.

See the Interaction Administration help for information.

Enable Switchover replication for mail interactions

(CIC 4.0 SU 3 to SU 6, CIC 2015 R1 or later) If your implementation includes a Switchover pair, enable the replication of email
interactions by adding the Mail Interaction Recovery Enabled server parameter in the Interaction Administrator Server

Parameters container. Set the value to 1.
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Complete additional mail provider configuration

Complete any additional configuration required for your mail provider(s) in the Interaction Administrator Mail container.

Mail Configuration EHE3

Manitored Mailboxes | Attendant Mailboxes I Zuskom Atkributbes I Hiskary I
Providers | Direckories I Transpaorts I Prefixes and Yoice Mail I Opkions

The Follawing is a lisk of available providers, Those with a check bos
marked are currently enabled and in use.

Properties

[IMotes
[w]Inkeraction Message Store Enable Provider
[ JGEroupitise

Disable Provider

Ik Cancel apply

For example:
e Exchange Web Services configuration for users and workgroups, and to retrieve private contacts
e Novell GroupWise configuration
e Gmail configuration (CIC 2015 R2 or later)

For more information, see"Mail System".

Install IC User Applications on client workstations

Run the IC User Applications install to install Interaction Desktop on client workstations. This is necessary to fully test CIC
functionality. See:

e "Client Workstation" for client workstation requirements
e "Client Workstation Installations" for installation procedures
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Test system for basic functionality

There are a variety of settings that can be configured in Interaction Administrator to create the feature set desired for each
individual installation. However, the system must first be tested to ensure functionality. Before you test the functionality, ensure the
following tasks have been performed:

e Set up the CIC Administrator user's extension and password
e Configure Media Server (see "Media Servers".)

e Create and provision IP managed phones

e Create lines and line groups

The initial steps the installer should take to verify basic functionality include:
Call from internal phone to another internal phone

Call from an internal phone to an external phone

Call from an external phone to an internal phone via IVR

Retrieve voicemail from email client

Test auto-attendant

Call from internal phone to another internal phone

Connecting a call between two internal devices verifies the following:
e Station configuration
o SIP registration line configuration
e Dial plan
e Dialing permission

Call from an internal phone to an external phone

Connecting an outbound call verifies the following:
e Station configuration

SIP line configuration

SIP gateway configuration

Dial plan

Dialing permissions

Call from an external phone to an internal phone via IVR

Connecting an inbound call verifies the following:
e Media Server configuration
e Station configuration
e SIP line configuration
e Basic Interaction Attendant functionality

Retrieve voicemail from email client

Retrieving a voicemail verifies the following:
e Messaging system configuration
CIC Administrator user configuration
General system operations
Interaction completion from start to finish
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Test auto-attendant

IC Setup Assistant generates a default auto-attendant menu with "out-of-the-box features." When you ran IC Setup Assistant, you
may have performed additional auto-attendant configuration such as default hours of operation and group call processing.

When IC Setup Assistant completes, the auto-attendant menu is operational on the CIC Server. It is not necessary to perform any
further configuration in Interaction Attendant, unless you wish to make further customizations. For more information, see the
Interaction Attendant help.

Default auto-attendant menu

This is the default auto-attendant menu that is installed with CIC.

o @1

et Mame
i Default Profile
EI----‘L@ Default Scheduls
|:| Disconnect {no ackivity)

- @' Escape to Operatar
E-- 1" Dialing an Extension
Extensions skarting with 0
Extensions skarking with 1
Extensions skarking with 2
Extensions skarking with 3
Extensions skarking with <
Extensions starking with 5
Extensions starking with &
Extensions starking with 7
Extensions starking with &
- @ Extensions starting with 9
Escape ta Main Menu
- & Dialing by Mame
-] ¥ Extended Menu
00 Multi-site
.0 8" 3l Picked-up
-0 8 hgent Login/Logout
9@ Unified Messaging

- Escape bo Main Menu
- ¥ Escape to Main Menu

- R L, R TR O )

IC Setup Assistant created a CompanyOperator workgroup and an Operator user queue. Incoming calls are routed to the Operator
queue first, and then rolled to the CompanyOperator workgroup. If persons in your company assist the primary operator, you should
add their names to the CompanyOperator workgroup.

Test the default auto-attendant menu

1. First, change the "Operator” user's status to "Available" in Interaction Administrator. When IC Setup Assistant created the
attendant default menu, it set the status for the "Operator” user to "Do Not Disturb". If the "Operator" with a "Do Not Disturb”
status receives a call, then the user monitoring the Operator Queue will not get alerted.

2. Pick up the handset from a phone not connected to the CIC system.
Dial the number of a line that you have configured and assigned to your CIC system.
4. Make sure you hear the main greeting, "Thank you for calling”" WAV file.

w
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Client Workstation Installations

This section describes how to install the client workstation applications by running Setup.exe from the appropriate workstation
application share on the CIC server. Alternatively, the administrator can use group policy deployment to install client workstation
applications.

o Workstation application install share directory contents
IC User Applications (32-bit and 64-bit)

IC Business Manager Applications installation

IC Server Manager Applications installation

Group Policy deployment
Desktop Virtualization for client workstation applications

Workstation application install share directory contents

The following table shows the client workstation application shares on the CIC server, following the CIC 2015 R1 or later CIC server
installation.

e The IC_UserApps_32bit, IC_UserApps_64bit, IC_BusinessManagerApps, and IC_ServerManagerApps shares are created by the
CIC server install, run as part of the CIC server installation.

e The IC_lUpdate share is created by the Interactive Update Provider install run as part of the CIC server installation.

Installation program Share Contents

IC User Applications 32-bit IC_UserApps_32bit \backup

\LanguagePlugins
ICUserApps_32bit_20##_R#.msi
ICUserApps_32bit_Lang_##.mst

Setup.exe

IC User Applications 64-bit IC_UserApps_64bit \backup

\LanguagePlugins
ICUserApps_64bit_20##_R#.msi
ICUserApps_64bit_Lang_##.mst

Setup.exe

IC Business Manager Applications | IC_BusinessManagerApps | \backup

\LanguagePlugins
ICBusinessManagerApps_20##_R#.msi
ICBusinessManagerApps_Lang_##.mst

Setup.exe

IC Server Manager Applications IC_ServerManagerApps \backup

\LanguagePlugins
ICServerManagerApps_20##_R#.msi
ICServerManagerApps_Lang_##.mst

Setup.exe

Interactive Update Client IC_lUpdate \backup
IUpdateClient_20##_R#.msi
IUpdateClient_Lang_##.mst

Setup.exe

Here is a description of the client workstation application install share directory contents. In the examples below, the string "
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{Install_Name}" is used in place of the names such as "IC_UserApps_64bit" or "lUpdateClient" to address all the workstation
applications at the same time.

\backup directory

The \backup directory is empty following a new CIC 2015 R1 or later installation. When later CIC releases are applied, they back up
any previous ClIC-related files, such as the previous .msi file and Language Pack .mst files.

\LanguagePlugins directory

If one or more Language Packs are installed on the CIC server, a \LanguagePlugins directory is present in the workstation
application share that contains the following files:

o {Install_Name}_LanguagePlugin_XX_20##_R#.msi. As an example: ICUserApps_LanguagePlugin_XX_20##_R#_msi, where
XX = a specific language (for example, ja for Japanese). ICUserApps_LanguagePlugin_ja.msi is the Japanese client language
plugin for IC User Applications (both 32-bit and 64-bit). If multiple Language Packs are installed, there are multiple client
language plugin .msi files, one for each language.

e \LanguagePlugins\backup directory: The \LanguagePlugins\backup directory is empty following a new Language Pack
installation. When later CIC Language Packs are applied, they back up any previous client language plugin-related files.

See the C/C Language Pack Technical Reference for additional information and installation instructions.
{Install_Name}.msi

As an example, ICUserApps_64_bit_20##_R#.msi is the IC User Applications 64-bit install.
{Install_Name}_Lang_##.mst

If one or more Language Packs are installed on the CIC server, one .mst file per language is present in the workstation application
share.

As an example, ICUserApps_64bit_Lang_##.mst, where ## = the language, contains localized strings for the IC User Applications 64-
bit install GUI for a specific language (for example, ja for Japanese).

Note : In the case of Interactive Update, the IC_Update share contains .mst files for the Interactive Update Client install GUI
for all currently supported languages.

A new version of the .mst file may be included with future releases. If that occurs, the original version will be moved to the \backup
directory during the latest release update.

See the C/C Language Pack Technical Reference for additional information and installation instructions.
Setup.exe

Setup.exe manually installs/updates client workstation applications on individual client workstations.

Use Setup.exe to:
e Perform a new client workstation application installation (.msi) or apply the latest client workstation release component (.msi).
¢ Install multiple client plugins (.msi) for the client workstation application or apply the latest client plugin release components
(.msi).
e Provide a localized client workstation application install GUI.

When you run Setup.exe to:

¢ Install a client workstation application, Setup.exe launches the install (full GUI). If client plugins are selected, Setup.exe
silently installs and/or updates the client plugins.

¢ Install a client workstation application plus apply the latest client workstation application update, Setup.exe
launches the install (full GUI) and applies the update silently. If client plugins are selected, Setup.exe silently installs and/or
updates the client plugins.

o Apply the latest client workstation application release component, Setup.exe silently applies the updated release
component. If client plugins are selected, Setup.exe silently installs and/or updates the client plugins.

A newer version of Setup.exe may be included with future releases. If that occurs, the previous version will be moved to the \backup
directory during the latest release update.
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IC User Applications (32-bit and 64-bit)

The IC User Applications (32-bit and 64-bit) installation program installs Interaction Desktop, Interaction Fax, Interaction Voicemail
Player, SIP Soft Phone, Interaction Screen Recorder Capture Client, Interaction SIP Bridge on Windows 7, Windows 8, and Windows
8.1,and Windows 10 on user workstations.

When you run Setup.exe to install IC User Applications (32-bit and 64-bit), you can also choose to install client plugins such as
Languages and Microsoft Outlook Interaction Desktop Add-in.

In this section:
e Interaction Desktop installation
IC User Applications (32-bit and 64-bit) requirements
Install IC User Applications (32-bit and 64-bit)
Install Interactive Update Client
Verify FQDN resolution to ensure client connectivity with the host CIC server

IC User Application post-installation procedures
Change, repair, or remove IC User Applications

Interaction Desktop installation

When IC User Applications 2015 R3 and later is installed, Interaction Desktop is installed on client workstations and a shortcut is
created. See Install IC User Applications (32-bit and 64-bit). See also "Interaction Desktop" in "Client Workstation" in this guide for a
feature description and references to related documentation.

Notes:
Starting with CIC 2015 R3, Interaction Desktop replaced Interaction Client .NET Edition as the primary CIC client.

Starting with CIC 2016 R1, Interaction Client NET Edition was removed from existing CIC installations and is no longer installed
with new CIC installations.

e Existing CIC 4.0 and CIC 2015 R1 or later implementations upgrading to CIC 2015 R3 or later implementations should refer to
Transition to Interaction Desktop Administrator's Guide in the PureConnect Documentation Library. This document describes
the Interaction Client Settings Migrator utility that runs during the CIC server upgrade to CIC 2015 R3 or later to migrate
Interaction .NET Edition user settings to Interaction Desktop.

IC User Applications (32-bit and 64-bit) requirements

Before installing IC User Applications, review "Workstation"and make sure you have understood and fulfilled the following
requirements on the appropriate Windows 7, Windows 8, and Windows 10 workstations:

e Microsoft .NET Framework versions. See "Workstation".

o Additional requirements discussed in " Workstation", for example, appropriate server components for Interaction Fax,
SIP Soft Phone, and Interaction Screen Recorder Capture , Interaction SIP Bridge, and Microsoft Outlook Interaction Desktop
Add-in.

e Users/stations licensed and configured for Access licenses. See "Post-Installation Configuration.”

e The person installing IC User Applications must have administrative privileges on the local machine and other permissions. See
" Workstation".

e Close Microsoft Outlook and any other applications running on the workstation. Turn off virus scanning.

Install IC User Applications (32-bit and 64-bit)

Make sure to install the version (32-bit or 64-bit) appropriate for the workstation. This section describes how to install IC User
Applications (64-bit) 2015 R3 or later using Setup. exe.

Note:

If one or more Language Packs are installed on the CIC server, please refer to the C/C Language Pack Technical Reference for
additional information.

To install IC User Applications
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1. Onthe workstation, select Start. In Search programs and files, type \\ servername\ where servername is the CIC server
name, to view the shares on the CIC server.

2. Select the IC User Apps install share appropriate for the workstation from the list, for example IC_UserApps_64-bit, and
double-click.

(= HoR (==
@:}-kg b Metwork » 1014517.67 » ~ [ 42 || search 101453767 )
Organize = Metwork and Sharing Center View remote printers iz« O @
A Favorites Marne ’ Type Corrments
B Desktop . AftendantFaxes Share Interaction &ttendant Faxes
& Downloads o Attendant\Wawves Share Interaction Attendant Waves
=] Recent Places + IC_Businesshanagerdpps Share IC Business Manager Install
o IC Docs Share Docurmentation for the IC Server
. Libraries o IC IcelibiDK Share Icelib SDK Install
@ Documents o I Idpdate Share IC IUpdate
J‘ Pusic & IC_PureCloudIntegration Share PureCloud Integration Install
[E5] Pictures L IC_Reports Share IC Reports
E Wideos 4 IC_Serverbanagerfpps Share IC Server Manager Install
o IC_Userfpps_32bit Share IC User Applications (32-bit) Install
18 Computer o IC_Userfpps_6dbit Share IC User Applications (64-hit) Install
o IC_WebServicesChat Share Chat files for Web Serer
cﬁ MNetwrork o IC_WorkstationPreRegs Share Third Party Installs
. Resources Share IC Resources Folder
o Utilities Share I3 Utilities

I IC_UserApps_adbit ({410.145.17.67) Offline availability: Mot available
o 4 Share Offline status: Online

3. Review the contents of the IC User Apps install share and the Language Plugins subdirectory.
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E=N R =X

.
@U'l L b Metwork b 101451767 » IC_Userfpps_6dbit » ~ | 42 || Search iC_userdpps_6apit )
Organize « Qpen Mew folder E= | @
 Favarites Marne . Date modified Type Size
N
Bl Desktop s LanguagePlugins 92142017 800 Ak File falder
& Downloads ﬁl ICUserfpps_B4bit_2018_R1 941642017 119 AN Windows Installer ... 302,960 KB
5 Recent Places || ICUserdpps_6dbit_LANG_fr.rmst 941742017 3:40 PM FAET File 24 KB
| % Setup 971642017 12:54 Akd  Application 6,657 KB
o Libraries
@ Daocurnents
JT Music
[E5] Pictures
B videos

18 Computer

‘,ﬂ MNetuork
L Setup Date modified: 9/16/2017 12:54 AM Date created: 9/16/2017 12:54 AM Offline status: Online
G.'?-,I Application Size: 6.50 MB Offline availability: Mot available
(= E =]
~
@u'| ;e 101451767 » IC_UserPpps_6dbit » LanguagePlugins - | 5¢|| Search LanguagePluging ,0|
Organize = MNew folder ==« [ @
© Favorites = Marme Date rmodified Type Size
[
B Desktop "‘ ﬁ! ICUserApps_LanguagePlugin_fr_2018_R1 917,,2017 1857 PR Windowws Installer .. 98,277 KB
4 Dowenloads ﬁE! InteractionDesktopOutlookfddin_2018_R1 971672017 T:29 Ak Windows Installer .. 156,388 KB
£l Recent Places
- Libraries
|=E| Daocurnents &7
2 items Offline status: Online
] Offline availability: Mot available

In this example, the IC_UserApps_64bit share contains:
o Language Plugins directory: InteractionDesktopOutlookEdition 2018 R1.msi install and the
ICUserApps LanguagePlugin fr 2018 R1.msi install.

o The ICUserApps 64bit 2018 R1.msi install
o The ICUserApps 64bit LANG-fr.mst file
o The Setup.exe utility
4. Double-click setup.exe inthe IC User Apps install share.
5. Inthe Setup.exe screen, select English from the drop down list and click OK.

= Client Install Utility ==

Pleaze Select an Inztaller Language from the list
below

| English -
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If one or more Language Packs are installed on the CIC server, the applicable languages are available in the drop down list for
display on the IC User Applications install screens.

Note:

This screen appears only in the initial run of Setup.exe in the IC_UserApps_64bit share. The next time you run

Setup.exe, the IC User Applications install automatically appears in the language you selected the first time you ran
Setup.exe.

6. Inthe next Setup.exe screen, make the appropriate selections depending on the content displayed and click Start to launch
the IC User Applications (64-bit) install.

= Client Install Utility ==
Awvailable Client Plugins

[] French Plugin for IC User Applications 2013 R
[T]iOutlack Plugin for IC User Applicabions 2078 1

[T] &1 Plugins

Installation Progress

IC Uszer Applications [B4-bit] 2018 B1 iz not installed on the system. Select any applicable p
language plug-ing and then click Start toinstall |C Uzer Applications [G4-bit] 2018 R1.

[ Start ] [ E =it

Available Plugins

Select the plugins to install or select All Plugins to install all listed plugins.
Installation Progress

Review the message displayed.

"IC User Applications (64-bit) 2018 R1 is not installed on the system. Select any applicable language plug-ins and then click
Start to install IC User Applications (64-bit) 2018 R1."

7. The IC User Applications (64-bit) install launches. Click Next to proceed past the Welcome screen.
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ﬁ! IC User Applications (64-bit) for CIC 2018 R1 Setup || 3 ﬂ

Welcome to the IC User Applications
(E4-bit) Setup Wizard for CIC 2018 R1

The Setup Wizard will install IC User Applications {&4-bit) For
CIZ 2018 R1 on your computer, Click Mext bo continue or
Cancel to exit the Setup Wizard,

S GENESYS

Baik. Mt ] [ Zancel ]

8. InCustom Setup screen, select or de-select applications/features as needed and click Next.

ﬁ IC User Applications (64-bit) for CIC 2018 R1 Setup || = ﬂ

Custom Setup

Select the way yvou want Features to be installed.

Click the icons in the tree below ta change the way Features will be installed,

= Inkeraction Deskbop Features Select Interaction Deskiop
= ~ | Inkteraction Deskkop and additional clienk
¥ - | additional Features Features.

s 9 v| Outlook Dialing
--------- ¥ = | SIP Soft Phone
--------- ¥ | Inkeraction Screen Recorder Capture Client
......... =3 - | Interaction Fax This Feature requires OKE
--------- = - | Inkeraction Yoicemail Plaver on your hard drive. It has 1

) ) af 2 subfeatures selecked,
""""" _X_~| Interaction SIP Bridge The subfeatures require

A3SME on your hard drive,
Location: C:\Program Files (860 Interactive Inteligence)
Resgt ] [ Disk Usage ] [ Bark ][ Mt ] [ Zancel ]

We recommend that you keep the default location of C:\Program Files\Interactive Intelligence where the IC User
Applications will be installed. If you wish to change the default location, use the Browse button.

The following table provides a description for each of the applications/features.
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Feature Default Description
Component Selection
Interaction Yes Standard version of the CIC. Feature-rich, provides low bandwidth usage for larger
Desktop deployments.
Additional - Select additional Interaction Desktop features.
Features

Outlook Dialing

Dial from Microsoft Outlook and TAPI/TSP-compatible applications.

SIP Soft Phone

Delivers audio through a USB headset on a workstation or laptop. Works with Interaction
Desktop or a basic call control interface.

Interaction Screen
Recorder Capture

An Interaction Recorder feature installed on agent workstations to record agents' screens.
Screen recordings can be associated with phone call and Web chat interactions.

Voicemail Player

Interaction Fax Yes Enables users to send, receive, print, annotate, and rotate faxes; as well as monitor the fax
queue.
Interaction Yes Enables users to play voicemail messages directly from email and control message

playback.

Interaction SIP
Bridge

Enables at-home workers to use a SIP-enabled telephone to make and receive calls from
CIC through a remote connection.

If you selected SIP Soft Phone, Interaction Screen Recorder Capture, orinteraction SIP Bridge in the Custom Setup
screen, the QoS Requirement screen appears.

ﬁ-‘ IC User &pplications (64-bit) for CIC 2018 R1 Setup

oS Requirement

Please select a Qo3 option below,

E=s[ich =)

Select a Qo5 option From the bwo choices belaw,

& Feature chosen For the installation reguires QoS. We recommend selecting
"Interactive Inteligence QoS driver” to install the driver included with this

installation packaoge,

If specifically instrucked by wour administratar, wou may seleck "Other”
indicating anokher form of Qo5 is already installed on this computer,

@) Interactive Inteligence Qos driver (Recommended)

() Cther

Back ][ ek ] [ _ancel

We recommend that you select PureConnect QoS driver.
PureConnect QoS driver

This is the default and recommended option. When this option is selected, the install adds the PureConnect certificate to the
Trusted Publishers list, then installs the driver. /n most cases, adding the certificate to the Trusted Publishers list saves the
user from being prompted by Windows Security to manually trust the certificate.

Other

If Other is selected, the PureConnect certificate is not added to the Trusted Publishers list and driver is not installed. We
recommend that users do not select this option unless specified by the administrator. Selecting this option implies that
another form of QoS is used at the site.

If the system administrator does not allow the Trusted Publishers list to be modified, the user will be prompted with the
Windows Security screen. To make it easier for the user, the following message appears first, explaining what to do when the
Windows Security appears.
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ﬁ! Trusted Publisher Warning

The system administrator does not allow modification of
the Trusted Publishers list. Once you didk OK, you will be

@ prompted with & Windaws Security dialog. Select “Install”™
on that dialog to allow the Interactive Inteligence Qos
Driver to be installed.

For more information about the PureConnect QoS driver, see the PureConnect Customer Care KB article
https://genesyspartner.force.com/customercare/pkb_Home?id=kA50B0000008R5H.

10. IntheIC Server Name screen, type the name of the host CIC server and click Next. We recommend using a fully qualified
domain name (FQDN), not a short name.

ﬁ! IC User Applications (64-bit) for CIC 2018 R1 Setup =] = [é]

IC Server Mame

Please enter the name of the IC Server ko which a connection is desired.

IZ Server Mame;

Back. ][ Mexk ] [ Cancel

Note:

If you have a CIC Switchover architecture and you created a pair of commonly named DNS A records pointing to each
server as part of the IP phone network configuration for managed phones, do not use that common name value here.
Instead, use one of the actual CIC server names. We recommend using a fully qualified domain name (FQDN), not a short
name.

Once you have completed this installation, refer to the following section to verify fully qualified domain name (FQDN)
resolution to ensure connectivity with the host CIC server.

11. When you are ready to begin the installation, click Install.
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Ld|

o7 IC User &pplications (64-bit) for CIC 2013 R1 Setup

Ready to install IC User Applications {64-bit) for CIC 2018
Rl

Click Install ko begin the installation. Click Back ta review or change any of your
inskallation setkings, Click Cancel ko exit the wizard,

Back. ]l Inskall I [ Cancel

As the installation continues, a status bar indicates the progress.
12. When the installation is complete, click Finish in the Completed screen.

E IC User &pplications (64-bit) for CIC 2018 R1 Setup || = u

Completed the IC User Applications
(B4-bit) Setup Wizard for CIC 2018 R1

Click. thie Finish bukkon o exit the Setup \Wizard,

3 GENESYS

Back. |I Finish ] | Zancel

13. The installation returns to setup.exe. Setup.exe proceeds to silently install the client plugins selected in step 6. After the
selected client plugins are installed, click Exit to close Setup.exe.

Installation Progress

o The following message appears for each selected Client Plugin:"Installing {Client Plugin} Plugin for IC User
Applications.”
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o When setup.exe has finished installing the Client Plugins, the following message appears: "Finished processing
installs for client workstation applications and selected language plug-ins, if applicable.”

14. If you are prompted to restart, click Yes to restart now.

15. The IC User Applications can be launched from the shortcuts on the desktop or from Start->Programs->PureConnect on
Windows 7 or Start screen->Apps->PureConnect-> on later versions of Windows.

Install Interactive Update Client

The Interactive Update Client must be installed as a separate step.

Once you have installed Interactive Update Client on the workstation, the Interactive Update Client service will check for updates to
IC User Applications and any other workstation applications or other CIC products or components on the workstation.

To install Interactive Update Client

1. Select Start. In Search programs and files, type \\ servername\ where servernameis the CIC server name, to view the
shares on the CIC server.

2. Select the Interactive Update Client install share IC_IUpdate in the list and double-click.

(E=% B =
@TC/}- M) Wetwark » 101451767 » ~ [ 42 || Search 10145.17.67 o
Organize » MNetwork and Sharing Center View remote printers = - [0 @
S Favorites Marme ’ Type Comrnents
Bl Desktop L AttendantFaxes Share Interaction Attendant Faxes
& Downloads L AttendantWaves Share Interaction Sttendant YWaves
£l Recent Places L IC_Businesshanagerfpps Share IC Business Manager Install
o IC_Docs Share Documentation for the IC Server
- Libraries 4 IC IrelibSDK Share Icelib SDK Install
@ Documents o IC IUpdate Share IC IUpdate
J" fusic 4 IC_PureCloudIntegration Share PureCloud Integration Install
[E5] Pictures 4 IC_Reports Share IC Reports
B8 videos L IC_ServerManagerfpps Share IC Server Manager Install
o IC_Userbpps_32bit Share IC User Spplications (32-hit) Install
1M Computer 4 IC_Userfpps_gdbit Share IC User pplications (64-bit) Install
L IC WWebServicesChat Share Chat files for ¥Web Server
"j MNetwiark L IC WWorkstationPreReqs Share Third Party Installs
. Resources Share IC Resources Folder
o Utilities Share I3 Utilities

I IC_IUpdate (\10.145.17.67) Offline availability: Mot available
ot 4 Share Offline status: Online

3. Review the contents of the IC_IUpdate install share.
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E=8 B ==

@T\;}ﬂ L b Mebwork » 101451767 » IC_IUpdate v | 42 || Search iC_tpdate o
Organize « Open MNew folder == » [l @
S Favorites Marme . * Date modified Type Size
Bl Desktop ﬁ! IUpdateClient_2018_R1 9/17/2017 7:07 PM W¥indowes Installer .., a7,430 KB
& Downloads || pdateClient_LANG_ar.rmst 9/17/2017 114 PRA IAST File 84 KB
5l Recent Places || UpdateClient_LAMG_da.mst 971772017 7:13 PM MST File 64 KB
|| UpdateClient_LANG_de.mst 971772017 7:12 PM MET File 72 KB
4 Libraries || pdateClient_LANG_es.mst 971772017 7:13 PM MAET File & KE
@ Docurments || IUpdateClient_LAMG_fr.mst 9/17/2017 T:14 PMA FZT File T KB
J? Pusic || IUpdateClient_LAMG_he.mst 971772017 7:13 PM MST File S0 KE
[=] Pictures || WpdateClient_LAMG_it.mst 971772017 7:12 PM MET File 8 KB
B videos || IUpdateClient LAMG ja.mst 971772017 7:14 PR MET File S0 KE
|| IUpdateClient_LAMG_ko.mst Q71772017 7:13 PM MET File 68 KB
18 Computer || IUpdateClient_LAMG_nlmst 971772017 T:14 PM MST File 68 KB
|| pdateClient_LANG_nao.mst 971772017 1113 PM MET File G4 KB
"! MNetwark || IUpdateClient LAMG_plmst 971772017 7:13 PA MET File 68 KB
|| IUpdateClient_LAMG_pt-br.mst 9717/2017 7:12 PM MST File 68 KB
| IUpdateClient_LAMG_ru.mst 971772017 7:12 PM MET File 48 KB
|| pdateClient_LANG_sr.mst 971772017 T:13 PM MET File & KE
|| IUpdateClient LAMG_sv.mst 971772017 7:13 PM MET File 68 KB
|| IUpdateClient_LAMG_tr.mst 971772017 7:15 PM MST File 68 KB
|| WpdateClient_LANG_zh-hans.mst 9/17/2017 7:15 PM MET File fill KB
|| WpdateClient_LANG_zh-hantmst 971772017 7:16 PA MAET File G KE
o Zetup 9716/2017 12:54 AWM Application 6,657 KB
COJ. Setup Date modified: 9/16/2017 12:54 AM Date created: 9/16/2017 12:54 AM Offline status: Online
G?';l Application Size: 6.50 MB Offline availability: Not available

In this example, the IC_IUpdate share contains:
o The IUpdateClient 2018 R1.msi install

o .mst files for the Interactive Update Client install GUI for all CIC Language Packs. For more information, see "Workstation
application install share directory contents".

o The Setup.exe utility
Double-click Setup.exe in the IC_IUpdate share.
In theSetup.exe screen, select English from the drop down list and click OK.

< Client Install Utility

Pleaze Select an Installer Languaae fram the lizt
below

| English -

Unlike the other client workstation applications, all currently supported languages (English included) are available to select.

Note:
This screen appears only in the initial run of Setup.exe in the IC_IUpdate share. The next time you run Setup. exe, the
Interactive Update Client install automatically appears in the language you selected the first time you ran Setup.exe.

In the next Setup.exe screen, make the appropriate selections depending on the content displayed and click Start to launch
the Interactive Update Client install.
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< Client Install Utility =
Axvailable Client Plugins

Mo pluging available for [nteractive pdate Client 2018 R1.

All Pluging

Inztallation Frogrezs

Interactive Update Client 20018 R iz not installed on the spztem. Select any applicable -
lahguange plug-ing and then click Start toinstall Interactive Update Client 2018 R1.

¢ Stat [ E it

Available Client Plugins

Interactive Update Client does not have associated client plugins, so nothing is displayed in this list box, even if one or more
Language Packs are installed on the CIC server.

Installation Progress
Review the message displayed. In this example, the message says:

Interactive Update Client 20715 R3 is not installed on the system. Select any applicable language plug-ins and then click OK to
install Interactive Update Client 2015 R3.

7. The Interactive Update install launches. Click Next to proceed past the Welcome screen.
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E Interactive Update Client for Interactive Update 2018 R1 Setup = |u

Welcome to the Interactive Update Client
Sebup Wizard for Interactive Update 2018
F1

The Setup Wizard will install Interactive Update Client Far
Interactive Update 2018 R1 on vour computer, Click Mesxt ko
continue or Cancel ko exit the Setup \Wizard,

S GENESYS

Back. |[ Mk ] I Cancel ]

8. Inthe Destination Folder screen, select the default directory to install Interactive Update Client or select Change to choose
a different directory.

E Interactive Update Client for Interactive Update 2018 R1 Setup || 3 g

Destination Folder
Click, Mexk to inskall to the default Folder or click Change ko choose another

Install Inkeractive Update Client For Inkeractive Update 2018 R bo:

Ci\Program Files (x36) Inkeractive Inteligence),

Back ]I Mt ] [ Zancel

9. Inthe Interactive Update Provider Server screen, type the name of the Interactive Update Provider server (host CIC server)
and click Next.
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15 Interactive Update Client 2018 R1 Setup = B |3

Interactive Update Provider Server

Please enter the name of the Interactive Update Provider server ko which
connection is desired,

Interactive Update Provider serwver:

Back ][ et ] [ Zancel

Note:

If you have a CIC Switchover architecture and you created a pair of commonly named DNS A records pointing to each
server as part of the IP phone network configuration for managed phones, do not use that common name value here.
Instead, use one of the actual CIC server names. We recommend using a fully qualified domain name (FQDN), not a short
name.

Once you have completed this installation, refer to the following section to verify fully qualified domain name (FQDN)
resolution to ensure client connectivity with the host IC server.

10. When you are ready to begin the installation, click Install.
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Ld|

7 Interactive Update Client for Interactive Update 2013 R1 Setup

Ready to install Interactive Update Client for Interactive
Update 2018 R1

Click Install to begin the installation. Click Back. to review or change any of wour
installation setkings, Click Cancel ko exit the wizard,

Back ]I Install ] [ Zancel

As the installation continues, a status bar indicates the progress.
11. When the installation is complete, click Finish in the Completed screen.

Ld|

o Interactive Update Client for Interactive Update 2018 R1 Setup

Completed the Interactive Update Client
Setup Wizard for Interactive Update 2018
R1

Click, the Finish button ko exit the Setup Wizard,

S GENESYS

Back. |I Finish ] | Zancel

12. The installation returns to Setup.exe. When Setup. exe is finished, click Exit to close setup.exe.

Installation Progress

When setup . exe has finished, the following message appears: "Finished processing installs for client workstation

applications and selected language plug-ins, if applicable.”
13. You are prompted to restart. Click Yes
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14. Immediately following the reboot, the Interactive Update Client service looks for any PureConnect products or components
installed on the workstation.

@interactive Update T T T T ==

|i Checking for Updates

Application YWerzion Statusz
Qutlook. Plagin for IC Uzer Applications 2015 R3 15.3.0.372 Q
IC Uszer Applications [64-bit) 2015 3 15.3.0.372 (/]
Interactive pdate Client 2015 R3 1530628 0

Your Interactive Inteligence software iz currently up o date.

Inztall Cancel

The Checking for Updates dialog box appears starting with Interactive Update 2015 R3. This dialog displays messages to
indicate the steps that Interactive Update executes to check for updates and a final message to indicate the number of updates
available or the software is up to date. This dialog displays a list of applications currently installed. In the Status column, a:

)

o Indicates that the application is up to date.

o Indicates that an update is available for the application.

For more information see Interactive Update Technical Reference in the PureConnect Documentation Library.
Verify FQDN resolution to ensure client connectivity with the host CIC server

The network administrator should perform the following procedure to verify fully qualified domain name (FQDN) resolution to
ensure client connectivity with the host CIC server. This simple procedure can be performed at any point after the host CIC server
has been joined to the domain. If the CIC servers are part of a Switchover pair, be sure to verify FQDN resolution from a workstation

for both servers.
1. In a command window from the workstation, ping the short name of the host CIC server.
2. Obtain the IP address from the ping and perform an NSlookup on the IP address.

This procedure can also be performed as a troubleshooting step to rule out FQDN if the client fails to connect to a host CIC server.
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IC User Application post-installation procedures

Interaction Desktop and the other IC User Applications have full-featured online help systems, available from the Help menu in the
appropriate application and in the PureConnect Documentation Library. We recommend that you review these help systems for any
post-installation configuration procedures that may be required before users can start making calls, sending faxes or voicemail, etc.

SIP Soft Phone post-installation procedures

If you are implementing the SIP Soft Phone, review the Managed IP Phones Administrator's Guide in the PureConnect
Documentation Library for configuration and provisioning information.

Each SIP Soft Phone must be implemented as a managed IP phone

For instructions, see the Managed IP Phones Administrator's Guide in the PureConnect Documentation Library.

SIP Soft Phone help

See the SIP Soft Phone Help for information on starting and exiting SIP Soft Phone, the SIP Soft Phone Provisioning wizard (use if
automated provisioning does not start when the SIP Soft Phone starts), and configuring the audio devices and network adapter.

Interaction Recorder Screen Capture Client

If you are implementing Interaction Recorder Screen Capture Client as part of an Interaction Recorder implementation, see the
Interaction Recorder Technical Reference in the PureConnect Documentation Library for configuration information.

Change, repair, or remove IC User Applications

Follow these steps to change, repair or remove individual IC User Application components, or repair or remove all currently installed
IC User Applications.

l Note: To change or remove localized IC User Applications, see the C/C Language Pack Technical Reference. '

To change, repair or remove IC User Applications

1. Inthe Control Panel, select Programs and Features.
2. SelectIC User Applications (64-bit) from the list, right-click and select Uninstall, Change, or Repair.

oo =)
@uv v Cantrol Panel » Programs » Programs and Features - | 3 | | Search Prograrms and Featurss 2 |
Control Panel H .
bt Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
B Turn Windows features on or
Rt Organize *  Uninstall Change  Repair B - '@
MNarme ° Fublisher Installed On Size Wersion
= IC User &pplications (64-bit) 2018 R1 Interactive Intelligence, Inc, 92172017 0,98 GB 18.1.0.260
% Interactive Update Client 2018 R1 Interactive Intelligence, Inc. 9fa152017 A5 ME 1810172
[ Micrasaft MET Framewark 4.5.2 Microsoft Corporation 542042016 WEME 4551200
[ orea Microsoft Corporation 54542014 306 ME - 3.1.2790.0000
D"-’ Interactive Intelligence, Inc. Product version: 18.1.0.260 Support link: hitp./ /www.genesys.com
o Help link: http://www.genesys.com Size: 0.98 GB

3. Click Next to proceed past the Welcome screen.
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ﬁl IC User Applications (G4-bit) for CIC 2013 R1 Setup || =] |M

Welcome o the IC User Applications
(E4-bit) Setup Wizard for CIC 2018 R1

The Setup Wizard allows you to change the way IC User
Applications (&64-bit) for CIC 2018 R is installed on wour
compuker or bo remove it From your computer, Click MNesct ko
continue or Cancel to exit the Setup Wizard,

3 GENESYS

Back |l Mexk I [ Cancel

4. Select the desired option in the Change, repair, or remove installation screen.

ﬁ! IC User Applications (64-bit) for CIC 2018 R1 Setup =Rl |ﬂ

Change, repair, or remove installation

Select the operation wou wish to perform.

l Change I

Lets vou change the way features are installed.

[ Repair ]

Repairs errors in the most recent installation by Fixing missing and corrupk
files, shortcuts, and regiskry entries,

[ Rermove ]

Removes IC ser Applications (64-hit) for CIC 2018 R from your compuker,

Back “ Mexk | [ Cancel

Change

Select this option to add or remove individual IC User Application components. The Custom Setup screen will prompt you to
select or de-select the applications/features you wish to add or remove.
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Repair

Select this option to restore the most recent installation of IC User Applications if you are experiencing problems with Interaction
Desktop or any of other applications. The IC Server Name screen appears so that you can change the server name in case the
registry entry was corrupted.

Remove

Select this option to remove all currently installed IC User Applications.

IC Business Manager Applications installation

The IC Business Manager Applications installation program installs IC Business Manager and Interaction Fax Cover Page Editor on
Windows 7, Windows 8, and Windows 8.1 supervisor workstations.

In this section:
e |C Business Manager Applications requirements
o |Install IC Business Manager Applications
¢ Install Interactive Update Client. If Interactive Update Client has not yet been installed on the workstation on which IC Business
Manager Applications is installed, install it now. See "Install Interactive Update" in "IC User Applications".

e Verify FQDN resolution to ensure client connectivity with the host CIC server. Following the IC Business Manager Applications
installation, follow the instructions in "Verify FQDN resolution to ensure client connectivity with the host CIC server" as
described in the "IC User Applications" section if you have not yet done so for this workstation.

e Change, repair, or remove Business Manager Applications. Please refer to "Change, repair, or remove IC User Applications”.

IC Business Manager Applications requirements

Before installing IC Business Manager Applications, make sure you have understood and fulfilled the client workstation
requirements on Windows 7, Windows 8, and Windows 8.1 workstations:
e Microsoft .NET Framework versions installed on Windows 7, Windows 8, and Windows 8.1 workstations. See "Client
Workstation".
o Additional requirements discussed in "Client Workstation", for example, appropriate licensing for all IC Business
Manager application modules, and database and reporting-related requirements.
e The person installing IC Business Manager Applications must have administrative privileges on the local machine and other
permissions. See "Client Workstation".
e Close Microsoft Outlook and any other applications running on the workstation. Turn off virus scanning.
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Install IC Business Manager Applications

Installing IC Business Manager Applications is similar to installing IC User Applications. Follow the instructions in "Install IC User

1.

2.
to install.

Applications (32-bit and 64-bit)" with the following specifics for IC Business Manager Applications:

On the client workstation, select Start. In Search programs and files, type \\ servername\IC BusinessManagerApps,
where servername is the CIC server name. Click Setup.exe to launch the IC Business Manager Applications install.

In the Custom Setup screen, the default selection is all applications selected. De-select any applications that you don't wish

ﬁ IC Business Manager &pplications for CIC 2018 R1 Zetup == = |[é]

Custom Setup

Select the way wou want Features to be inskalled,

Click the icons in the tree below to change the way features will be installed.

--------- Inkeraction Fax Cover Page Edikor

Design Inkeraction Fax
IC Business Manager applications

cover pages and edit
standard templates
available to users,

This Feature requires
104ME on yaur hard drive.

Location;

Z:\Program Files (xS6M Interactive Intelligence),

Reset ] [DiskUsage] [ Back. ][ Mexk ] [ Cancel

3. The following table provides a description for each of the default applications.

Feature Description
Component
Interaction Design Interaction Fax cover pages and edit standard templates available to users.
Fax Cover
Page Editor
IC Business | Installs IC Business Manager, providing access to business manager application modules for Interaction
Manager Feedback, Interaction Optimizer Administration, Interaction Process Automation, Interaction Recorder,
Applications | Interaction Report Assistant, Interaction Reporter, Interaction Supervisor, Interaction Tracker, and Interaction
Quality Manager.

4. When the IC Business Manager Applications install completes, it can be launched from the shortcuts on the desktop or from

Start->Programs->PureConnect on Windows 7 or Start screen->Apps->PureConnect-> on later versions of Windows.
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IC Server Manager Applications installation

The IC Server Manager Applications installation program installs IC Server Manager Applications, Interaction Administrator,
Interaction Attendant, Interaction Designer, IC System Manager, Interaction Host Recorder Client, and Interaction SOAP Tracer
administrator applications on Windows 7, Windows 8 and Windows 8.1 workstations.

In this section:

IC Server Manager Applications requirements
Install IC Server Manager Applications

Install Interactive Update Client. If Interactive Update Client has not yet been installed on the workstation on which IC Server
Manager Applications is installed, install it now. See "Install Interactive Update" in "IC User Applications".

Verify FQDN resolution to ensure client connectivity with the host CIC server. Following the IC Server Manager Applications
installation, follow the instructions in "Verify FQDN resolution to ensure client connectivity with the host CIC server" as
described in the "IC User Applications" section if you have not yet done so for this workstation.

Change, repair, or remove Server Manager Applications. Please refer to "Change, repair, or remove IC User Applications".

IC Server Manager Applications requirements

Before installing IC Server Manager Applications, make sure you have understood and fulfilled the client workstation requirements:

Microsoft .NET Framework versions installed on Windows 7, Windows 8, and Windows 8.1 workstations. See "Client

Workstation".

Any additional requirements discussed in "Client Workstation".

The person installing IC Server Manager Applications must have administrative privileges on the local machine and other
permissions. See "Client Workstation".

Close Microsoft Outlook and any other applications running on the workstation. Turn off virus scanning.

Install IC Server Manager Applications

Installing IC Server Manager Applications is similar to installing IC User Applications. Follow the instructions in "Install IC User
Applications (32-bit and 64-bit)" with the following specifics for IC Server Manager Applications:

1.

2.

On the client workstation, select Start. In Search programs and files, type \\ servername\IC_ ServerManagerApps,
where servername is the CIC server name. Click Setup.exe to launch the IC Server Manager Applications install.

In the Custom Setup screen, the default selection is all applications selected. De-select any applications that you don't wish
to install.
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ﬁl IC Server Manager Applications for CIC 20018 R1 Setup

L=l O ]

Custom Setup

Select the way yvou want features to be installed,

Click. the icons in the tree belows to change the way Features will be installed.

IC Server Manager Applications

Installs IC Server

--------- = = | Interaction Designer Manager, providing access
--------- = = | Interackion Sdministrakor to 5;_3"‘*"'3_" mana?_ler
--------- = ~ | Interaction Attendant e L

Server Manager

""""" =9~ | IC System Manager Adrninistrator and P4,
--------- (= = | Interaction Hast Recorder Clisnt
......... =~ | Interaction SO&P Tracer This feature requires

F80ME on your hard drive,

Location:

CAProgram Files (x86) Interactive Inteligence!,

Reset

] [DiskLlsage] [ Back ][ Mexk ] [ Cancel

3. The following table provides a description for each of the default applications.

4.

Feature Description
Component

IC Server Installs IC Server Manager, providing access to server manager application modules such as Interaction

Manager Process Automation (IPA) Monitor, IPA Reporting, IPA Designer, and IC Server Manager Administrator.
The IC Server Manager Administrator application module enables administrators to define the keywords
that Interaction Analyzer uses to monitor conversations between agents and customers.

Interaction Design tool for creating, modifying, and debugging handlers.

Designer

Interaction Administrator application for configuring most behavior in CIC including users, workgroups, stations, lines,

Administrator

ACD, dial plans, client appearance, security, etc.

Interaction Administrator application for configuring auto-attendant functionality for CIC.

Attendant

IC System Manages subsystems when CIC is started as service. IC System Manager can query, stop, restart,
Manager configure, and trace CIC subsystems.

Interaction Required on administrator workstations when using the Host tools.

Host Recorder
Client

Interaction
SOAP Tracer

Debugs SOAP messages between CIC and SOAP Notifier COM or ISAPI listener. Required on administrator
workstations when using SOAP tools.

In the IC Server Name screen, if you have a CIC Switchover architecture and you created a pair of commonly named DNS A
records pointing to each server as part of the IP phone network configuration for managed phones, do not use that common
name value here. Instead, use one of the actual CIC server names. We recommend using a fully qualified domain name (FQDN),

not a short name.

When the IC Server Manager Applications install completes, it can be launched from the shortcuts on the desktop or from
Start->Programs->PureConnect on Windows 7 or Start screen->Apps->PureConnect-> on later versions of Windows.
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Group Policy deployment

CIC administrators may prefer to silently install client workstation applications using Group Policy deployment, instead of
performing individual installations on hundreds of workstations. In a Group Policy deployment, users do not see any windows or
enter any input during the installation. Genesys recommends group policy deployment of client workstation applications using
Window startup scripts.

For more information, see the Group Policy Deployment for CIC Applications Technical Reference in the PureConnect
Documentation Library.

SHA-256 support is required to use the PureConnect QoS driver and without it, the ICUserApps installation will be blocked. Windows
7 and Windows 2008R2 require two Microsoft KBs (articles 3033929 and 2921916) be applied to enable SHA256 support. Windows
8, 10, 2012 R2 (and beyond) have SHA-256 support built into the 0S.

Starting with CIC 2016 R3 or later, CIC 2016 P2 Patch4 or later, CIC 2016 R1 Patch10 or later, CIC 2015 R4 Patch16 or later, and CIC
2015 R3 Patch21 or later, the following changes were made to improve the upgrade experience for Windows 2008 R2 and Windows 7
systems:

Install.exe: Install.exe now detects if the two Microsoft KB's are not installed for the selected products that use the QoS driver. If
detected:

o Install.exe runs the install(s) in Ul mode so that Microsoft KB requirement notification for SHA-256 certificate support can be
seen.

o If the IC server installation fails, no other installs are attempted and Install.exe exits.

Note: Microsoft released a roll-up KB3125574 which includes support for both KB 3033929 and 2921916. The installs in CIC 2016 R2
Patch13, 2016 R3 Patch7, and 2016 R4 or later also detect and support this roll-up KB.

You can set the IGNORE_MISSING_KBS property to ignore the launch condition that checks for the SHA-256 certificate for products
that do not use the QoS driver. For more information, see the Group Policy Deployment for CIC Applications Technical Reference in
the PureConnect Documentation Library.

Desktop Virtualization for client workstation applications

Genesys supports a subset of IC User Applications, IC Business Manager Application modules, and IC Server Manager modules
using the following virtual desktop applications:

e Citrix XenDesktop 7.6

e Citrix XenApp 6.5 and 6.0 on Windows Server 2008 R2 (64-bit)

e Remote Desktop Services on a Windows Server 2008 R2 (64-bit)
e VMWare View 5.2, 5.0, and 4.6

l Note: SIP Soft Phone not supported. '

Multi-platform and remote users are encouraged to run these supported CIC client-side applications with the Citrix or Remote
Desktop Services client.

For details, see the C/IC Workstation Applications in Citrix and Terminal Services Environments Technical Reference in the
PureConnect Documentation Library.
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Optional Installations and Additional Functionality

This section describes the optional server component installation programs, utilities, and additional functionality available for CIC,
and references other documents and help systems for additional information. Many of the optional server components require
additional licensing.

e Optional installations and additional files on the CIC installation media

Trust off-host certificates following off-server installations
ASR Servers

Interaction Recorder and Interaction Screen Recorder
Interaction Recorder Remote Content Service
Interaction Recorder Extreme Query

Interaction Administrator Web Edition
Interaction Center Extension Library (IceLib) SDK
CIC VoiceXML Interpreter Server

Interaction Multi-Site

Status Aggregator

Interaction Analyzer

Interaction Process Automation

Interaction Feedback

Interaction Tracker

Interaction Optimizer
Interaction Web Tools

Session Manager Off-server

CIC Render Server

SOAP Listener

SOAP Notifier COM Components
CSV lists

G-729 Hold Audio files

Get Host ID

CIC Database files

PureConnect Documentation Library installation
IC Survey System

IC System Handlers
SNMP

CIC Language Packs and Prompt Packs
IPA Integration with SharePoint

CIC Integration with LiveLOOK
CIC Integration with HEAT

CIC Integration with IBM Sametime
CIC Integration with Microsoft Lync

CIC Integration with Remedy and Remedy IVR

CIC Integration with Workforce Management

CIC Scheduled Reports

Interaction SIP Bridge installation

Microsoft Outlook Interaction Desktop Add-in installation
Interaction Media Streaming Server

Interaction Web Portal

Interaction Marquee

CIC Integration with Oracle Siebel
PureConnect Integration to Oracle Service Cloud

Interaction Center Web Services (ICWS) SDK
IPA Stand-Alone Web Client

Interaction Connect

CIC Appliance .iso (Interaction Edge
ININProductinfo utility

Crystal Report Import Utility
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e Genesys Cloud for PureConnect Integration

Optional installations and additional files on the CIC installation media

The optional server component installs and additional files are available on the CIC .iso file:

e Off-Server Components. To install optional off-server components, run Install.exe from the \Installs directory on the CIC .iso
file, select the Off-Server Components tab, and check the appropriate checkbox.

o Integrations. To install Integrations, run Install.exe from the \Installs directory on the CIC .iso file, select the Integrations tab,
and check the appropriate checkbox(s). Supporting files for Integrations are located in the \Installs\Integrations directory on
the CIC .iso file.

e Additional Files. Additional files and utilities are available to install from the \Installs\Additional Files directory on the CIC
2015 R2 or later .iso file.

The CIC .iso file is available to download from the Product Downloads page at

https://help.genesys.com/pureconnect/secure/Downloads.aspx

Note: Starting with 2019 R2, the CIC Language Pack and Prompt Pack installs for new CIC installations and updates for existing
localized CIC systems are available on the 2019 R2 and later CIC Language Pack .iso file downloadable from the Product

Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx

PureConnect Installation and Configuration Guide

Update to OpenSSL 3.0

PureConnect 2023 R3 is incorporated with OpenSSL 3.0.8, which is a major update containing support for many security
improvements as well as renewed FIPS certification. This version of OpenSSL 3.0, while addressing various vulnerabilities, also
mandates a minimum version of Transport Layer Security (TLS) to be version 1.2 and previous versions (1.0 and 1.1) are no longer
supported. CIC Server and all client instances need to be updated to use TLS v1.2 and update the certificates to SHA-256 before
proceeding with the upgrading to PureConnect 2023 R3. Following topics give more information about the Prerequisites, Installation
and Certificate Update.

Prerequisites for PureConnect 2023 R3 (OpenSSL 3.0)

Troubleshooting - Update Certificates with SHA256 Digest

Reference links:
New Cipher Suites
Digest Conversion from SHA1 to SHA256

Third-party Certificates

Copyright and trademark

Prerequisites for PureConnect 2023 R3 (OpenSSL 3.0)

This section covers the following topics:

Prerequisites for PureConnect 2023 R3 Installation or Upgrade - Server (OpenSSL 3.0)

Prerequisites for PureConnect 2023 R3 Installation or Upgrade - Client (OpenSSL 3.0)

PureConnect Installation and Configuration Guide
Prerequisites for PureConnect 2023 R3 Installation or Upgrade - Server (OpenSSL 3.0)

e TLS Version 1.2: Set the environment variable "ININ_SSL_MIN_PROTOCOL_VERSION" with the minimum TLS version 1.2
and restart the machine after adding this environment variable. This variable must be set on all machines, where an IC
process runs, that supports the specified version. For more information, refer to the section "tlsv1.2 connections”
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Edit System Variable )4

Variable name: | ININ_SSL_MIN_PROTOCOL_VERSION

Variable value: |
Browse Directory... Browse File... Cancel

SR R a S b e e

e Windows Security Update: Make sure tokeep the Windows Security up to date before installing the PureConnect 2023 R3
build.

o Latest Patch Versions: Install the latest Patch of the installed CIC version before installing 2023 R3. Refer to the
following release version and Patch details.

2023 R2 Patch 6 or later versions

2023 R1 Patch 14 or later versions
2022 R3 Patch 18 or later versions
2022 R2 Patch 25 or later versions
2022 R1 Patch 33 or later versions

o Certificates update to SHA-256 Digest: PureConnect 2023 R3 with OpenSSL 3.0 mandates all CIC processes to be setup
to use SHA-256 certificates. All certificates must be updated to SHA-256 digest before upgrading to PureConnect 2023 R3
version. To verify the existing certificate's digest, refer Troubleshooting Trusted Certificates". For existing CIC installations,
if the certificates are with SHA-1, Setup Assistant can be used to modify the digest to SHA-256, refer "Managing Certificate
Digest"

e ODBC Driver 17 compatibility: PureConnect 2023 R3 is compatible with ODBC Driver 17 onwards. Install ODBC driver 17
or later versions before installing the latest build. Note: Installation checks for the ODBC driver version. If the compatibility
criteria is not met, the installation stops and throws the message "Microsoft ODBC Driver 17.3 or greater version is
required. Please install the driver and then proceed with the installation.” For more information about ODBC driver
requirements, see "cic_server_software_requirements.htm"
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PureConnect Installation and Configuration Guide

Prerequisites for PureConnect 2023 R3 Installation or Upgrade - Client (OpenSSL 3.0)

e Back up the certificates folder, which can be found at the environment variable "ININ_Certificates."
o Delete all the files in the certificates folder, then the new SHA-256 certificates and the keys are generated automatically.

Note: PureConnect 2023 R3 works with SHA-256 certificates only. Ensure all the certificates are converted to SHA-256.

Copyright and trademark

PureConnect Installation and Configuration Guide

Troubleshooting - Update Certificates with SHA256 Digest

To verify the successful certificate conversion, run the below command in command line in "Certificates"
directory.
for /R %f in (.\*.cer) do openssl x509 -text -noout < %f | FINDSTR "Signature Algorithm

The following output confirms the successful certificate conversion:

D:\I3\IC\Certificates>for /R %f in (.\*.cer) do openssl| x509 -text -noout < %f | FINDSTR "Signature Algorithm"

D:\I3\IC\Certificates>openssl x509 -text -noout
0<D:\I3\IC\Certificates\Client\Local_Subsystems\.\CONSTANTINE_ClientCertificate.cer | FINDSTR "Signature
Algorithm"

Signature Algorithm: sha256WithRSAEncryption
Public Key Algorithm: rsaEncryption
Signature Algorithm: sha256WithRSAEncryption

Signature Value:

Copyright and trademark

Trust off-host certificates following off-server installations

After installing off-server components such as Interaction Media Server, ASR servers, Interaction Process Automation server, etc.,
remember to trust the off-host certificates in Interaction Administrator:

1. InInteraction Administrator, click the System Configuration container.

Double-click Configuration in the list view.

Click Certificate Management.

Next to Subsystem Certificates Configuration click Modify.

Select the certificates for the system you installed the off-server component on and click Trust.

o s~ DN
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ASR Servers

Genesys offers trusted speech recognition solutions using vendor ASR software.

CIC supports the following Speech Recognition Engines:

Loquendo ASR Engine

e Nuance Recognizer

e Nuance Recognizer (MRCP) with Nuance Speech Server

e Interaction Speech Recognition (ASR support on Interaction Media Server)

As discussed in "Additional Servers", make sure you have installed the appropriate ASR server before running the appropriate ASR
server install for CIC .

The Loquendo ASR, Nuance Recognizer, and/or MRCP ASR installs are available on the CIC 2015 R1 or later iso .file. Run Install.exe
from the \Installs directory, select the Off-Server Components tab, and check the appropriate checkbox.

For licensing, requirements, and installation and configuration instructions, see the ASR Technical Reference and the Interaction
Speech Recognition Technical Reference in the PureConnect Documentation Library.

Interaction Recorder and Interaction Screen Recorder

Interaction Recorder is an application for managing phone calls, emails, faxes, screen recordings, and Web chats recorded within
CIC. Interaction Recorder compresses, archives, and manages the attributes for each recording, allowing you to quickly sort and
manage large numbers of recordings. A major feature of Interaction Recorder is the ability to organize and manage these recorded
calls for training, quality assurance, legal purposes, etc.

Interaction Screen Recorder is an Interaction Recorder feature, requiring separate Interaction Screen Recorder licensing.
Interaction Screen Recorder adds screen recording capability, assisting contact center managers and supervisors in improving their
contact center's productivity and assessing agents' skills. Synchronizing the audio recording of an agent with the workstation
activity, screen recording provides a complete management tool for contact center supervisors.

The supporting files for the Interaction Recorder and Interaction Screen Recorder components are automatically installed with the
CIC server, IC Business Manager Applications, and IC User Applications installs.

For licensing, requirements, and installation and configuration instructions, see the /nteraction Recorder Technical Reference in the
PureConnect Documentation Library.

Important : The My Quality Results view in Interaction Connect requires that you use HTTPS certificates signed by a third-
party certificate authority for the:

- CIC server and any associated Interaction Recorder Remote Content Service servers.
- Proxies forwarding traffic by HTTPS.

If you do not use an HTTPS certificate signed by a third-party certificate authority, a user can encounter a certificate warning
from a web browser that requires the user to accept or bypass the warning to view playback recordings. For more information,
see the following documents in the PureConnect Documentation Library:

- "Create Signing Requests and Import Third-Party Signed Certificate" in the PureConnect Installation and Configuration Guide.
-" Create an HTTPS certificate signed by a Certificate Authority for viewing playback recordings" in the /nteraction Recorder
Remote Content Service Installation and Configuration Guide.
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Interaction Recorder Remote Content Service

Interaction Recorder Remote Content Service facilitates the retrieval and storage of both audio and screen recordings in your CIC
environment. This capability offloads those actions from the Interaction Recorder server that resides on the CIC server therby
granting the CIC server more processing and bandwidth resources for facilitating and handling interactions.

The Interaction Recorder Remote Content Service install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from
the \Installs directory, select the Off-Server Components tab, and check the appropriate checkbox. Run the install on a non-IC server
on the CIC network.

For licensing, requirements, and installation and configuration instructions, see the /nteraction Recorder Remote Content Service
Installation and Configuration Guide in the PureConnect Documentation Library.

Important: The My Quality Results view in Interaction Connect requires that you use HTTPS certificates signed by a third-party
certificate authority for the:

- CIC server and any associated Interaction Recorder Remote Content Service servers.
- Proxies forwarding traffic by HTTPS.

If you do not use an HTTPS certificate signed by a third-party certificate authority, a user can encounter a certificate warning
from a web browser that requires the user to accept or bypass the warning to view playback recordings. For more information,
see the following documents in the PureConnect Documentation Library:

- "Create Signing Requests and Import Third-Party Signed Certificate" in the PureConnect Installation and Configuration Guide.
-" Create an HTTPS certificate signed by a Certificate Authority for viewing playback recordings" in the /nteraction Recorder
Remote Content Service Installation and Configuration Guide.

Interaction Recorder Extreme Query

Interaction Recorder Extreme Query is an ultra-fast solution for running searches and retrieving stored call recordings for playback.
The Extreme Query Server can store information about millions of call recordings for quick retrieval. The Extreme Query is used to
conduct extremely fast searches, against the Extreme Query Server, and playback phone calls.

e The Interaction Recorder Extreme Query Server install is available on the CIC 2015 R1 or later iso .file. Run Install.exe
from the \Installs directory, select the Off-Server Components tab, and check the appropriate checkbox. Run the install on a
non-IC Server on the CIC network.

o Thelnteraction Recorder Extreme Query is automatically installed with IC Business Manager Applications install.

For licensing, requirements, and installation and configuration instructions, see the /nteraction Recorder Extreme Query Installation
and Configuration Guide in the PureConnect Documentation Library.

Interaction Administrator Web Edition

Interaction Administrator Web Edition is a .NET browser-based, limited feature version of Interaction Administrator.

The Interaction Administrator Web Edition is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs
directory, select the Off-Server Components tab, and check the appropriate checkbox. Run the install on a Web server.

For licensing, requirements, and installation and configuration instructions, see the /nteraction Administrator Web Edition
Installation Guide in the PureConnect Documentation Library.

Interaction Center Extension Library (IceLib) SDK

The Interaction Center Extension Library (IceLib) SDK is a programming API that allows .NET developers to create custom
applications that leverage the Customer Interaction Center to solve business problems. IceLib is for developers who use modern
.Net languages, such as C# or VB.Net.

The IceLib SDK (32-bit) and (64-bit) installs are available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs
directory, select the Off-Server Components tab, and check the appropriate checkbox. The installs can be run a non-IC Server
machine.

For licensing, requirements, and installation and configuration instructions, see the Interaction Center Extension Library (IceLib) AP/
Technical Reference in the PureConnect Documentation Library.

257



CIC VoiceXML Interpreter Server

VoiceXML, the Voice Extensible Markup Language, is an XML-based language used to create audio dialogs featuring synthesized
speech (TTS) or digitized audio (pre-recorded audio) to prompt the user and accept spoken words or DTMF key input. The
VoiceXML application contains the logic that controls the flow of the dialog, and it's what prompts the caller, accepts the caller’s
input, and determines the next step for the caller.

CIC VoiceXML enables you to use existing applications written in the industry standard VoiceXML and take advantage of speech
recognition technology without application development costs.

CIC VoiceXML requires two components: VoiceXML Host Server and VoiceXML Interpreter server(s).

o The VoiceXML Host Server is installed on a CIC server with Automatic Speech Recognition (ASR), as part of the CIC server
installation.

e The VoiceXML Interpreter server is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory,
select the Off-Server Components tab, and check the appropriate checkbox. We recommend installing it on a separate server on
the CIC server network.

For licensing, requirements, and installation and configuration instructions, see the C/C VoiceXML Technical Reference in the
PureConnect Documentation Library.

Interaction Multi-Site

Interaction Multi-Site is optional CIC software that links two or more CIC contact centers to route interactions from one location to
another. Interaction Multi-Site provides a company-wide directory, universal user extensions, and other features that boost
employee mobility. For example, Interaction Multi-Site routes interactions to an agent’s current location.

Multi-Site requires two components:

e Multi-Site RTM Client is always installed and configured on a CIC server, as part of the CIC server installation.

e The Multi-Site RTM Server can be installed and configured on a CIC server (along with a Multi-Site Client) as part of the CIC
server installation or it can be installed on a separate server on the CIC server network. Large organizations with many remote
locations should install the Multi-Site Server on a separate server. The Multi-Site RTM Server install is available on the CIC
2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select the Off-Server Components tab, and check the
appropriate checkbox.

For licensing, requirements, and installation and configuration instructions, see the C/C Multi-Site Technical Reference in the
PureConnect Documentation Library.

Status Aggregator

Status Aggregator consolidates CIC user status information from CIC servers in multiple offices and is scalable for large numbers
of users. It makes that consolidated status information available through the CIC client. Status Aggregator is intended for large
organizations that have too many users to host on a single CIC server.

The Status Aggregator install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select the
Off-Server Components tab, and check the appropriate checkbox. Run the Status Aggregator install on a separate server on the CIC
network.

For licensing, requirements, and installation and configuration instructions, see the Status Aggregator Technical Reference in the
PureConnect Documentation Library.

Interaction Analyzer

Interaction Analyzer determines, in real time, when defined words (keywords) are spoken in a telephone conversation that is
associated with a workgroup queue. If a keyword is detected, Interaction Analyzer identifies the location in the recording where the
word was spoken. Interaction Recorder can provide access to recorded conversations that indicate where keywords were spoken.
IC Business Manager can use Interaction Analyzer and Interaction Supervisor to alert contact center supervisors in real-time and
provide statistics on current calls.

The supporting files for Interaction Analyzer components are automatically installed with the CIC server and workstation
application installs.

For licensing, requirements, and configuration instructions, see the Interaction Analyzer Technical Reference in the PureConnect
Documentation Library.
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Interaction Process Automation

Interaction Process Automation (IPA) takes the advanced communications technologies available in CIC and applies them to
process automation, giving organizations a cost-effective way to automate business processes end-to-end. IPA uses intelligent
queuing and routing to provide a flexible distribution of process work, using presence to indicate availability for work assignment
and to speed processing time. The supporting files for the IPA components are automatically installed with the CIC server and
workstation application installs.

Starting with CIC 2017 R1, the more scalable Process Automation Server Version 2 (PASv2) is the only version of the Process
Automation Server that is installed on the CIC server. Starting with CIC 2016 R2, a PASv2 off-server install is available on the CIC
.iso to install PASv2 on a non-CIC Server.

For licensing, requirements, and configuration instructions, see the Interaction Process Automation Technical Reference in the
PureConnect Documentation Library.

Interaction Feedback

Interaction Feedback is an IC Business Manager add-on module that supports automated post-call customer satisfaction surveys.
Interaction Feedback gives business users the ability to easily create surveys using the Create Survey Wizard. Surveys can be
quickly created with pre-defined industry standard templates. Customized questions can be simply created using Interaction
Feedback Tools, for creating prompts and managing questions.

The supporting files for the Interaction Feedback components are automatically installed with the CIC server and IC Business
Manager installs.

For licensing, requirements, and configuration instructions, see the /Interaction Feedback Technical Reference in the PureConnect
Documentation Library.

Interaction Tracker

Interaction Tracker enables CIC users to view the interaction histories between CIC users and outside people, or between CIC
users, by m aintaining a database of CIC users and their associated interactions.

The supporting files for the Interaction Tracker components are automatically installed with the CIC server, IC User Applications,
and IC Business Manager installs.

For licensing, requirements, and configuration instructions, see the Interaction Tracker Filtered Directories Technical Reference in
the PureConnect Documentation Library.

Interaction Optimizer

Interaction Optimizer is a complete workforce management (WFM) application for CIC that optimizes agent effectiveness in
contact centers of all sizes. It combines CIC’s historical ACD data with projected market expectations for demand forecasts that
more accurately determine required scheduling targets. Interaction Optimizer also manages agents’ time-off requests and last-
minute changes for schedules that balance anticipated interaction demands with agent availability and skills.

The supporting files for the Interaction Optimizer components are automatically installed with the CIC server and IC Business
Manager installs.

For licensing, requirements, and configuration instructions, see the /Interaction Optimizer Technical Reference in the PureConnect
Documentation Library.
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Interaction Web Tools

Interaction Web Tools enable CIC agents to interact with visitors to your company's website or use chat functionality to
communicate with other CIC agents. These tools enable handlers to send and receive information from Web pages and make it
possible to register and authenticate customers against the Interaction Tracker database.

Interaction Web Tools support the following CIC client features:

o Web Chat: An agent can engage in text-based, one-on-one communication online with a customer or create a chat conference
between multiple agents and a customer.

e Intercom Chat: An agent can chat online with fellow employees or a group of fellow employees.

o Callback: Your customers can visit your website and request that an agent call them back. The request is routed to the
appropriate agent.

e Response Management: Agents can use Response Management during a Chat to send pre-defined messages, URLs, or files
to a customer. An agent can also use Response Management for guidance in answering a customer’s questions during a call
made as a result of a callback request.

The Interaction Web Tools are available in the IC_WebServicesChat share on the CIC server following the CIC server installation.

For licensing, requirements, and instruction on using the Interaction Web Tools, see the /nteraction Web Tools Technical Reference
in the PureConnect Documentation Library.

Session Manager ("Off-server")

Large organizations can deploy the off-server Session Manager on file servers separate from the CIC server to support N+1
scalability and disaster recovery. Off-server Session Manager implementations are recommended for CIC installations with greater
than 1,000 clients. Plan to deploy at least two separate off-server Session Manager servers in case of fail-over.

The Session Manager ("Off-Server") install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs
directory, select the Off-Server Components tab, and check the appropriate checkbox. Run the Session Manager ("Off-Server") install
on a separate server on the CIC network.

For planning, licensing, requirements, and configuration instructions, see the Session Manager Developer Application Note in the
PureConnect Documentation Library.

CIC Render Server

The CIC Render Server is an application that allows handlers to convert .pdf files to Interaction Fax file (.i3f) format. Use this
application if you want to create a set of fax back handlers based on a library of .pdf files.

The CIC Render Server install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select the
Off-Server Components tab, and check the appropriate checkbox. Run the CIC Render Server install on any computer on the CIC
server network. We recommend that you do not install it on the CIC server.

For requirements and configuration instructions, see the C/C Render Server Technical Reference in the PureConnect Documentation
Library.

SOAP Listener

The SOAP Listener is a component of a SOAP programming APl implementation in an Customer Interaction Center environment.
The SOAP ISAPI Listener Task is responsible for parsing incoming SOAP requests, dispatching requests to the appropriate method,
and packaging return values into outgoing SOAP responses.

The SOAP Listener install registers the SOAP Listener ISAPI DLL on a Microsoft IIS server. The SOAP Listener install is available on
the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select the Off-Server Components tab, and check the
appropriate checkbox. The SOAP Listener can be installed on a computer with Microsoft IIS installed.

For more information, see the C/C and SOAP API Developer's Guide in the PureConnect Documentation Library.
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SOAP Notifier COM Components

The SOAP Notifier COM objects are a component of a SOAP programming APl implementation in an Customer Interaction Center
environment. SOAP Notifier COM objects issue SOAP notifications from automation compatible applications and add support for
the Microsoft SOAP Toolkit. SOAP Notifier COM components provide a high-performance method of initiating handlers without
incurring the performance penalty of HTTP-based Listener operations.

The SOAP Notifier COM install registers components needed to develop or run third-party Notifier COM applications. The IC SOAP
Notifier COM Components install is install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs
directory, select the Off-Server Components tab, and check the appropriate checkbox. Run it on any computer on the CIC server
network.

For more information, see the SOAP Notifier COM API Developer's Guide in the PureConnect Documentation Library.

CSV lists

The CSV Lists in the \Installs\Additional Files\CSV Lists directory on the CIC 2015 R1 or later .iso file contains the template files
for creating CSV lists. A reseller or system administrator can define and create one or more of the following CSV list prior to the
CIC installation, to be used by IC Setup Assistant or Interaction Administrator to import to CIC.

e A CSV managed IP phones list is a template file with managed IP phones information. Two of these lists are provided. One is
based on template and the other is based on type, manufacturer, and model. For more information about using a CSV managed
IP phone list to create multiple managed IP phones and associated SIP stations, see, "Post-Installation Configuration" and the
CIC Managed IP Phones Administrator's Guide in theC PureConnect Documentation Library.

e A CSV user list is a template file with users and user attributes information. For more information about using a CSV list to

create multiple users, see "IC Setup Assistant", "Post-Installation Configuration", and the CSV List Technical Reference in the
PureConnect Documentation Library.

e A CSV SIP station list is a template file with non-managed IP phones information. For more information on creating using a
CSV SIP station list to create multiple non-managed IP stations, see "IC Setup Assistant", "Post-Installation Configuration" and
the CSV List Technical Reference in the PureConnect Documentation Library.

G-729 Hold Audio files

CIC sites can replace default on-hold music .wav files with G.729 compression-compatible .wav files.

e Following the CIC installation, back up the existing SystemAudioOnHold(0-7).wav and SystemDefaultAudioOnHold .wav files
found in the \i3\ic\Resources\folder on the CIC server.

e Copy the SystemAudioOnHold(0-7).wav and SystemDefaultAudioOnHold .wav files from \Installs\Additional Files\G.729 Audio
Files directory on the on the CIC 2015 R1 or later iso .file to the \i3\ic\Resources\folder on the CIC server.

o Alternatively, use the SystemDefaultAudioOnHold .wav file as Custom Audio under a Workgroup Transfer node in Attendant or
configure as the on-hold music audio source for workgroups in Interaction Administrator.

For more information, see Interaction Attendant help, and Audio Sources in Interaction Administrator help.

Get Host ID

Use the GetHostID utility to obtain the CIC server Host ID prior to a new CIC installation. The CIC server Host ID name is needed to
generate the CIC 4.0 license.
The GetHostlID utility is available:

o In the \Installs\Additional Files\GetHostID directory on the CIC 2015 R1 or later iso -file.

e On the Product Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx

261


https://help.genesys.com/pureconnect/secure/Downloads.aspx

CIC Database files

The CIC database files in the \Installs\Additional Files\SQL directory on the CIC 2016 R1 or later release and patch iso .files
contain:

o A zip file containing the scripts for manually creating SQL and Oracle databases for the latest release, plus a stored procedure
for purging Reporting data, a sample Oracle tablespace create script, and an index rebuilding script. For more information, see
"Database Server". The zip file is also available on the Downloads page at

https://help.genesys.com/pureconnect/secure/Downloads.aspx

e The IC Database Space Planning Spreadsheet. Use the IC Database Space Planning Spreadsheet to plan how much space will
be needed for the target size (initial data file size) of the CIC database for SQL Server and the IC data and index tablespaces for
Oracle. For instructions, see "Database Server".

PureConnect Documentation Library installation

The PureConnect Documentation Library contains all CIC help systems and documentation in a single searchable unit.

The PureConnect Documentation Library is installed on the CIC server as part of a new CIC server installation procedure as
described in "CIC server Installation".
You can view the PureConnect Documentation Library from:

e http://help.genesys.com/cic/

e The IC server from Start...Programs->PureConnect->Online Documentation->IC Documentation Library, after
completing the CIC server installation.

IC Survey System

Genesys recommends that you complete a Pre-Install survey prior to a new installation to compile all the installation and
configuration information needed for the customer site.

The results of the Pre-Install survey are stored in an IC Survey file on the CIC server. When you run the IC Setup Assistant as part of
a new installation, Setup Assistant will load and read the IC Survey file, and pre-fill the screens with the appropriate configuration
information. A completed survey enables installers to discover installation issues in advance of the actual installation. This makes
for a simplified installation process for all involved.

The IC Survey System is available in the \Installs\Additional Files\IC_Survey_System directory on the CIC 2015 R1 or later iso -file.
Double-click ICSurveyMenu.html and click New.

See "CIC server" for instructions on completing a Pre-Install survey. You may need to consult with the network administrator, email
administrator, database administrator, CIC system administrator, and other people at the customer site to gather the information.

IC System Handlers

IC System Handlers is a utility that contains the CIC handlers. You may find the IC System Handlers utility useful for migrating any
handler changes prior to applying CIC 2015 R1 or later releases.

The IC System Handlers install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select
the Off-Server Components tab, and check the appropriate checkbox. Run the IC System Handlers install on any computer other
than the CIC server.

SNMP

The SNMP service enables Network Management Systems (NMS) to monitor CIC and its subsystems for SNMP traps. A CIC
subsystem also monitors itself and other CIC subsystems for SNMP requests and traps.
CIC's Management Information Base (i3ic.mib), which contains IC-specific objects is available:

o In the SNMP directory \Installs\Additional Files\SNMP directory on the CIC 2015 R1 or later iso -file.

e On the Utilities and Downloads page at https://help.genesys.com/utilities-and-downloads.html.

If you are running SNMP on the CIC server, you must import and open the MIB file in the SNMP management application. This is
needed so that the SNMP management application can query the CIC server for information.

For more information, see "CIC server" and the C/C and SNMP Technical Reference in the PureConnect Documentation Library.
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CIC Language Packs and Prompt Packs
For information on supported languages in CIC, their current availability, and scope of localization for each language, see supported
languages in the CIC Language Pack Technical Reference.

Starting with 2019 R2, the CIC Language Pack and Prompt Pack installs are available on the CIC LanguagePacks .iso file on the
Product Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx . For CIC 2015 R1 through 2019 R1,

the CIC Language Pack and Prompt Pack installs are available on the on the CIC .iso file.

Run Install.exe from the \Installs directory on the Language Packs .iso share, select the Language Packs tab, and check the
appropriate checkbox(s).

For requirements, and installation and configuration instructions, see the C/C Language Pack Technical Reference and_CIC Prompt
Pack Technical Reference in the PureConnect Documentation Library.

IPA Integration with SharePoint

Starting with CIC 2015 R3, IPA Integration with SharePoint is end-of-life and removed from CIC.

CIC Integration with LiveLOOK

Starting with CIC 2016 R1, CIC Integration with LiveLOOK is end-of-life and removed from CIC.

CIC Integration with HEAT

Starting with CIC 2016 R3, CIC Integration with HEAT is end-of-life and removed from CIC.

CIC Integration with IBM Sametime

Starting with CIC 2016 R1, CIC Integration with IBM Sametime is end-of-life and removed from CIC.

CIC Integration with Microsoft Lync

Starting with CIC 4.0 SU 2, the CIC Integration with Microsoft Lync (Telephony and Embedded Client Plugin) is available.
This component is installed automatically when you install the CIC server and IC User Applications.

Starting with CIC 4.0 SU 3, the following CIC Integration with Microsoft Lync components are available:
e Lync Presence Integration Service. For more information, see the Lync (Skype) Integration page at
https://help.genesys.com/pureconnect/desktop/lync_integration_landing.htm.
e Lync Company Directory/Directory Merging. This component is installed automatically when install the CIC server and IC
User Applications.

For more information

For more information, see:

e The the Lync (Skype) Integration page at https://help.genesys.com/pureconnect/desktop/lync_integration_landing.htm.
o The CIC Integration to Microsoft Lync Administrator's Guide in the Technical Reference Documents section of the PureConnect
Documentation Library.

CIC Integration with Remedy and Remedy IVR

Starting with CIC 2016 R2, CIC Integration with Remedy end-of-life and removed from CIC.
Starting with CIC 2015 R3, CIC Integration with Remedy IVR is end-of-life and removed from CIC.
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CIC Integration with Workforce Management

Starting with CIC 4.0 SU 2, CIC Integration with Workforce Management is available.

The CIC Integration with Workforce Management Integration install and related files are available on the CIC 2015 R1 or later .iso
file. Run Install.exe from the \Installs directory, select the Integrations tab, and check the appropriate checkbox.

For more information

For more information, see the CIC Integration to Workforce Management Historical and Real-Time Adherence Technical Reference
in the Technical Reference Documents section of the PureConnect Documentation Library.

CIC Scheduled Reports

Starting with CIC 4.0 SU 2, CIC Scheduled Reports is available.

The CIC Scheduled Reports installs and related files are available on the CIC 2015 R1 or later .iso file. Run Install.exe from the
\Installs directory, select the Off-Server Components tab (available in this location starting with CIC 2015 R2), and check the
appropriate checkbox.

For more information

For more information, see:
e The Scheduled Reports page at https://help.genesys.com/pureconnect/desktop/scheduled_reports_landing.htm .

e The CIC Scheduled Reports Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.

Interaction SIP Bridge installation

Starting with CIC 4.0 SU 2, Interaction SIP Bridge is available.

Starting with CIC 2015 R1, Interaction SIP Bridge is installed during the IC User Applications (32-bit or 64-bit) installation on remote
workstations.

For more information

For more information, see:

o The Interaction SIP Bridge Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.

e "Client Workstation" and "Client Workstation Installations" in this document.
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Microsoft Outlook Interaction Desktop Add-in installation

Starting with CIC 4.0 SU 3, Microsoft Outlook Interaction Desktop Add-in is available. The Microsoft Outlook Interaction Desktop
Add-in supports 32-bit Microsoft Outlook 2010 SP1 only.

Note: Starting with CIC 2016 R1, Microsoft Outlook Interaction Client Add-in was renamed Microsoft Outlook Interaction
Desktop Add-in.

When you install the CIC server, a Microsoft Outlook Interaction Desktop Add-in plugin install is added to the IC User Applications
(32-bit and 64-bit) shares on the CIC server.

To install the Microsoft Outlook Interaction Desktop Add-in on client workstations running Microsoft Outlook, from the IC User
Applications (32-bit or 64-bit) share, run Setup.exe to install IC User Applications and select the Outlook Plugin for IC User
Applications.

For more information

For more information, see:

o The Microsoft Outlook Interaction Desktop Add-in Installation and Configuration Guide in the Technical Reference Documents
section of the PureConnect Documentation Library.

e "Client Workstation" and "Client Workstation Installations" in this document.

Interaction Media Streaming Server

Starting with CIC 4.0 SU 3, Interaction Media Streaming Server is available.

The Interaction Media Streaming Server install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs
directory, select the Off-Server Components tab, and check the appropriate checkbox.

For more information, see the Interaction Media Streaming Server Technical Reference in the Technical Reference Documents
section of the PureConnect Documentation Library.

Interaction Web Portal

Starting with CIC 4.0 SU 3, Interaction Web Portal is available.

The Interaction Web Portal install is available on the CIC 2015 R1 or later iso .file. Run Install.exe from the \Installs directory, select
the Off-Server Components tab, and check the appropriate checkbox.

For more information

For more information, see:
e The Interaction Web Portal page at https://help.genesys.com/pureconnect/desktop/interaction_web_portal_landing.htm.

o The Interaction Web Portal Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.

Interaction Marquee

Starting with CIC 4.0 SU 3, Interaction Marquee is available as a revised product in the PureConnect product line. Interaction
Marquee is available inside the Interaction Web Portal framework.

Interaction Marquee is automatically installed with Interaction Web Portal.

For more information

For more information, see:
e The Interaction Marquee page at https://help.genesys.com/pureconnect/desktop/interaction_marquee_landing.htm.

o The Interaction Web Portal Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.
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CIC Integration with Oracle Siebel

Starting with CIC 4.0 SU 3, CIC Integration with Oracle Siebel is available.

The CIC Integration with Oracle Siebel install is available on the CIC 2015 R1 or later .iso file. Run Install.exe from the \Installs
directory, select the Integrations tab, and check the appropriate checkbox.

For more information

For more information, see:

e The Siebel Integration page at https://help.genesys.com/pureconnect/desktop/seibel_integration_landing.htm.
o The CIC Integration to Siebel Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.

PureConnect Integration to Oracle Service Cloud

Starting with CIC 4.0 SU 3, PureConnect Integration to Oracle Service Cloud (formerly Oracle RightNow) is available.

Starting with the 2015 R2 release, the PureConnect Integration to Oracle Service Cloud installs and related files are available on
Integrations 2015 R2 or later .iso file, available under "Integrations" on the Downloads page at

https://help.genesys.com/pureconnect/secure/Downloads.aspx

Run Install.exe from the \Installs directory, and check the appropriate checkboxes.

For more information

For more information, see:
e The Oracle Service Cloud Integration page at

https://help.genesys.com/pureconnect/desktop/oracle_service_cloud_integration_landing.htm.
o The PureConnect Integration to Oracle Service Cloud Installation and Configuration Guide in the Technical Reference
Documents section of the PureConnect Documentation Library.

Interaction Center Web Services (ICWS) SDK

Starting with CIC 4.0 SU 6, Interaction Center Web Services (ICWS) SDK is available. The ICWS SDK is a REST API for web, mobile,
and desktop clients. The ICWS SDK includes:

e ICWS API documentation
e Example applications
e Language-specific libraries

For more information

For more information, see the Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx

IPA Stand-Alone Web Client

Starting with CIC 2015 R1, the IPA Stand-Alone Web Client is available. The IP Stand-Alone Web Client consists of the IPA Work Item
Client and the IPA Work Item Viewer. The IPA Stand-Alone Web Client files are in the CIC Web Applications download zip file on the
Download page at https://help.genesys.com/pureconnect/secure/Downloads.aspx

For more information

For more information, see:

e The CIC Web Applications Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.

e |Interaction Process Automation help.
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Interaction Connect

Starting with CIC 2015 R2, Interaction Connect is available. Interaction Connect is a browser-based interaction management client
application offering call control functionality, chat features, and status management. Interaction Connect files are in the CIC Web

Applications download zip file on the Product Downloads page at https://help.genesys.com/pureconnect/secure/Downloads.aspx

For more information

For more information, see:
o The CIC Web Applications Installation and Configuration Guide in the Technical Reference Documents section of the
PureConnect Documentation Library.
e Interaction Connect help.
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CIC Appliance .iso

The CIC Appliance 2015 R2 or later .iso file is available to download from the on the PureConnect Product Downloads page at

https://help.genesys.com/pureconnect/secure/Downloads.aspx

When you run Install.exe from the root directory of the CIC Appliance 2015 R2 or later .iso file, the components are available to
select.

w PureConnect Products = ” [=] |ﬁ|

The Following list of PureConnect products are available for this machine, Please dick the Install
button to apply the products,

[F]interaction Media Server 2015 R1
[T]Inkeraction SIP Proxy 2018 Rl

Installation Progress

[ Install J ’ Zancel

For more information

For more information, see the /nteraction Media Server Technical Reference in the Technical Reference Documents section of the
PureConnect Documentation Library.

ININProductinfo utility

Starting with CIC 2015 R3, the ININProductInfo utility is available.

The ININProductinfo utility gathers information about installed PureConnect products and system information, logs, and (optionally)
applied operating Knowledge Base updates and Windows Installer logs, to help PureConnect Customer Care and Testing teams
diagnose installation issues.

The ININProductinfo utility can be run as a console application or as a simply Ul application. After the utility has finished gathering
information, it creates a zip file containing the copied logs and generated reports, and writes the zip file to the desktop with the
name /ninproductinfo_<computerName>_<timestamp>.zip.

Following the 2015 R3 CIC server installation, the ININProductinfo utility is available in the \Utilities share on the CIC server.
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Crystal Report Import Utility

The Crystal Report Import Utility is available from the Utilities and Downloads page. It is a an easy-to-use wizard for importing a
new crystal report into the system using an .rpt file and user-friendly forms, run from IC Business Manager. This eliminates the need
to manually add a crystal report through Interaction Administrator using XML editing to populate the necessary metadata. For more
information, see the Crystal Report Import Utility Technical Reference. The posted download supports CIC 2015 R2 and later.

Genesys Cloud for PureConnect Integration

Genesys Cloud for PureConnect Integration enriches your CIC users' experience by using the power and data of PureConnect and
Genesys Cloud collaborative features. This integration enables PureConnect to consume services such as WebRTC, co-browse, and
Salesforce Object Routing from Genesys Cloud. For more information, see the Genesys Cloud for PureConnect Administrator's
Guide.
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Appendix A: OpenSSL Copyright

NOTICE
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/).
Copyright © 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this
software without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior
written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes software written by
Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). The implementation was written so as to
conform with Netscape's SSL. This library is free for commercial and non-commercial use as long as the following conditions are
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just
the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms except that the holder
is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed. If this package is used in a
product, Eric Young should be given attribution as the author of the parts of the library used. This can be in the form of a textual
message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)."
The word 'cryptographic’ can be left out if the routines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must
include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)."
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THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be changed. i.e., this code cannot
simply be copied and put under another distribution license [including the GNU Public License].
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Appendix B: Device Install Hint

This appendix describes the "Device/Install Hint" terms that appears after an SCR description in the CIC_release_summary.html file.
This file is generated with each patch release and provided on the Downloads page . The "Device/Install Hint" term appears in the
left column of the table, with the "Installation Program" name(s) that contain the SCR's code in the center column, followed by the
"Device" column which lists the server, workstation, or other computer where the install(s) need to be run to apply the fixed code.

In most cases, each "Device/Install Hint" is associated with one installation program that is installed on one type of
computer/device. In some cases, the Device/Install Hint indicates multiple installation programs are required to apply the code for
a particular SCR. In any case, you are required to run only the install(s) associated with the Device/Install Hint on the designated
device to apply a fixed SCR. Of course, all other fixes in the patch are applied as well, but you are not required to run all of the
current installs in a patch release if you do not need the updates for that device. You may use only the patch installs that you need.
However, our original best practice recommendation is to apply all of the patches in a release.

Device/Install Hint Contents Device
ASRServerNuanceRecognizer ASRServerNuanceRecognizer Speech Server
Central Campaign Server (CCS) Central Campaign Server (CCS) Dialer Server
CIC Web Applications (iConnect) CIC_Web_fpplications .zip e Web Server
Conference ICServer_IConferencePlugins Interaction Center Server
Dialer ODS (Outbound Dialer Server) Interaction Center Server
DialerServer* (Dialer Localization server-side)
Documentation CDocumentation Interaction Center Server or
Standalone
Edge EDGE-MediaServer Edge Server
EDGE-SIPProxy
Igateway
IceLibSDK_32bit IceLibSDK_32bit Developer Server
IceLibSDK_64bit IceLibSDK_64bit Developer Server
ICSystemHandlers ICSystemHandlers Developer Server
Interaction Center Server ICServer Interaction Center Server
InteractionFirmware (required to be installed with ICServer)
Interaction Scripter.NET ScripterNet Workstation
ScripterNet_LanguagePlugin (Scripter.Net localization)
IRExtremeQueryServer IRExtremeQueryServer IR Extreme Query Server
IRRemoteContentService IRRemoteContentService Standalone
IUpdate IUpdateProvider OR IUpdateClient Interaction Center Server or
Standalone
LoquendoASR LoquendoASR Speech Server
Media Server MediaServer Media Server
MediaStreamingServer_64bit
Migrator Migrator Interaction Center Server or
Media Server
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MrcpASRServer

MrcpASRServer

Speech Server

MSOutlook_IConferencePlugins

MSOutlook_IConferencePlugins

Workstation

Off-Server Session Manager
(OSSM)

SessionManager
ICSessionManager_DialerPlugins

SessionManager_IConferencePlugins

Off Server Session Manager
Server

Other

See Pre-Installation Instructions

ProcessAutomationServerv2

ProcessAutomationServerv2

Interaction Center Server or
Standalone

RenderServer

RenderServer

Standalone

RightNow/Oracle Integration

OracleServiceCloudintegrationService

Interaction Center Server

RTMServer

RTMServer

Interaction Center Server or
Standalone

Salesforce Desktop Integration

Salesforce Desktop Integration

Workstation

ScheduledReportsClient

ScheduledReportsClient

Workstation

ScheduledReportsServer

ScheduledReportsServer

Standalone

Server Language Packs

LanguagePack* (CIC Localization server-side)

Interaction Center Server

Siebellntegration

Siebellntegration

Siebel Server

SIPProxy SIPProxy Media Server, Edge Server or
Standalone

SOAPCOM SOAPCOM Standalone

SOAPListener SOAPListener Web Server

Status Aggregator Status Aggregator Standalone

VoiceXMLv2 VoiceXMLv2 Speech Server

Web Server - ICWebClientEdition | ICWebClientEdition Web Server
ICWebClient_LanguagePlugin (WebClient localization)

Web Server - InteractionConferenceWebServer Web Server

InteractionConferenceWebServer

Web Server - InteractionWebPortal Web Server

InteractionWebPortal

Web Server - SOAPListener SOAPListener Web Server

Web Server - WebAdministrator WebAdministrator Web Server

WFMRTAIntegration WFMRTAIntegration Standalone

Workstation - Business Manager
Apps

ICBusinessManagerApps
ICBusinessManagerApps_DialerPlugins

ICBusinessManagerApps_LanguagePlugin
(BusinessManagerApps localization)

Workstation

Workstation -
InteractionScriptAssist

InteractionScriptAssist

Workstation
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Workstation - Server Manager ICServerManagerApps_IConferencePlugins Workstation

Apps ICServerManagerApps_DialerPlugins

ICServerManagerApps_LanguagePlugin* (ServerManagerApps
localization)

eFAQ_Integration (integrates ICServerManagerApps (IA) with
the 2.3.1 eFAQ Server)

Workstation - User Apps ICUserApps_32bit Workstation
ICUserApps_64bit
InteractionDesktopOutlookAddin

ICUserApps_LanguagePlugin* (UserApps localization)
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Change Log

Date Change

14- "Mail System", under "Lotus Domino server", added new section "Lotus Domino/Notes support limitations".

December-

2011

25-January{Updated Copyright information.

2012 "Client Workstation Installations”, under "IC Server Manager Applications", updated screenshot of Custom Setup
screen in IC 4.0 SU1. IPA is now a child feature of IC Server Manager and is not listed separately in the Custom Setup
screen.

02-March- ["Optional Installations and Additional Functionality", updated "IC Language Packs and Prompt Packs" section for

2012 additional information about Language Packs released with IC 4.0 SU1.

14-March- ['IC Server", updated "Set up your IC 4.0 installation media" to clarify explanation in the "Service Updates" section.

2012

29-March- |'Client Workstation", added section on localized client workstation applications and requirements.

2012

29-March- ['Client Workstation Installations":

2012 - Updated "Workstation application install share directory contents” section for changes made in IC 4.0 SU1 for Client
Language Plugins and new Setup.exe.

- Updated "Install IC User Applications (32-bit and 64-bit)" for changes made in IC 4.0 SU1 for Client Language Plugins
and new Setup.exe.
- Updated "Install Interactive Update Client" for changes made in IC 4.0 SU1 for new Setup.exe.

31-May-  ['IC Server", updated entire "Anti-virus requirements and best practices" section.

2012

01-June- |[Updated the following for change in default protocol from TCP to UDP in IC 4.0 SU1:

2012 "IC Setup Assistant”, the "SIP Lines and Default Registration Group" section.

"Post-Installation Configuration®, the "Configure SIP lines" section.

03- "Database Server", updated "Supported SQL Server versions" to include support for Microsoft SQL Server 2012 in IC 4.0

October- [SU 2 and later.

2012

03- IAdd note in the following that explains why change in default protocol from TCP to UDP in IC 4.0 SU1 was made:

gg_'ltgber- - "IC Setup Assistant", the "SIP Lines and Default Registration Group" section.
"Post-Installation Configuration®, the "Configure SIP lines" section.

03- "Fax Support”, updated the_Interaction Media Server faxing section to be up to date with changes made in the

October- |/nteraction Media Server Technical Reference.

2012

03- "IC Setup Assistant" in the "Configure role memberships" section, noted that the Interaction Mobile Office role was

October- [removed in IC 4.0 SU 1.

2012

03- "Optional Installations and Additional Functionality”, added sections for the following new feature installations

October- jincludedin IC 4.0 SU 1 and IC 4.0 SU 2: IPA Integration with SharePoint, IC Integration with LiveLOOK, IC Integration

2012 with HEAT, IC Integration with IBM Sametime, IC Integration with Microsoft Lync, IC Integration with Remedy, IC
Integration with Salesforce.com, IC Integration with Workforce Management, and IC Scheduled Reports.
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03- Updated the following for support for Microsoft Exchange Web Services-based integration in IC 4.0 SU 2:
gggber— "Mail System": Revised section on Microsoft Exchange with two subsections: "Microsoft Exchange Web Services-
based integration" and Microsoft Exchange MAPI-based integration.

"Client Workstation": Updated "E-mail client” section for Microsoft Outlook and Microsoft Outlook Web Access.

"IC Setup Assistant": Updated "Select Mail Provider" and "Mail Provider Summary" screen descriptions. Added

"Exchange Configuration" screen description.

"Post-Installation Configuration": Updated "Complete mail configuration" section.

10- "IC Server", updated "IC Server minimum hardware requirements" with a note that the minimum disk requirements may
December- [be higher for sites that require increased tracing.

2012

10- "Getting Started", updated "IC 2.4/3.0 to 4.0 migrations" for latest information on the migration package.

December-

2012

12- Updated the following for support for MRCP ASR in IC 4.0 SU 3:

23.? 2e ek "Additional Servers": Updated "ASR Servers" for MRCP support.

"IC Setup Assistant": Updated "Speech Recognition" for MRCP option.

"Optional Installations and Additional Functionality": Updated "ASR Server" for MRCP support.

12- "Client Workstation” for Interaction SIP Bridge (added in IC 4.0 SU 2) and Microsoft Outlook Interaction Client Add-in
December- |(added in IC 4.0 SU 3).

2012

12- "Client Workstation Installations" for Interaction SIP Bridge (added in IC 4.0 SU 2), Microsoft Outlook Interaction Client
December- |Add-in (added in IC 4.0 SU 3), and changes made to Setup.exe in IC 4.0 SU 2.

2012

18-January{'Optional Installations and Additional Functionality" for installs added as new features in IC 4.0 SU 3.

2013

30-January-{Updated the following for support for Interaction Speech Recognition in IC 4.0 SU 3 (trial license only):

s "Additional Servers": Updated "ASR Servers" for Interaction Speech Recognition support.

"IC Setup Assistant": Updated "Speech Recognition" for Interaction Speech Recognition support.

"Optional Installations and Additional Functionality": Updated "ASR Server" for Interaction Speech Recognition support.
30-January{'IC Setup Assistant" in "Select IC Optional Components" for option for Director Monitored Server added in IC 4.0 SU 3.
2013
05-March- [Updated the following to state that the Microsoft Outlook Interaction Client Add-in (added in IC 4.0 SU 3) supports 32-
2013 bit Microsoft Outlook 2010 SP1 only:

"Client Workstation"

"Mail System"

"Optional Installations and Additional Functionality"
07-August- Updated the following for supported ASR servers in IC 4.0 SU 4.

2013 "Additional Servers": Updated "ASR Servers".

"IC Setup Assistant": Updated "Speech Recognition".

"Optional Installations and Additional Functionality": Updated "ASR Server".
07-August- [Updated the following sections in "IC Setup Assistant" for changes in IC 4.0 SU 4:

s -'SIP Lines and Default Registration Group": Update to DNS SRV Domain Name description.

- "Re-run IC Setup Assistant": Added note to Identity re-run task about verifying mail connector configurations.
07-August- [Removed references to Interaction Conference Media Server. Distributed Conferencing on Interaction Media Server,
2013 available in IC 4.0 SU 4 and later, replaces the need for Interaction Conference Media Server.
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07-August- ['Client Workstation" and "Client Workstation Installation” for Windows 8 support, available in IC 4.0 SU 3 and later.
2013
07-August- ["Mail System" for:
2013 - Microsoft Exchange 2013 support (EWS only), available in IC 4.0 SU 4 and later.
-Novell GroupWise 2012 support available in IC 4.0 SU 4 and later.
-Generating GroupWise Trusted Application Key File using Novell ConsoleOne Instead of the IC Trusted Application
Installer.
-Added to the "Configure IC for Interaction Message Store" section that IMS quotas for storage space and message
count for user, roles, and workgroups are configured in the Interaction Administrator mail container in IC 4.0 SU 4 and
later.
07-August- ['Post-Installation Configuration" for new section "Enable Switchover replication for mail interactions" for Mail
2013 Interaction Recovery Enabled server parameter available in IC 4.0 SU 3 and later.
21-August- |'Optional Installations and Additional Functionality" for installs added as new features in IC 4.0 SU 4.
2013
21-August- ['Post-Installation Configuration" in the "Configure SIP Lines" section to cover changes made to SIP Line Configuration
2013 in IC 4.0 SU 3 and later.
21-August- ['Database Server" for supported Oracle versions.
2013
11- "Additional Servers" in the "Directory server” section for Windows Server 2012 forest and domain functional level
November-[support
2013
16-January{Updated the following for support for AudioCodes managed IP phones in IC 4.0 SU 5 and later:
2014
0 "IC Setup Assistant”, "Select IC optional components" for TFTP server configuration.
"Post-Installation Configuration”, "Create managed IP phones and associated SIP stations”.
05- "Mail System" for Microsoft Exchange Online 2013 support in IC 4.0 SU 5 and later.
February-
2014
05- "Additional Servers" for supported TTS servers in IC 4.0 SU 5 and later.
February-
2014
05- Updated the following for supported ASR servers in IC 4.0 SU 5 and later:
February- | .. .
0014 Additional Servers
"Optional Installations and Additional Functionality"
07-April-  |[Made the following updates to "Database Server":
2014
0 - "Supported Oracle versions": Added note and KB article reference about known issues with Oracle client 11.2.0.10.
- Removed "Manual data purges” section per request from as the stored procedures are no longer provided.
07-April- ['Post-Installation Configuration," updated "Enable Switchover replication for mail interactions," to add the parameter
2014 value.
07-April-  ['Client Workstation Installations," updated "Install IC Server Manager Applications"” section with recommendation to
2014 use one of the actual IC server names instead of DNA record for Switchover environments.
14-May-  ['Fax Support" for T.30 digital fax protocol, available in IC 4.0 SU 6 and later.
2014
14-May-  ['IC Setup Assistant," in "Re-run IC Setup Assistant," updated the "Rename DS" section to mention configuration for
2014 Switchover added in IC 4.0 SU 5.
14-May-  ['Optional Installations and Additional Functionality," added new section for "Interaction Center Web Services (ICWS)
2014 SDK," available in IC 4.0 SU 6 and later.
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03- Updated documentation to reflect changes required in the transition from version 4.0 SU# to CIC 2015 R1, such as
October- |updates to product version numbers, system requirements, installation procedures, references to Interactive
2014 Intelligence Product Information site URLs, and copyright and trademark information.
05- Updated the following to add Microsoft KB article for Windows Server 2012 R2 and Windows 8.1 support:
g&v:mber- "IC Server," in "IC Server software requirements."
"Client Workstations," in "Client workstation requirements."
05- "Optional Installations and Additional Functionality," added new section for "IPA Stand-Alone Web Client," available in
November-(CIC 2015 R1.
2014
05- Updated Copyright page for 2015.
November-
2014
05- "Mail System" for the following change:
November- - . .
0014 -Moved content from existing Exchange Web Services Support for IC Technical Reference.
-Moved content on Exchange MAPI into a new Exchange MAPI Support for IC Technical Reference.
05- Updated the following for new CIC Integration with Gmail with support for OAuth 2.0 in CIC 2015 R2 and later:
November- "Mail Svstem"
0014 ail System
"IC Setup Assistant"
"Post-Installation Configuration”
14-January-{Updated the following for changes to Reporting in CIC 2015 R2 and later for support for Crystal Reports 2013 and
2015 removal of Historical Reporting:
"Client Workstation”
"Database Server”
"Client Workstation Installations”
14-January-{'Database Server," updated "Supported Oracle server versions" for Oracle 12¢ support in CIC 2015 R1 and later.
2015
14-January-'IC Server Installation," updated all screenshots for a CIC 2015 R2 installation, and changed order of installation due to
2015 Install.exe prompt for license file in CIC 2015 R2 and later.
14-January-{'Media Servers" for CIC Appliance .iso, available in CIC 2015 R2 and later.
2015
14-January{'Optional Installations and Additional Functionality," for the following changes:
201
015 -New section "Interaction Connect", available in CIC Web Applications in CIC 2015 R2 or later.
rUpdated "Optional installations and additional files on the CIC installation media" for changes in the CIC 2015 R2.
-New section "CIC Appliance .iso (Interaction Edge)."
rUpdated "IC Scheduled Reports" for CIC 2015 R2.
rUpdated "IC Integration with Oracle RightNow" to "IC Integration with Oracle Service Cloud" and location on
Integrations .iso for 2015 R2.
03-April- |[Updated document to reflect changes required in the transition from Interaction Client .NET Edition to Interaction
2015 Desktop in CIC 2015 R3 and later.
03-April- [Updated "Optional Installations and Additional Functionality," for the following changes:
2015 - "IPA Integration with SharePoint" for end-of-life starting with CIC 2015 R3.
- "IC Integration with Remedy and Remedy IVR" for Remedy IVR end-of-life starting with CIC 2015 R3.
- New section "ININProductInfo utility" for the CIC 2015 R3 release.
03-April-  ['Mail System," in "Configure CIC for Exchange Web Services (new installations)," updated the Domain Properties dialog
2015 box screenshot and related information.
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03-April- [Updated Copyright page.
2015
27-April-  ['Mail System," updated "Migrate from Exchange MAPI to Exchange Web Services (existing installations)" to add a
2015 warning that the procedure must be performed on both servers in a switchover pair.
19-June- ['IC Server," updated "IC Server software requirements” to mention ASP.NET requirements if Interactive Update Provider
2015 is on the IC Server.
30-June- ['Client Workstation," updated "Client workstation software requirements"” to include support for 32-bit as well as 64-bit
2015 for Windows 8 and Windows 8.1.
06-August- [Updated references to "Lotus Domino/Notes" to "IBM Domino/Notes" in this guide.
2015 Updated the following for support for IBM Domino/Notes 9, available in CIC 2015 R4 and later:
"Client Workstation" in "Email client".
"Mail System," in "Supported Mail systems," "Supported IBM Domino servers," and "Install and configure the Notes
client on the IC Server."
06-August- [Updated "Client Workstation," to add a "Web browser requirements" section.
2015
04- Updated the document for rebranding in CIC 2016 R1 and later, including updated screenshots where applicable.
October-
2015
04- Updated the document, specifically "Client Workstation," "Client Workstation Installations, " and "Optional
October- |[Installations and Additional Functionality” for removal of Interaction Client .NET Edition and renaming of Microsoft
2015 Outlook Interaction Client Plugin to Microsoft Outlook Interaction Desktop Plugin in CIC 2016 R1 and later.
04- Updated "IC Server Installation” for changes to Install.exe to speed up deployment time in CIC 2016 R1 and later.
October-
2015
04- Updated "Optional Installations and Additional Functionality," for the following changes:
gg_'lcgber- - Added new section "Trust off-host certificates following off-server installations."
- "IC Integration with LiveLOOK" for end-of-life starting with CIC 2016 R1.
- "IC Integration with IBM Sametime" for end-of-life starting with CIC 2016 R1.
- "IC Database files" for zip file containing SQL and Oracle DB scripts for each release and patch on the CIC .iso,
starting with CIC 2016 R1. The zip file is also posted on the Downloads page on the Product Information site.
06- Updated "Database Server" in "IC database configuration options for SQL Server” and "IC database configuration
October- |options for Oracle" for " for zip file containing SQL and Oracle DB scripts for each release and patch on the CIC .iso,
2015 starting with CIC 2016 R1. The zip file is also posted on the Downloads page on the Product Information site.
06- Updated the following for Microsoft .NET Framework 4.5.2 requirement for IC Server, IC User Applications, and IC
October- [Server Manager Applications in CIC 2016 R1 and later:
AU "IC Server," in "IC Server software requirements”
"Client Workstation," in "Software requirements”
"Client Workstation Installations," in "IC User Application requirements" and "IC Server Manager Requirements."
06- Updated "Optional Installations and Additional Functionality,” for the following changes:
;gqgrary- - "IC Integration with Remedy" for end-of-life starting with CIC 2016 R2.
- "Interaction Process Automation” for PASv2 off-server install available in CIC 2016 R2 or later.
- Added new sections "Crystal Report Import Utility" and "Database Schema Change Library."
06- Updated "Database Server," for the following changes:
;g?zrary- In "SQL Server," added new section "Use Active Directory Accounts with SQL SQL Server".

- Added new section "Database Schema Change Library."
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06- Updated "Mail System" in "Supported mail systems" and "Exchange Web Services requirements" for support statement
Janurary- [that starting with CIC 2016 R2, the minimum supported Exchange version for Exchange Web Services is Exchange 2010
2016 SP2.
06- Updated "IC Server Installation” for a new CIC 2016 R2 installation. Updated "Step 10: Interactive Update Provider
Janurary- [install" for new Interactive Update Provider location for database file selection in Interactive Update 2016 R2 and later.
2016
09-March- [Updated "Client workstation" for the following changes:
201
016 HIn "Client workstation software requirements," added support for Windows 10 in CIC 2016 R2 and later and updated
LNET Framework requirements for Windows 10.
Hin "Web browser requirements," added support for Microsoft Edge in CIC 2016 R2 and later.
21-March- |Additional update to "Client workstation software requirements" in "Client workstation" for Windows 10.
2016
25-March- |{Updated "Mail System" for Microsoft Exchange 2016 support in CIC 2016 R1 and later.
2016
07-April- |[Updated "Optional Installations and Additional Functionality," for the following changes:
oo - "PureCloud for CIC Integration” available in CIC 2016 R3 or later.
- "IC Integration with HEAT" for end-of-life starting with CIC 2016 R3.
07-April- [Updated the following sections for support for Microsoft SHA-256 certificates on Windows 2008 R2 and Windows 7
2016 systems running Interactive Intelligence products that use the QoS driver:
"IC Server," updated "IC Server software requirements."
"Media Server," updated "Requirements and installation."
"Client Workstation," "Client workstation software requirements."
"IC Server Installation,” updated "Step 5: IC Server install."
"Client Workstation Installations", updated "Install IC User Applications (32-bit and 64-bit)."
11-May-  ['IC Server," in "Pre-Windows OS installation configurations," updated the "Drive partitions and RAID" section to
2016 recommend a minimum 120 GB for the operating system instead of 60 GB.
25-May-  |In "Client Workstation," in "Client workstation hardware requirements," updated "Interaction Optimizer in IC Business
2016 Manager" requirements and linked to Interaction Optimizer Requirements and Limitation Overview document.
13- Updated the following:
ggﬂember-"Ma“ System" updated note in "Supported mail providers for SSL/TLS" section.
"Mail System" added note about "Single-User" install to step 1 of Install and configure the notes client on the IC server.
"Optional Installation and Additional Functionality", updated "Interaction Process Automation" section with information
about PASV2 is only version of Process Automation Server install on CIC server starting with CIC 2017 R1.
07- Updated Database Server, Supported SQL Server versions to include Microsoft SQL Server 2016.
December-
2016
16-March- [Updated "Mail System", "Supported mail systems" to include a link to Microsoft Exchange and Outlook Software
2017 Requirements and Testlab recommended mail systems.
25-April- [Updated Mail System, Exchange Configuration to include description of Enable SCP Lookup option.
2017
25-April- [Updated "IC Server Installation" to include a new step 7 Interaction Text-to-Speech install.
2017
28-April-  [Starting with CIC 2017 R4, Salesforce Web integration, Interaction Client Web Edition, and Interaction Mobile Web
2017 Client were removed from existing CIC installations and are no longer installed with new CIC installations.
03-May- [Updated Mail System, Exchange Web Services requirements section from Microsoft .NET Framework 4.0 to 4.5.2 or
2017 later.
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31-May-  [Updated Database Logging, About PMQ section to include note that PMQ does not support processing files from a

2017 previous version.

11-July-  [Updated Microsoft .NET Framework 4.5.2 requirement to Microsoft .NET Framework 4.5.2 or later.

2017

10-August- [Updated Setup Assistant to include Certificate Signing Options.

2017

26- Rebranding- terminology, product names, screen captures, title and Copyright page.

Septmber-

2017

28- Updated requirements to include Windows Server 2016.

November-

2017

08- \Verified Client Workstation Software Requirements section for minimum Windows OS requirements and added link to

December- [Testlab

2017

23-January{Updated requirements to remove Windows Server 2008.

2018

02- IAdded Microsoft Office 365 to Supported Exchange servers and Supported mail system.

February-

2018

27- Conversion to HTML. Renaming duplicate topics.

February-

2018

28- Updated testlab links to testlab.genesys.com

February-

2018

26-April- |Added important note for My Quality Results view in Interaction Connect using HTTPS certificates signed by a third-

2018 party certificate authority - added this important note to Interaction Recorder and Interaction Screen Recorder topic
and Interaction Recorder Remote Content Service topic under Optional Installations and Additional Functionality.

01-June- [Updated requirements for Microsoft .NET Framework 4.7.

2018

25-July-  |Removed software requirements that duplicate information on System Software Requirements page in doc library.

2018 Provide link to page in doc library.

15-August- [Updated Certificate Signing Options in IC Setup Assistant to include Windows Certificate Store option.

2018

28-August- [Updated topics to indicate that PureConnect no longer supports Microsoft Exchange MAPI-based integrations as of

2018 the 2016 R2 release. Use Microsoft Exchange Web Services-based integration as the alternative to the Microsoft
Exchange MAPI-based integration. The options for configuring Microsoft Exchange MAPI-based integrations remain
visible in Interaction Administrator but setting the options no longer enables Microsoft Exchange MAPI-based
integrations.

17- Updated License Management System link to Activation File Management Tool link.

(z)g;cgber- Updated KB links from inin.com to genesyspartner.force.com.

19- Updated for the addition of Genesys phones.

December-

2018

12- Updated link to Genesys University website in "Administrative skills needed for CIC system" topic

February-

2019
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19- Updated topics to indicate separate language pack prompt pack .iso

February-

2019

26- Removed references to Exchange 2007.

February-

2019

05-March- |[Removed Microsoft Internet Explorer 11 from software requirements. Removed reference to Interactive Intelligence
2019 on System Requirements page. Updated links to testlab.

13-March- [Removed links to Localization page. Added links to Language Pack TR instead.

2019

16-May- [Updated Create Signing Requests and Import Third-party Signed Certificate topic to add Edit button instead of ellipsis
2019 button.

21-May-  |Added Appendix B: Device Install Hint.

2019

22-May-  |Added info from PureConnect Releases and Patches page.

2019

21-June- |Updated for Interaction Firmware Part 1 and Part 2 installs in Step 3: Run Install.exe and in Step 8: Interaction Firmware
2019 install topic.

12-July-  [Fixed link to Virtualization TR in CIC System Hardware Requirements.

2019

02-August- [Reorganized the content only, which included combining some topics and deleting others that just had an introductory
2019 sentence such as, "In this section...".

16-August- [Added mini toc to Release updates topic. Added link to step 1 in Step 11 of CIC server installation. In Group Policy
2019 deployment topic, removed referenced to KB article Q145410357000370.

19- IAdded note to Oracle ODBC Driver Oracle client topic about ORACLE_HOME environment variable. Updated Database
September-Requirements in Software Requirements - added Oracle 12.2, removed Oracle 11g.

2019

11- Updated inin.com and testlab addresses.

October-

2019

23- Updated Speech Recognition Engine (ASR) section to include Nuance Recognizer 11.0.3. Updated Text to Speech
October- [Engine (TTS) section to include Nuance Vocalizer 7.2.7.

2019

7- IAdded note to Software Requirements that PureConnect 2019 R3 is the last release to support Microsoft SQL Server
November-[{2008 R2.

2019

10- IAdded that print spooler must be running to install fax printer driver to "IC User Applications install - Fax components”
December- topic and "Fax installation and configuration on the CIC server" topic.

2019

11- Removed statement about restart is required for server parameter in "Enable Switchover replication for mail
December-finteractions” topic.

2019

10-January-{Updated "Minimum" and "Recommend" memory requirements for IC User Apps, ICBM Apps, and ICSM Apps in the CIC
2020 System Hardware Requirements topic.

14-January{Updated "Create signing requests and import third-party signed certificate" topic and "Certificate signing option

2020 screen” topic with Ul changes to Setup Assistant for certificates.
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28- Updated requirements to include Windows Server 2019.

February-
2020
28- Updated requirements to include Windows Server 2019.
February-
2020
09-March- | Fixed link to Transition to Interaction Desktop Administrator's Guide in the Interaction Desktop installation topic. Per
2020 feedback, added a link to Install IC User Applications (32-bit and 64-bit) topic.
02-April- | Updated references to Genesys education.
2020
Added note to Teaming Network Interfaces topic about issues with Media Server licenses and MAC addresses.
28-April- | Updated links from my.inin.com to new locations.
2020

04-May- Updated Supported fax platforms: T.39 and T.30 (fax over IP) to include new option.
2020

03-June- Most, if not all, customers have already migrated from CIC 2.4/3.0 to a later release. Therefore, changed the
2020 following:
e Removed "CIC 2.4/3.0 to 2015 R1 or later migrations" section.

e Changed the link to the "Migration" page in the PureConnect Documentation Library to point to the Interaction
Migrator Technical Reference in the following:

o CIC Database Configuration

o CIC Database Configuration options for SQL Server

o CIC Database Configuration options for Oracle

05-June- | Updated Install Microsoft .NET Framework 3.5.1 procedure.

2020

14-July- Updated Database Schema Change Library to include procedure and new link.

2020

27-August- | Replaced PureCloud references with Genesys Cloud.

2020
Updated /13/IC directory paths and shares table to include single entry for language subdirectories
“\I3\IC\Resources\i3ca\<LanguagelD>".

08- Added Microsoft SQL Server 2019 in Software Requirements topic.

November-

2021

0- e Added a new topic for 'Update to OpenSSL 3.0'.

October- e Updated the Step5 of 'CIC Server Installation' with the new installer screen and message.

2023 o Updated the support of operating system 'Microsoft Windows 11 (64-bit)".
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