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Abstract

CIC systems can reduce initial IP phone configuration time and ongoing

maintenance with "managed IP phones". A provisioning subsystem

manages all IP phone configuration in Interaction Administrator, updates

manufacturer-specific firmware, and manages resetting phones as

needed. This document describes all aspects of Polycom phone,

Interaction SIP Station | & II, SIP Soft Phone, and AudioCodes phone
implementation including configuring the network for managed IP

phones, creating multiple managed IP phones and associated SIP

stations, advanced configuration, boot and provision sequences, and

troubleshooting.
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About this guide

This guide is for partners, planners, implementers, administrators, and others who plan to implement and maintain managed IP
phones for a CIC system. The managed IP phones implementation is a post-installation procedure that follows the CIC server
installation.

New CIC distribution model

The CIC product suite has a new distribution model with new naming, faster release cycles, and higher quality. The new distribution
model is based on the mainline continuous development of CIC 4.0, expressed in the 20 ## R# Patch# format.

e CIC 4.0 SU 6 was the last release using the older model. CIC 2015 R1 is the first release of the new distribution model.
e Each CIC 2015 R1 or later release functions as a new CIC installation and as an update to existing CIC installations.
e You can apply CIC 2015 R1 or later to any CIC 4.0 SU.

For more information, see the Product Information site at https://my.inin.com/products/cic/Pages/Releases-and-Patches.aspx.

Note:

For the purposes of this guide, CIC generally refers to CIC 2015 R1 or later, acknowledging that it is based on the continuous
development of CIC 4.0. Specific release/version numbers are provided as needed, for example when discussing migrations or
when a feature was introduced.

New CIC installations

This guide covers creating managed IP phones as part of a new CIC installation.

CIC 2.4/3.0 to 2015 R1 or later migrations

The CIC 2.4/3.0 to CIC 2015 R1 or later migration package contains the tools and documentation to guide you through the process
of migrating existing CIC 2.4/3.0 systems to CIC 2015 R1 or later. To download the latest versions of the migration tools and
documentation, see the CIC 2.4/3.0 to CIC 2015 R1 and later migration package page on the Product Information site at

https://my.inin.com/products/cic/Pages/Migrations.aspx.

The CIC Migration Guide, included with the migration package, includes the procedures for migrating CIC 3.0 managed IP phones
from a CIC 3.0 system to a CIC 2015 R1 or later system.
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CIC provisioning subsystem

The CIC provisioning subsystem on the CIC server manages the configuration of Polycom phones, Interaction SIP Station | and Il
phones, SIP Soft Phones, AudioCodes phones, and Genesys phones for the purpose of reducing initial IP phone configuration time
and ongoing maintenance. The CIC provisioning subsystem manages the CIC features available on each phone, and also updates
the firmware and manages resetting the phones as needed.

The Managed IP Phones container in Interaction Administrator contains all Polycom phones, Interaction SIP Station phones, SIP
Soft Phones, AudioCodes phones, and Genesys phones that the CIC provisioning subsystem manages. The Managed IP Phones
container also contains templates to create managed IP phones and the SIP stations associated to each, and registration groups
for organizing phones according to the sources of registration data.
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The CIC provisioning subsystem allows administrators to complete the following tasks in Interaction Administrator:

e Set Polycom, Interaction SIP Station | and Il, SIP Soft Phone, AudioCodes, and Genesys model templates with feature sets.

e Create individual managed Polycom phones, Interaction SIP Station I and Il phone, SIP Soft phones, AudioCodes phones, and
Genesys phones.

e Create multiple managed IP phones for Polycom phones; Interaction SIP Station | and Il phones; SIP Soft Phones; AudioCodes
phones; and Genesys phones from CSV files, and migrate existing Polycom phones to managed IP phones.

o Alter feature sets on Polycom, Interaction SIP Station | and Il, SIP Soft Phones, AudioCodes phones, and Genesys phones. On
the next reboot, the phones pull the updated configuration files automatically.

e Schedule an after hours reboot for one or multiple Polycom phones, Interaction SIP Station phones | and Il, SIP Soft Phones,
AudioCodes phones, and Genesys phones.

e Manage and distribute appropriate firmware versions to Polycom phones, Interaction SIP Station | and Il Phones, AudioCodes
phones, and Genesys phones.

For more information, see the Polycom Administration, Interaction SIP Station | and Il Administration, SIP Soft Phone
Administration, AudioCodes Administration, and Genesys Phone Administration sections in this guide.




Supported managed IP phones

Polycom phones

This section summarizes managed IP phone support for Polycom phones in new installations and migrations and provides
references for more detailed information.

Supported Polycom models and firmware

For the latest supported Polycom phone models and firmware, see Polycom firmware for supported and EOL phones.

For the latest Polycom phone models and firmware that Genesys tested, see the TestLab site at
https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.

New Installations: Polycom phones

Genesys recommends that you create managed IP phones for Polycom phones using a CSV list as part of your new CsIC
installation to manage those phones more easily and efficiently. For more information, see Create multiple managed IP phones.

Note:

Non-managed Polycom phones are also supported in CIC 2015 R1 or later. However, you won't gain any of the advantages that
managed Polycom phones offer.

Interaction SIP Station | and Il phones

The Interaction SIP Station | and Il are SIP-based devices designed for the contact center and enterprise environment that use power
over Ethernet with physical controls for volume, mute, on-hook/off-hook, and emergency/urgent speed autodial.

The Interaction SIP Station | and Il offer a low-cost alternative to basic IP phones, soft phones with USB headsets, and high-priced
high-end multimedia phone devices.

For contact center and enterprise users, Interaction SIP Station | and Il with Interaction Desktop and other CIC clients offer full-
featured call control.

The major differences between Interaction SIP Station I and Il are:

e Interaction SIP Station |, formerly "Interaction SIP Station", has Fast Ethernet ports, an emergency speed dial button, and
requires Power over Ethernet.

e Interaction SIP Station II, available in CIC 2015 R2 or later, has Gigabit Ethernet ports, a full dialpad, and the option of using a
power adapter or Power over Ethernet.

Interaction SIP Station | and Il work with the CIC provisioning subsystem and you configure them in Interaction Administrator in the
same way as Polycom phones, SIP Soft Phones, AudioCodes phones, and Genesys phones. You must implement each Interaction
SIP Station | and Il phone as a managed IP phone.

This section summarizes managed IP phone support for Interactive SIP Station | and Il phones in new installations and provides
references for more detailed information.

Interaction SIP Station hardware

For information about Interaction SIP Station | and Il phone hardware, see Interaction SIP Station | and I.

Supported Interaction SIP Station models and firmware

For the latest Interaction SIP Station | and Il phone models and firmware that Genesys supports, see Interaction SIP Station | and Il
firmware for supported phones.

For the latest Interaction SIP Station | and Il phone models and firmware that Genesys tested, see the TestLab site at

https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.
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New installations: Interaction SIP Station

Genesys recommends that you create managed IP phones for Interaction SIP Station | and Il phones using a CSV list as part of your
new CIC installation to more easily and efficiently manage those phones. For more information, see Create multiple managed IP

phones.

SIP Soft Phones

PureConnect's SIP Soft Phone is a standalone application that places and controls calls, providing SIP endpoint functionality. The
SIP Soft Phone application requires a USB headset to deliver audio to the user. You can use the SIP Soft Phone with Interaction
Desktop and other CIC clients.

The SIP Soft Phone application works with the CIC provisioning subsystem and you configure it in Interaction Administrator in the
same way as Polycom phones, Interaction SIP Station phones, AudioCodes phones, and Genesys phones. You must implement
each SIP Soft Phone as a managed IP phone.

New installations: SIP Soft Phone

Create a managed IP phone for each SIP Soft Phone as part of your new CIC installation using a comma-separated values (CSV)
list. For more information, see Create multiple managed IP phones.

AudioCodes and Genesys phones

Supported AudioCodes and Genesys models and firmware

For the latest AudioCodes and Genesys phones models and firmware that Genesys supports, see AudioCodes and Genesys
firmware for supported phones.

For the latest AudioCodes and Genesys phone models and firmware that Genesys tested, see the TestLab site at

https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.

For more information about the AudioCodes and Genesys phones, see the AudioCodes website at

https://www.audiocodes.com/solutions-products/products/ip-phones.
New installations: AudioCodes and Genesys phones
Genesys recommends that you create managed IP phones for AudioCodes and Genesys phones using a comma-separated values

(CSV) list as part of your new CIC installation to manage those phones more easily and efficiently. For more information, see
Create multiple managed IP phones.
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Managed IP phone network provisioning

This section summarizes managed IP phone network provisioning and provides references for more detailed information.

Standard procedure: Automated provisioning

CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server.
The goal for CIC Managed IP Phone provisioning is to automate it as much as possible so that it doesn't need user participation.

The two factors necessary to the success of automated provisioning are:

e Use a DHCP server (and DNS server for a Switchover pair).
The administrator sets the appropriate DHCP server records to configure the managed Polycom, Interaction SIP Station | and II,
SIP Soft Phone, AudioCodes, and Genesys network. If the CIC system uses a Switchover pair, the administrator must also set
two types of DNS records so that the phones switch to the active CIC server automatically when a Switchover event occurs.
For more information, see Configure the network for managed IP phones.

e Provide the MAC Address (Polycom, Interaction SIP Station | and Il, AudioCodes, and Genesys) or the Full Computer Name (SIP
Soft Phone) for each managed IP phone.
For an initial, new managed IP phone deployment, the administrator provides the MAC Addresses for Polycom phones,
Interaction SIP Station | and Il phones, AudioCodes phones, and Genesys phones, and the Full Computer Names for SIP Soft
Phones in a CSV list that imports to Interaction Administrator. (For more information, see Create multiple managed IP phones.)
When a managed IP phone contacts the provisioning subsystem to request configuration, the provisioning subsystem matches
the phone’s MAC address or computer name with an existing managed IP phone configuration, and it serves the configuration
to the device without any additional steps.

Manual provisioning (managed IP phones)

Manual provisioning of some or all managed IP phones are necessary in certain circumstances, for example:

e You didn't specify the MAC address or full computer name in Interaction Administrator configuration for some or all Polycom,
Interaction SIP Station | and Il, and/or SIP Soft Phones, AudioCodes phones, or Genesys phones.

Note:

In an implementation of new Polycom, Interaction SIP Station | and Il, SIP Soft Phones, AudioCodes phones, and/or
Genesys phones, the MAC address or full computer name may not be known at the same time the comma-separated values
(CSV) list is created.

e The CIC system has no DHCP server or it cannot access the DHCP server.
e Some Polycom phones, Interaction SIP Station | and Il phones, SIP Soft Phones, AudioCodes phones, and/or Genesys phones
are in remote locations.

Typically, an administrator with required permissions does the manual provisioning through the phone’s local user interface. In
some cases (for example, remote locations), users must do the manual provisioning. You do manual provisioning on each managed
phone's configuration.

For more information, see Complete the provisioning process (multiple managed IP phones).
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Managed IP phone creation methods

This section summarizes managed IP phone creation methods and provides references for more detailed information.

Create individual managed IP phones

Genesys recommends that you create one or more managed IP phones individually in the Interaction Administrator Managed IP
Phones container under the following circumstances only:
e For test purposes.
For more information, see Create individual managed IP phones for test purposes. Walk through the creation of an individual
managed IP phone so that you can explore the Managed IP Phone container and learn about managed IP phone configuration
before deploying multiple managed IP phones in new or upgrade installations.
e Post-implementation.
Create managed IP phones individually after the initial managed IP phone implementation as you add more managed IP phones
to the network.

Use Managed IP Phone Assistant to create multiple managed IP phones

The standard procedure for the initial managed IP phone implementation for a CIC installation is to create new managed IP phones
(Polycom, Interaction SIP Station | and Il, SIP Soft Phone, AudioCodes, and Genesys) using Managed IP Phone Assistant in
Interaction Administrator. Managed IP Phone Assistant is a wizard that simplifies the creation of multiple managed IP phones and
associated SIP stations.
To use the Managed IP Phone Assistant Import option to create multiple managed IP phones and associated SIP stations

1. Create one or more managed IP phone templates.

2. Create a CSV Managed IP Phone List based on 1) Template, or 2) Type, Manufacturer, and Model.

3. Runthe Managed IP Phone Assistant, choosing the Import option to import the CSV Managed IP Phone List.

For more information, see Create multiple managed IP phones.

11



Managed IP phones and SIP security

Polycom, SIP Soft Phone, Interaction SIP Station | and Il, AudioCodes phones, and Genesys phones support SIP line security
(TLS/SRTP) for SIP station-to-station calls and managed IP phone registration groups. TLS/STRP support for Interaction SIP Station
I and Il, AudioCodes phones, and Genesys phones is available in CIC 2016 R4 and later.

This document includes specific instructions for configuring managed IP phones and associated SIP stations for TLS/SRTP where
appropriate.

For more information about SIP security features and configuration, see the PureConnect Security Features Technical Reference in
the PureConnect Documentation Library, and the Interaction Administrator documentation.

12
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Basic Managed IP Phones Configuration

Configure the network for managed IP phones

This section describes how to configure the DNS and DHCP servers on the IP phone network for provisioning of each of the three managed IP
phone types, and provides additional network configuration specific to each type.

IP phone network requirements

This section describes the supported network protocols for managed IP phones and requirements necessary for completing the procedures
in this section.

Supported network protocols

CIC Managed IP Phones support the following network protocols:
e Domain Name System (DNS) protocol to specify a DNS domain for the voice VLAN, and for Switchover server pairs to resolve DNS
names for the two servers so that phones switch to the active CIC server automatically when a Switchover event occurs.
e Dynamic Host Configuration Protocol (DHCP) to reduce system administration workload, allowing the addition of voice VLAN devices to
the network with little or no manual configuration.

Before you begin IP phone network configuration

This guide assumes that you are familiar with DNS and DHCP server configuration and have required domain administrator permissions to
complete the network configuration procedures in this section.

Before starting the procedures described in this section, ensure that you:
e Set up and configured a VLAN for voice devices (configuration for managed IP phone procedures provided in this section).
e |Installed and configured a DNS server (configuration for managed IP phone procedures provided in this section).

e |Installed and configured a DHCP server for the VLAN for voice devices and set up a scope for your IP phone addresses (options for
managed IP phones provided in this section).

IP phone network architecture

The CIC network architecture is built around the concept of VLANs. A VLAN (Virtual-LAN) is a network within a network which you access by
tagging network traffic for that VLAN. Any network can have many VLANs and can allow for routing traffic between the VLANs as needed.
VLANS serve as a way to isolate certain devices from the general network (typically called the data VLAN). They also serve to isolate the
traffic from those devices from general view, whether by devices not on that specific VLAN or by malicious parties attempting to penetrate
the network.

It is important to isolate all the voice traffic in a CIC system onto a separate VLAN, typically called the voice VLAN. This means that all
devices that generate/pass on voice traffic need to exist on the voice VLAN. The devices includes the CIC Servers, phones, Media Servers,
Gateways, and Interaction SIP Proxies.

Accessing CIC Servers, Media Servers, and Proxies from the data VLAN allows for easy remote access. Giving servers access to both VLANs
complicates configuration, though, as they must have multiple NICs (Network Interface Controllers) and proper DNS/DHCP configuration on
both VLANs. The configuration can become more complicated when including remote sites.

The diagrams in this section show the ideal configuration for the network over multiple offices, but your actual configuration can differ. For
instance, although the Managed Proxy and Media Server for a remote office are shown as two distinct servers, in some cases it is appropriate
to have them share the same physical device.

The following diagram shows a wide view of a typical network configuration for managed IP phones.

13
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Each site, including the home office, needs access to the voice VLAN over the WAN, and each site needs its own DHCP and DNS servers. An
exception is very small offices that can use the DNS and DHCP servers of the home office over the WAN. However, it increases WAN traffic

so, if possible, you should avoid. Also, any sites that have Interaction SIP Station | and Il deployed must have a DHCP server on both the voice
VLAN and the data VLAN.

The following diagrams show basic home office and remote office network architecture.
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DNS and DHCP servers are separate, non-CIC Servers in the CIC system network. It allows for DHCP and DNS maintenance without putting
the CIC server at risk. Use a static IP address for each of the non-phone devices (CIC server, Media Server, Proxy, Gateway) so that the system
can contact them in the event of a reboot without the querying device needing to refresh its data.

For phones, use dynamic IP addresses that the DHCP server assigns to them for maintenance and configuration considerations.
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IP phone network configuration task list

Determine the IP phone network settings you need for your implementation ahead of time so that managed IP phone process can run as
smoothly as possible.

This section lists the IP phone network configuration tasks required for each of the managed IP phone types.

Note:
Interaction SIP Station is abbreviated as ISS.

Task Polycom ISS land I, SIP Soft Phone
AudioCodes, and Genesys
Create a DNS domain for the voice VLAN X X
Create DNS Host (A) records for Switchover X X X
Create DNS SRV records for Switchover X X X
Configure the TFTP server X
Create DHCP provisioning records X X X
Configure time server X X X
Implement QoS in your environment X X X

The rest of this section provides the considerations and recommended procedures for each task.

Use the SIP Soft Phone on the voice VLAN

It is possible to use the SIP Soft Phone on a different VLAN (your voice VLAN). The support for this method is not within the application layer,
so the SIP Soft Phone itself cannot accomplish this without help at lower layers. Third-party drivers for many Network Interface Cards (NICs)
allow the support for multiple VLANs through a single NIC port by creating virtual adapters. When adding each VLAN to the configuration, it
creates a new virtual NIC, which looks like a second physical NIC to the Operating System. The SIP Soft Phone configuration allows you to
select which NIC to use for SIP and RTP. Selecting the virtual NIC that communicates on the voice VLAN binds that data to that NIC, which
the NIC drivers then assign to the voice VLAN. For more information about whether your workstation's NIC supports this feature, consult the
manufacturer.

Create a DNS domain for the voice VLAN (Polycom, ISS | and II, AudioCodes, Genesys)

For Polycom, Interaction SIP Station | and Il, AudioCodes, and Genesys phones, Genesys recommends that you create a separate DNS domain
for the voice VLAN (managed IP phones and SIP lines) by creating a "voice" DNS forward lookup zone.

For example, you can create a DNS domain for voice, yourvoicelan.voip, in addition to the existing DNS domain for data,
yourdatalan.local or yourdatalan.com, and set each NIC to register with the appropriate DNS server. (This document uses
lab.voipand lab.local as examples.) This action ensures that when the DHCP scope provides the managed IP phones with the primary
DNS lookup zone, the phones register correctly with the DNS voice domain.
Do the following procedures to create a DNS domain for the voice VLAN.

e (Create a "voice" DNS forward lookup zone

o Create DNS Host (A) records for servers in the DNS voice domain

Create a voice DNS forward lookup zone
To create a voice DNS forward lookup zone

1. On the computer that functions as the DNS server, click Start->Programs->Administrative Tools->DNS.
2. Right-click on Forward Lookup Zones and then click New Zone...
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The New Zone Wizard launches.

Welcome to the New Zone
Wizard
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3. Onthe Zone Type page, click Primary Zone (default).

New Zone Wizard

Zone Type 3
The DS ssrver supports various types of zones snd storsgs. g

Select the bype of 2one you wank bo creste:

f* Em
Creates & copy of & zone that can be updsted drecthy on this server,

" Secondary zone
Crestes & copy of & none that exists on another sarer. This option helps balance
the processing load of primary servers and provides Faulk bolerance.

I Sty zone
Creates & copy of 4 2one conkaining onky Name Server (NS), Start of Authority

{504), and possibly ghue Host (A) records. A server containing & stub 2one i not
authoritative For that zons.

= Stw;:}mhm&mw(wdabhwlﬂﬂﬁmbam domain
Conkr

< Back Nt > concel |

Leave Store the zone in Active directory selected (default).
4. On the Active Directory Zone Replication Scope page, click To all DNS servers in the Active Directory domain (default).
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New Zone Wizard

Active Directory Zone Replication Scope }
Yo can sebeck how you wark DNS data repbcated theoughout your retwork,

Select how you want zone data replicated:
" To gl DNS servers running on domain controllers in this Forest: lab.local
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<gack [ nets concel |

5. On the Zone Name page, type the name to use for the DNS voice domain (in this example, 1ab.voip).

Zone Mame 3
What ks the: name of the rew zone? -
¥

Thie 20 name specifies the portion of the DNS namespace For which this server is
authorikative. It might be your organization’s domadn name (for example, microsolft,com)
or & porkion of the domain name (for exampbs, nevwzone, microsoft.coem), The zone nams i
rect the rame of the DNS server.

S0 M
|Lut-.m.p|
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6. On the Dynamic Update page, click Do not allow dynamic updates.

Dynamic Update
fou con specify that this DNS zone accepts secure, norsecure, of no dynamc
updatEs, 4

ey updates mwﬂm:mrmmmm thesir
resource records with a DNS server whenaever changes ocor

Sidasct bhes bype of dyniamic updabes you want bo sl

™ Alow only gecure dyname: updates (recommended for Active Directory)
This option is avalable ondy For Active Directony-integrated zones.

" pllows beoth nensecuns and seoune dynamic updates
Crymamec updates of rescunce necords ane accepbed from any dient,
o This option is & significant: security vulnersbility because updates can be
“5 accephed from untrusted sources.

1= Do ok alow dynamic updates]

Crymeamic updates of resource records ane nok accepbed by this zore. You must update:
thase records manualy,

:Ea&.luaﬂ:lcrull

For a more secure environment, the server "voice" NIC IP addresses need to register in the voice DNS domain only. Genesys doesn't
allow the server to register them dynamically.

7. Once the New Zone wizard completes, click Finish.
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Completing the New fone Wizard

You have successhully completed the Mew Zone Wizard. You
spaciied the folliwing settings:

MName:  lab.volp =]

Type:  Active Directory-Integrated Primary

Lockup bype: Frewsard
H

Hote: You shoukd now add reconds to the zome or ensures
that records are updated dynamically, You can then verify
manme reschition using ndockup.

To close this wizard and creabe the new zone, didk Finish.,

cpack  [[CFreh )] concel |

The new lab.voip forward lookup zone for the DNS voice domain is now available in the Forward Lookup Zones container.

& DS Manager H=1E
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Create DNS Host (A) records for servers in the DNS voice domain

Create a DNS Host (A) record for each server in the DNS voice domain (for example, CIC server(s), media server, proxy server). This procedure
is necessary because Genesys is administering the DNS records manually instead of allowing dynamic registrations.

To create a DNS Host (A) record
1. Right-click on the new DNS Forward Lookup zone for voice (in this example, 1ab.voip) and then click New Host (A or AAAA)
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2. In New Host dialog box, complete the following information.

|

Miew Host

Mame (Uses parent domain name if blank):
|wn4ci-:1

Fully qualified domain name (FODN):
Imﬁtﬁ:l,lab.'ﬂ'h,

IR address:
|m.zsu.1.1s1

¥ Create associated pointer (PTR) record
™ allow any suthenticated user bo update DNS records with the

FAME OWIET Name

[ addrost |  cancet |

Name: Name of a server in the DNS voice domain (in this example, the CIC server vm40ic1).
IP address: IP address of this server (in this example, 10.250.1.151). You can verify the IP address value for the selected server on the
voice VLAN by typing ipconfig in the command-line on the server.
Create associated pointer (PTR) record: If selected, the system creates an associated pointer record for the new host. Ensure that you
select this check box.

3. Click Add Host. A message appears, indicating that the host record (in this example, vm40ic1.lab.voip) created successfully.
Click OK.

5. Repeat the previous steps to create records for the second CIC server, Proxy Server, Media Server and other servers to include in the DNS

voice domain. When finished, the records you created are available in the voice VLAN forward look up zone (in this example, 1ab.voip)
container.
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Create DNS Host (A) records for Switchover (Polycom, ISS | and Il, AudioCodes, Genesys)

For all three managed IP phone types, if your implementation includes a Switchover pair, complete the following procedures to create the DNS
Host (A) records required for provisioning for the two CIC servers so that the phones can find the active server when booting up
(provisioning) and completing SIP operations.

You need to create two "provisioning" DNS Host (A) records for the Switchover pair with the same name, then use the different CIC server
voice VLAN IP addresses, as shown in the following table containing sample entries.

Host (A) record name | Type Address

provision.lab.voip A 10.250.1.151

provision.lab.voip A 10.250.1.152

Note:
e Genesys recommends that you use "provision" in the Host (A) record name to identify clearly the purpose of these records.
e The Host (A) record name cannot match any existing record name.
e Do not use the name of either CIC server.

To create the DNS Host (A) records for the Switchover pair
1. Right-click on the new DNS forward lookup zone for voice (in this example, 1ab.voip) and then click New Host (A or AAA)...
2. Inthe New Host dialog box, complete the following information.
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Mams (uses parent domain nams i blank):
|prwisiun

Fully qualified damain narme (FODM):
||;¢uﬁliﬂm,lab.voi:-.

1P address:
|1L‘I-2EIJ-1.151|

[ Create associated poinker (PTR) record

I Allow any suthenticated user bo update DNS records with the
SAIMNE OWNET Name

AddHost | Cancel

Name: Name of the provisioning Host (A) record for the Switchover pair (in this example, provision).
IP address: IP address of the active CIC server (in this example, 10.250.1.151).

Create associated pointer (PTR) record: If selected, the system doesn't create an associated pointer record for the new host. Ensure that
you clear this check box.

3. Click OK. A message appears, indicating that the host record (in this example, provision.lab.voip) created successfully.
4. Repeat the first two steps to create the second Host (A) record and then do the following:

a. Inthe Name box, type the exact same name that you used for the provisioning Host (A) (in this example, provision).

b. Inthe IP address field, specify the IP address of the backup CIC server (in this example, 10.250.1.152).

c. All other fields should be identical to the first Host (A) record created.

When finished, the records that you created in the voice VLAN forward look up zone (in this example, 1ab.voip) appear in the container.

A DNS Manager

Bl Adon Wew Heb
|2 mX = BmlaC]0

LT [1pe = [ Data | Temestamp
= g LABYM
= Ferweard Lookup Zones
| _medes. lab.Jocal 10,250.1.150
& Lebbseal
| ) b volp
- Revarss Lookup Zores Y \
= Hmh“dm Host (&) 10.250.1.151
. | ] vemtticz Host (A) 10,250,1,152
[ |vemomsTaLLTEST Hasst (R) 10,250, 1,155 Blafza1n 10
[ ] vrepranyms1 Host (A} 101,250, 1,154 skatic
| wesmn Hest (A) 10.250.1.6 shatic
| |tsame as parert Folder) Marmes Server (KNS} labnrnlab local. ohatic
| | tsome a5 parert Folder) Mame Serves (N5) corg home thehendryfamly, .. static
[ ] (same as pavert Folder) Mearme Sarves (5) Iadvvrne b ok, shatic
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« | |

5. To verify the records that you created, run an nslookup on the command-line for this record, for example, provision.lab.voip. The
server returns the IP addresses in a random order.
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tion. All rights res

ovision.lab.voip

Create DNS service location (SRV) records for Switchover

If your implementation includes a Switchover pair, complete the following procedures to create the DNS SRV records required for
provisioning for the two CIC servers so that the phones can find the active server when booting up (provisioning) and completing SIP
operations.

You need to create a DNS SRV record for each of the supported SIP line transport protocols (UDP, TCP, and TLS over TCP (SIP Secure or
_sips)) that you plan to use for the Switchover pair. For example, if you plan to use the TCP protocol, create two DNS SRV records for TCP,
one for the active CIC server and one for the backup CIC server.

If you plan to use all three protocols, you need to create six DNS SRV records, as shown in the following table containing sample entries:

Service Priority | Weight | Port Hostname
_sip. tcp 0 0 8060 | vim40icl.lab.voip
_sip. tcp 0 0 8060 | vm40ic2.lab.voip
_sips. tcp 0 0 8061 | vim40icl.lab.voip
_sips. tcp 0 0 8061 | vm40ic2.lab.voip
_sip. udp 0 0 8060 | vim40icl.lab.voip
_sip. udp 0 0 8060 | vm40ic2.lab.voip

Note:

e Port configuration may vary. The ports specified in the table are the default port configurations in CIC that match the default
registration group and SIP line configurations.

e |Interaction SIP Station | supports DNS SRV in CIC 4.0 SU 4 to SU 6 and CIC 2015 R1 and later, which contains v.1.2.2._p10_build_17 or
later firmware.

e Interaction SIP Station | and Il support DNS SRV in CIC 2015 R2 and later which contains v.2.0.4.15.7 or later firmware.

e AudioCodes and Genesys phones support DNS SRV in CIC 4.0 SU 5 to SU 6 and CIC 2015 R1 and later, which contains v2.0.0.18 or
later firmware.

To create the DNS SRV records
1. Right-click on 1ab.voip to create two DNS domains for SRV (one for tcp and one for udp) and then click New Domain.
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2. In the New DNS Domain dialog box, type _tcp.

Mew DNS Dromadn

Tpee the naw DNS domain name:
[

oK cancel |

3. Repeat steps 1 and 2 to create the _udp domain.
4. Right-click on the new DNS forward lookup zone for voice (in this example, 1ab.voip) and then click Other New Records
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5. In the Resource Record Type dialog box, click Service Location (SRV) and then click Create Record.
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Resource Record Type

Select & resource record bype:

Porter (PTR) Al

Public Key (KEY)

Renarned Maibox (MR)

Responsible Person (RP) =
g (RT

Descriphion:

Service (SRY) record. Allows administrators bo use several sarvers ;I
Fior & singla DNS domain, to sasily move 8 TCPIP service from one

host bo another host with admingstration, and to designate some

service provider hosts a5 primary servers for & sanvice and other

hosts a5 backups. DS chients that use & SRY-type query ask for &
spedic TCPIP service and protocol mapped b & specific DNS
domain and recence the names of any available servers, (RFC 2052)

6. Inthe New Resource Record dialog box, complete the information for the first DNS SRV record for the active CIC server.

™ Allows sy sythenticated user bo updats all DS records with the same
name, This setting applies anly to DNS reconds for a new name.

ok | cwes | mee |

Service: Name of the service for this DNS SRV record (for example, _sip).

Protocol: Protocol for this DNS SRV record (for example, _tcp). The container for the protocol will be created if it does not already exist.
Port number: Port number for this DNS SRV record (for example, 8060).

Priority: Leave the default setting.

Weight: Leave the default setting.

Host offering this service: FQDN name of the active CIC server (for example, vm40icl.lab.voip).

7. Repeat steps 4 through 6 to create the DNS SRV record for the same protocol for the backup CIC server. Ensure that all the boxes in the
New Resource Record identical are identical to the first DNS SRV record except for Host offering this service. Use the name of the
backup server (in this example, vm40ic2.lab.voip) .

8. Repeat steps 4 through 7 to create the rest of the DNS SRV records for the Switchover pair. Following is an example of the DNS SRV
records created in the _tcp container for TCP and TLS over TCP.
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9. To verify the records that you created in the _tcp container, run an ns1ookup on the command-line for this record, for example,

_sip tcp.lab.voip. The server returns the IP addresses in a random order.

ommeand Prompt - nelockup - labymlabbocal

At ion. All rights

service
A
H
EAGA

location:

Following is an example of the DNS SRV records created in the _udp container.
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10. To verify the records that you created in the _udp container, do an nslookup on the command-line for this record, for example,
_sip udp.lab.voip. The server returns the IP addresses in a random order.

All rights reserved.

lookup Labym. lah. local
1*]

t ype =5 RU
wdp. lab.voip
Un Enown

SRU zservice location:
a

[i]
B@68
wrdBi

In Create individual managed IP phones for test purposes, you configure the default Registration group to obtain registration settings
from the DNS SRV records that you created.

Configure the TFTP server (ISS | and Il, AudioCodes, Genesys)

This section describes the role of the TFTP server with Interaction SIP Station | and II; AudioCodes; and Genesys phones, and provides the
recommended procedures for configuring the TFTP server.

Role of the TFTP server with the Interaction SIP Station | and Il

Interaction SIP Station | and I, AudioCodes, and Genesys phones obtain firmware and configuration using HTTP instead of TFTP, allowing for
a faster upgrade process. However, they still use the TFTP server when an error occurs during a firmware upgrade process (recovery mode).

Configure the TFTP server

All sites with Interaction SIP Station | and Il, AudioCodes phones, and Genesys phones need to enable the TFTP server on the CIC serverthe
TFTP server.
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Enable the TFTP server on the CIC server

You must enable the TFTP server on the IC Server to open up the TFTP server to accept TFTP requests, and then configure it to talk to the
Provision server on the CIC server.

Note:

If your implementation includes a Switchover pair, enable the TFTP server on only one of the servers in the Switchover pair. The IP
address of that server is the value used for DHCP Option 66.

To enable the TFTP server on the CIC server
1. Click Start->Programs->PureConnect...IC Setup Assistant. The IC Setup Assistant page appears.

1§ IC Setup Assistant
ntroduction Welcome to Setup Assistant
g Identity Setup Assistank has been run on this server.
= Iy this Rierun mode Satup Acsistant sllows you bo accomplish
ik Options cortan basks mob avalsble in Interacon Adminstrstor of
> arrywhere else in IC,
‘s, Dialplan Select the bask you need o sccomplsh then dick the Frocesd
button.
eﬁ‘aname bs Click. Rerview bo review the initial setup final report.
ﬂ Database
& pcom
g Cerificates
REviaw Procesd Close

2. Click Options.
3. On the Select IC Optional Components page, if not selected, select TFTP Server.

Select IC Optional Components =
These are opticonal components svalable For you to sebup on this seover, -.i‘

Select any number of opticnal components to install on this server.
[ Swatchorveer Servics
™ Multi-ste
¥ TFTP Server

[ het> | conce |

Note:
l If your implementation includes a Switchover pair, Switchover Service is selected also.
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Create DHCP provisioning records

This section explains how to create the DHCP provisioning records required for the DHCP scope for the voice VLAN for the three managed IP

phone types:

e Required DHCP option provisioning records

e Configure DHCP option records

e Configure DHCP records for multiple phone model recovery

Required DHCP option provisioning records

The following table describes the required DHCP server provisioning records configuration for each managed IP phone type. For notes about

each managed IP phone type, see Polycom DHCP record notes, Interaction SIP Station | and I, AudioCodes, and Genesys phones DHCP
record notes, and SIP Soft Phone DHCP record notes.

Note:

ISS is the abbreviation for Interaction SIP Station.

Option Purpose Example value Type | Polycom ISSlandll, SIP Soft
record AudioCodes, and Genesys Phone
Phones

002 Time Offset FFFF.B9BO (hexadecimal input value) Long X X
-18000 (converted value)

004 Time Server mytimeserver.lab.voip Array X X

006 DNS Server 10.250.1.5 Array X X X
10.250.0.2

015 DNS Domain Name | lab.voip String X X

042 NTP Server mytimeserver.lab.voip Array X X

066 TFTP Server IP 10.0.0.11 String X

Address

067 Firmware Filename | sip100.img Interaction SIP Station | and | String X
Il
405.img AudioCodes 405, Genesys 405
405hd.img AudioCodes 405HD, Genesys
405HD
420hd.img AudioCodes 420HD, Genesys
420HD
430hd.img AudioCodes 430HD, Genesys
430HD
440hd.img AudioCodes 440HD, Genesys
440HD

132 VLAN ID 100 String X

160 Provisioning URL http://provision.lab.voip:8088 String X X X
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Polycom DHCP record notes

Time server settings

Options 002, 004, and 042 configure the time server on the DHCP server. Alternatively, you can choose to configure the time server in
Interaction Administrator. For more information, see Configure the time server (Polycom, ISS | and |, AudioCodes, Genesys).

e Option 002: The values for Option 002 require hexadecimal numbers. To convert values to hexadecimal numbers, see "How to Calculate
the Hexadecimal Value for DHCP Option 2 (time offset)" at
http://www.cisco.com/en/US/tech/tk86/tk804/technologies_tech_note09186a0080093d76.shtml.

e Options 004 or 042: Set either option 004 or 042, not both. Genesys recommends setting multiple values in the Option 004 or 042 record,
particularly for CIC systems using TLS, to provide redundancy. If you do not specify values for one of these options, the provisioning
server uses the default location and SNTP server settings provided in the phone configuration files, based on the region of the phone.

Option 015

Use the DNS domain for the voice VLAN for the Option 015 record.

Option 160

e Option 160 is the primary default record that Polycom phones use to find the provisioning server.

e Option 160 takes precedence over Option 066 (the secondary default record that Polycom phones use to find the provisioning server).
Genesys recommends that you do not use Option 066 for Polycom phones.

o Switchover environments: Ensure that you created the DNS Host (A) records as described in Create DNS Host (A) records for Switchover

(Polycom, ISS | and Il, AudioCodes, Genesys) and DNS Service Location (SRV) records as described in Create DNS service location (SRV)
records for Switchover. For DHCP Option 160, use the DNS Host (A) provisioning record in the URL.
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Interaction SIP Station | and Il, AudioCodes, and Genesys DHCP record notes

Time server settings

Options 002, 004, and 042 configure the time server on the DHCP server.

e Option 002: The values for Option 002 require hexadecimal numbers. To convert values to hexadecimal numbers, see "How to Calculate
the Hexadecimal Value for DHCP Option 2s(time offset)" at
http://www.cisco.com/en/US/tech/tk86/tk804/technologies_tech_note09186a0080093d76.shtml.

o Options 004 or 042: Set either option 004 or 042, not both. If you do not specify values for one of these options, the provisioning server
uses the default location and SNTP server settings provided in the phone configuration files, based on the region of the phone.

All DHCP Option records

e Set all DHCP Options on the DHCP server in both the data and voice VLANSs.

Option 066

e Option 066 is the IP address of the TFTP server used in recovery mode.
e Ensure that you enabled and configured the TFTP server as described in Configure the TFTP server.

e Switchover environments: Ensure that you enabled and configured the TFTP server on the initial active server only, as described in
Configure the TFTP server. Set DHCP Option 066 on the initial active server only.

Option 067

e Option 067 is for implementations using different managed IP phone types and models, requiring recovery mode. To handle the conflict,
set up Option 067 according to Vendor Class. The value for Option 067 is one of the following:

o sipl100.img (Interaction SIP Station | firmware filename)

o sip200.img (Interaction SIP Station Il firmware filename)

o 405.img (AudioCodes 405 or Genesys 405 firmware filename)

o 405hd.img (AudioCodes 405HD or Genesys 405HD firmware filename)
o 420hd.img (AudioCodes 420HD or Genesys 420HD firmware filename).
o 430hd.img (AudioCodes 430HD or Genesys 430HD firmware filename).
o 440hd.img (AudioCodes 440HD or Genesys 440HD firmware filename).

See Configure DHCP records for multiple phone model recovery.

Option 132

o [f your Interaction SIP Station |, Interaction SIP Station I, AudioCodes phones, or Genesys phones communicate on any VLAN other than
the native VLAN (use a voice VLAN), use Option 132. Interaction SIP Station | and Il, AudioCodes, and Genesys phones have a special
"recovery mode" that it falls back to under certain conditions, such as a firmware update failure. This fail-safe mode brings the device up
in the native VLAN and ignores any CDP/LLDP VLAN assignment. Since CDP/LLDP is ignored, the only way to push the device to the
voice VLAN is to set option 132 in the native VLAN DHCP scope. You do not need to set this option in the voice VLAN DHCP scope.
Failure to set this option causes any device that goes into "recovery mode" for any reason to stay in that mode until it either finds
provisioning information on native VLAN, or obtains an option 132 message in the native VLAN DHCP assignment. Option 132 has no
effect in normal (non-recovery) mode.

Note:
2.0.4+ firmware caches the VLAN tag acquired from CDP/LLDP during normal operations. This caching negates the need for Option
132 unless the phone factory reset or otherwise lost the cache. For this reason, configure Option 132 in the native VLAN.

Option 160

e Option 160 is the default record that Interaction SIP Station | and Il, AudioCodes phones, and Genesys phones use to find the provisioning
server.

e Switchover environments: Ensure that you created the DNS Host (A) records as described in "Create DNS Host (A) records for
Switchover". For DHCP Option 160, use the DNS Host (A) provisioning record in the URL.
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SIP Soft Phone DHCP record notes

Option 006

Option 006 is the default DHCP record used for DNS server discovery. Use the SIP Soft Phone with DNS to allow referencing the CIC server by
name. You can also set up DNS discovery manually in the client workstation's network configuration.

Option 160

Option 160 is the default record that the SIP Soft Phone uses to find the provisioning server. It is the only DHCP record required for the SIP
Soft Phone.

Configure DHCP option records

Use this procedure to configure DHCP option records. The following example creates DHCP Option 160.

To configure DHCP option records

1. Onthe computer that functions as the DHCP server, click Start->Programs->Administrative Tools->DHCP, or use Server Manager to
open DHCP.

2. Right-click the DHCP server (if using a Windows 2008 server, right-click IPv4) and then click Set Predefined Options

I8 pHCP I =]

Eile Action Wiew Help

5| #mEEo = Hm B

59 orice 1Pv4
=] 8 labeemn Jab local —
g @ w Contents of DHCP Server Status Descripkion
=g Display Statistics. .. [_dScope [10,250.1.0] Yoice YLAN *E fckive
e, CEServer Options

MNew Superscope. ..
Mew Multicast Scope, ..

O Define User Classes...
= @ If  Define Yendor Classes...
@

Reconcile All Scopes. ..

lindd, R Set Predefined Options. . el list

3. In the Predefined Options and Values dialog box, click Add.

Predefined Options and Yalues

Option class: [DHCP Standard Oplions |4

Oplion name: | 002 Time Offset =]
Ad . I Edit... I [efete I

D eseripton: [LIE'I' olfzet in seconds

~Value
Long

C—

ok | concel |

4. Inthe Option Type dialog box, complete the information.
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Option Type HE

Class: Global
Narme: [IP Phone Provisioring Sever

Diata type: {Stiing | T Ay
Code: 160

Description: [P Phone Provisioring Seved

1.4 I Cancel

Name: Name for this record, related to IP phone provisioning.

Data type: Data type (in this example, String).

Code: Option record code (in this example, 160).

Description: Description for this record, related to IP phone provisioning.

5. Click OK.

6. In the Predefined Options and Values dialog box, in the String Value box, type the URL for the IP phones to use to contact the provisioning
server (for a Switchover pair, use the provisioning DNS Host (A) record).

Predefined Options and Yalues EE |

O ption class: IDHEF‘ Standard Options j
O ption name:
D'ezcription: IF Phone Provizioning Sever
—%alue
String:

hittp: A provaizion. lab, voip: 8033

] I Cancel

7. Click OK.
8. Right-click the Scope Options (or Server Options) container and then click Configure Options.
L% ptace = E
Fle  Acion  View Help
e Hma| B
N e
= BPe Hame [ vondor [ vahae | o
= [ Scope [10.250,1.0] Vice VAN | 9 D03 Ronker Stardad 10.250.1.1 Mo
(i) Adrnee Poct P00 DHS Sarvers Starvdard 10.250.1.5 Wee
(7 Address Leases P01 DHS Do Hame Starvdsrd lab e Hone
8 Resarvations
| SETEEmE
L serer oo A
= [ 1P . v
[} Server Options
! . P9 . : 1
Corigurs scopa options
Felp
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9. Inthe Scope Options dialog box, select the check box for the option record that you created (in this example, 160 IP Phone Provisioning

Server).
[scopeoptions —— HE|
Genesal | Advanced |
| [Avaloble Dptions | Desciption ~|
[ 075 StreedT sk Servers List of Stres
O 076 StreedT sk Ditectory Assistance [STDA) Servers  List of STDE
O 121 Classless Stalic Routes Destnation,

P Phore Provisioning 5 eved

r Dnals entiy
Shiing walus:
[t/ provision lab. voip: 8088

[ ok ]| coced | teew |

10. Repeat these steps to create the other DHCP option records required for the appropriate managed IP phone type.

Configure DHCP records for multiple phone model recovery

Some environments use multiple models requiring recovery mode. For example, some environments use AudioCodes, Genesys, Interaction
SIP Station |, and Interaction SIP Station Il phones. Each requires a different Option 67 value. To handle the conflict, environments using
multiple models need to set up Option 67 according to Vendor Class.
To configure DHCP records for multiple phone model recovery

1. Right-click the IPv4 container on the DHCP server and then click Define Vendor Classes.

3 iE Display Statistics...

=

L

Bl Mew Scope...
Mew Superscope...
Mew Multicast Scope. ..

Define User Classes...

Define Vendor Classes. ..

A
Click Add...
Type a Display name.
Click under ASCII.
Type the Vendor Class (e.g. SIP100, SIP200, or 420HD).

[SAE I AN




© © N o

10.

11.
12.
13.
14.

15.
16.

: DHCP Vendor Classes

[Mame | Deseipbon [

Ly Display name:

- |SIP100 Class
: Description:

I'ufendor Class made for SIP100 Options

ID: : ASCII:
nooo 53 49 50 31 30 30 SIP10

T 2l

Click OK.

Click Close.

Right-click the IPv4 container.
Click Set Predefined Options...

. L f—
i E;r Display Statistics...
= Mew Scope...
Mew Multicast Scope...
Define User Classes...
i Define Vendor Classes...
= [
Recondile All Scopes...

Set Predefined Options...

Click Add...

Type a descriptive name for Option 67.
Set the Data type to String.

Type Code 067.

OptionType R I Y
Class: SIP100 Class
e [Frrmware Fie
Data type: | Sting x| T Ay
Code: | 067
Description: '
[0k | cancel

Click OK.
Click the firmware file name.
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Predefined Options and Values 2| x|
Otion class: [sPi0cess —}d

Option name: [DE? Frmware File 3
add. | Em. | Delste |

Description: I

~Value

String:

|=ap1m;ng

| 0K I Cancel

When the phone boots up, it identifies its Vendor Class in DHCP Option 60 of the Discover. The DHCP server uses this value to match the
appropriate Option 67.

Configure the time server (Polycom, ISS | and II, AudioCodes, Genesys)

In Polycom, Interaction SIP Station | and Il, AudioCodes, and Genesys managed IP phone implementations, each managed IP phone requests
the time from the time server (SNTP provider) in the region where the phone is. You can configure the time server for these three managed IP
phone types either on the DHCP server or in Interaction Administrator.

Important!

Whether configured on the DHCP server or in Interaction Administrator, the time server configuration is crucial in CIC systems using TLS.
If a managed IP phone cannot connect to a time server to determine the time, it cannot do certificate expiration validation needed to
authenticate a secure SIP connection. The phone cannot register with the CIC system. Further, if the managed IP phone cannot connect to
a time server when it boots up, the phone fails. It is important that the specified time server is available when the phones boot up.

Configure the time server on the DHCP server

The DHCP Option records for the time server are Options 002, 004, and 042. See Polycom DHCP record notes and Interaction SIP Station | and
I, AudioCodes, and Genesys DHCP record notes.
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gure the time server in Interaction Administrator

You can configure a Simple Network Time Protocol (SNTP) server in Interaction Administrator.

Note:
e When you run IC Setup Assistant in a new or upgrade installation, Setup Assistant sets the CIC server for use as the SNTP server.

Post-installation, either before or after you created managed IP phones in Interaction Administrator, you must configure the SNTP
server in the Interaction Administrator Regionalization container so that it is available before rebooting the phones. The default is to
use the CIC server as the SNTP server.

If the DHCP server provides the time server settings, they override the location and SNTP server settings by default. You can change
it so that the location and SNTP server settings provided in the provisioning server's phone configuration files override the DHCP
server settings. To do, change the following for each managed IP phone in the Interaction Administrator Managed IP Phones
container: Right-click on the phone, click Properties > Options > Advanced Options and then change Configuration Time Zone
Overrides DHCP and Configuration NTP Server Overrides DHCP to Yes.

To configure the time server in Interaction Administrator

Complete this procedure for the Default Location and all other locations configured in the Regionalization container.

1. In
2. Ri

the Interaction Administrator Regionalization container, select Locations.
ght-click <Default Location> and then click Properties.

3. On the Configuration tab, in the SNTP Server box, do one of the following:

(o)

4. R

Impl

Keep the default selection Use CIC server. Interaction Administrator uses the Windows Time service on the CIC server to synchronize
the time on managed IP phones.

Type the name or IP address of a valid time server in the other box, for example, 176.10.10.199. If you don't know the time server's
IP address, check with IT. Note that Interaction Administrator does not validate the time server that you specify in this box.

Lacations Conliguration - <Delault Location

Tiwes 2008 [{UTC-05:00) Eastern Time (US & Canada) |
SNTP Server: % Lise IC server
= Other: |
Cptisns
¥ Thiz IC = t ]

¥ This Location accepts hub conferences
¥ Enable keyword spotting in this kcation
™ Enable Regiansl

Sigrificant Extansion Digrs: |4 3:

) Locations affect Dial Plon. See the Configuring Dial Plan Help For more information.

& B|F cortim stz T Haply

epeat steps 1 through 3 for the other locations configured in the Regionalization container.

ement QoS in your environment

This section describes the PureConnect QoS driver, SIP Soft Phones and QoS considerations, and recommended QoS configuration settings
for RTP and SIP for all managed IP phone types. For general information about implementing QoS on CIC systems, see the PureConnect
Quality of Service Technical Reference in the PureConnect Documentation Library at
https://help.genesys.com/cic/mergedProjects/wh_tr/desktop/quality_of service_for_the_ic_platform.htm.
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PureConnect QoS driver

In CIC, Genesys developed a new QoS driver to more closely integrate with Customer Interaction Center. It is the default QoS driver for CIC. It
operates independently of the Windows QoS Packet Scheduler, which was the recommended QoS driver for CIC 3.0.

Installs that use the QoS feature include the following:

Application name Install name 0s
CIC Server ICServer.msi 64-bit
IC User Applications 32-bit ICUserApps_32bit.msi with one or both of these features selected: 32-bit

o SIP Soft Phone
e Interaction Screen Recorder Capture Client

IC User Applications 64-bit ICUserApps_64bit.msi with one or both of these features selected: 64-bit
e S|P Soft Phone
e |Interaction Screen Recorder Capture Client

For a complete list of installs that use the QoS feature, see the PureConnect KB article https://my.inin.com/Support/Pages/KB-Details.aspx?
EntrylD=Q131006915300479.

The default behavior for most of these installs is to install the PureConnect QoS driver silently and add the certificate to the Trusted
Publishers list. The IC User Applications installs are the exception. See SIP Soft Phone and QoS considerations.

If you prefer to modify this default behavior, see the PureConnect KB article https://my.inin.com/Support/Pages/KB-Details.aspx?
EntrylD=Q131006915300479.

SIP Soft Phone and QoS considerations

Among managed IP phones, SIP Soft Phones have special considerations because audio originates on the computer instead of a Polycom
phone or Interaction SIP Station | and Il phones.

As discussed in the PureConnect QoS driver section, the IC User Applications install (32-bit and 64-bit) with the SIP Soft Phone feature
selected is one of the installs that installs the PureConnect QoS driver.

o If the IC User Applications install is run in "Full Ul mode" (through Setup.exe or double-clicking the .ms1), the QoS Requirement page
appears, asking the user to choose the QoS driver installation and recommending installation of the PureConnect QoS driver.

| §
- Ap

QoS Requirement
Flease select a QoS cpbon below.

Select & QoS option from the two dhoices below.

A feabure chosen for the inatallabon reguines QoS. We recommend selecting
“Initeractive Inbeligence Qo5 driver” 1o nstal the driver induded with ths
ratalabon padage.

1f specfically instructed by your adminstrator, you may select “Other”
ncicating anather form of QoS is slready installed on this computer.

(®) interactive Inteligence QoS driver (Recommended)
() Other

PureConnect QoS driver: If selected, the install adds the PureConnect certificate to the Trusted Publishers list, and then installs the driver.
Other: If selected, the install doesn't add the PureConnect certificate to the Trusted Publishers list and doesn't install the driver. Genesys
recommends that you don't select this option unless your administrator instructs you to. Selecting this option implies use of another
form of QoS.

For more information, see PureConnect KB article https://my.inin.com/products/pages/kb-details.aspx?entryid=q131006915300479.

e [f you run the IC User Applications install using Group Policy; startup or logon script; or command-line, the default is to install the
PureConnect QoS driver silently and add the certificate to the Trusted Publishers list silently. To modify the default PureConnect QoS
driver installation, use one of these methods to modify the QoS feature properties and run the install, as described in PureConnect KB
article https://my.inin.com/products/pages/kb-details.aspx?entryid=g131006915300479.
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Configure QoS settings for RTP and SIP

The QoS value passes to manage IP phones during provisioning using the phone configuration file. The value stores as a Byte value in
Interaction Administrator, and then converts to a DSCP decimal value. The value can range from 0 to 63 (decimal).

Genesys recommends that you modify the following QoS values for all managed IP phone types to make client workstations compatible with
other devices and systems on the network. In some cases, you must create one or more managed IP phones first, as described in Create
individual managed IP phones for test purposes.

Configure the QoS setting for RTP (SIP Station)

To configure the QoS setting for RTP packets for managed IP phones and associated SIP station audio, create one or more individual
managed IP phones first.
To configure the QoS setting for RTP

1. Create individual managed IP phones for test purposes.

2. In Interaction Administrator, open a managed IP phone in the IP Managed Phones container.

3. Inthe Managed IP Phone Configuration - Options tab, click Advanced Options. The Advanced Options - SIP Options dialog box appears,
with the Audio page selected.

4. Inthe RTP DSCP Value box, specify the QoS setting and then click OK. The optimal setting for VolP packets is B8 (hex), which is
equivalent to a DSCP value of 46. To disable DSCP tagging, set the value to 0.

Note:
l The provisioning server reads this value and includes it in the phone configuration file. I
Advanced Optiors Swtﬁms | Custom attributes |
Transport fucko Path: [orvnarrie =]
Sesn wer, | DTMEType: [RFC2833 F supported, otherwise nband =]
DTMF Payload: {111 _:I
RTPOSCPwaue:  |2E (46, L0ILIO)EF |

™ Woice Activation Detection (VAD)
¥ Echo Cancellation

O I l:m:lll Apply

Configure the QoS Setting for SIP (SIP Lines)

You can configure the QoS value for SIP globally or by individual managed IP phone. If you choose to set the value by individual managed IP
phone, you must first Create individual managed IP phones for test purposes.

To configure the QoS setting for SIP (global)

1. In Interaction Administrator, open Default Station Configuration in the Stations container. The Default Station Global SIP Station dialog
box appears, with the Audio page selected.
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Default Station Configuration

‘Options Global STP Station | Remte Station | Stations Auto Extensions | Custom Attributes | Histary |

Addresses

Audio Path: foynaric =]
Transport
hobaeicis DTHE Type: |pFc2a33 f supported, ctherwiseinband =
Authentication -
Phane DTMF Payload: m =

[ Woice Acthvation Detection (VALY
¥ Echa Cancellation

[ o ] conce aply |

2. Click Transport in the left column. The Transport dialog box appears.

3. Inthe SIP DSCP Value box, specify the QoS setting. The optimal setting for VolP packets is 60 (hex), which is equivalent to a DSCP value
of 24. To disable DSCP tagging, set the value to 0.

Note:
The provisioning server reads this value and includes it in the phone configuration file. I

Advanced Options EHE
Advanced Options  SIP Options | Custom Attributes |

Ry
E I™ Usa Global SIP Station Transport Settings

Session
Ruthertication I Usa Proxy for Station Connections

SIP DSCP Vahie: |18 (24, 011000) C53 =]

[ oc | comel | apo

To configure the QoS setting for SIP (individual managed IP phone)
1. Create individual managed IP phones for test purposes.
2. InInteraction Administrator, open a managed IP phone in the IP Managed Phones container.

3. In Managed IP Phone Configuration, click the Options tab and then click Advanced Options. The Advanced Options - SIP Options dialog
box appears, with the Audio page selected.

. Click Transport in the left column. The Transport dialog box appears.
5. Clear the Use Global SIP Station Transport Settings check box. The SIP DSCP Value box is available.
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Advanced Dptions EHE
SIP Options | Custom attrbutes |

m ™ 1 Global SIP Station Trarsport Settings

Session
Aaharestion [ e Proxy For Station Connections

SIPDSCPVabe:  [18(24, 0011000)C53 7|

0K I Cancel Aoty

6. Inthe SIP QOS Byte box, specify the QoS setting. The optimal setting for VolP packets is 60 (hex), which is equivalent to a DSCP value of
24. To disable DSCP tagging, set the value to 0.

Note:
l The provisioning server reads this value and includes it in the phone configuration file. I

Individual managed IP phones for test purposes

Genesys recommends creating individual managed IP phones for the appropriate managed IP phone types in your CIC system for test
purposes, before proceeding with a full managed IP phone implementation. This section describes the basic configuration needed for test

purposes.

Create individual managed IP phones for test purposes
Create at least one individual managed IP phone for each of the managed IP phone types that you plan to implement and configure for your
test purposes.

To create individual managed IP phones
1. Open Interaction Administrator, right-click in the Managed IP Phones container, and then click New
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2. Inthe New Managed IP Phone dialog box, type the information for the first managed IP phone type to create and then click OK.

Mew Managed IP Phone HE

Mame: | | ;l
telter [ <]
Type: |workstation =
Manufacturer: [Patyeom =l
Model: |tpa00 =l

o] com |

Name: Name of the new managed IP phone.

Template: Keep the default setting of none. (It is not necessary to create a managed IP phone template until you Create multiple managed
IP phones.)

Type: Type of IP phone: Workstation or Stand-alone phone.

Note:
If you are creating a managed IP phone for Interaction SIP Station, do not select Stand-alone phone. The system doesn't support it. I

Manufacturer: IP Phone manufacturer. The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom. Select ININ for
Interaction SIP Station |, Interaction SIP Station Il, and SIP Soft Phone.
Model: Phone model based on the manufacturer. If the manufacturer is AudioCodes, Genesys, or Polycom, choose from a list of
AudioCodes, Genesys, or Polycom phone models. If the manufacturer is ININ, choose Interaction SIP Station (for Interaction SIP Station
), Interaction SIP Station Il or Soft Phone.

3. Inthe Managed IP Phone Configuration dialog box, type the information on the General tab to define for this managed IP phone type for
test purposes.
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FManaged IP Phone Configuration - RewManagedIPPhone

General | Options | Information |
Mame: [ HewtansgediFPhone| Browss... | R Acive
MAC Address: I
Riegestration: ¥ Registration Group © SIP Bridge

| <Defak Registration Groups
Locstion: | <Defarsk Locations
Fifweare Yersion: | <Latests

Lef e Led L

Audo Protocol: [rte

Time: Zone: ' Lise Location Tims Zone
Jrurc-o5:00) Indiana (East) =l

Shiathon Ay arances:

| Key | Label Station | Extension
1 ¥ Hewdanaged... MNewhanaged FPhone

Add.... *I
[Unazsignedd| Edit... I
Remove I

[Unassigned]
[Unassigred]
[Unassigred]
[Uniazsigred]

o AN b el B

Name: Unique name of this IP phone.
Active: Keep the default setting of Active for this managed IP phone.
MAC Address (Polycom, Interaction SIP Station | and II, AudioCodes, Genesys): MAC Address in the following format: xx:xx:xx:XX:XX:XX.

Polycom addresses start with 00: 04 : £2. Interaction SIP Station MAC addresses start with 00:26: £d. AudioCodes and Genesys
addresses start with 00: 90: 8f.

Full Computer Name: (SIP Soft Phone) Type the full computer name of the managed IP phone. The correct full computer name is on the
SIP Soft Phone user's computer. To see the full computer name, click My Computer -> Properties -> Computer Name. For example:
PattyJ.acme.com or PattyJ.

Registration: Select Registration Group. Depending on your implementation and what you plan to test, it may be necessary to modify the
default registration group. See Registration group configuration in this section.

Location: Keep the default location unless you plan to test multiple locations. Besides reading SNTP settings from the phone, the CIC
server uses the location settings to determine the codecs to use for the phone’s audio during the call.

Firmware Version: Firmware version for this managed IP phone. By default, the recommended option of <Latest> is selected. Older
firmware versions installed previously on this system can also appear in the list box. In certain scenarios, you can select older approved
firmware for this phone model. For example, to control the rollout of new firmware to a managed IP phone or group of managed IP phones
during a release update.

Note:
If the selected managed IP phone model does not support the selectable firmware feature, this option isn't available.

Audio Protocol (Polycom, SIP Soft Phone, Interaction SIP Station | and Il, AudioCodes, Genesys): The system can unencrypt the audio
stream on this IP phone using RTP (Real Time Protocol) or encrypt it using Secure RTP (SRTP). If you plan to use TLS/STRP, select STRP.
Otherwise, leave the default setting of RTP. (Certain Polycom IP phone models do not support this audio protocol option; therefore, this
option doesn't appear.)

Time Zone (Polycom, Interaction SIP Station | and Il, AudioCodes, Genesys): The time zone that set here passes to the phone during
configuration. This option overrides the setting that is in the phone’s configuration.

Note:

You can also configure the time zone for these three managed IP phone types with Options 002, 004, and 042 on the DHCP server.

Station Appearances: As part of creating managed IP phones, you create associated SIP station appearances on those IP phones. Proceed
to step 4 to configure the station appearance for this managed IP phone.

4. Under Station Appearances on the Managed IP Phones Configuration General tab, click Edit to open the Station Configuration for the
selected managed IP phone.
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5. On the Station Configuration-Configuration tab, type the information to define for the station appearance for test purposes.

Station Configuration - NewManagedPolycomPhone

Configuration | Licensing | Access Control | Station Options | Call Forwarding | Custom Attributes | History |

Label: f NewManagedPalycom I~ sharable
Extansion: I

Identification Address: m

Line Keys: m

Calsperlinekey: |1 ¥]

Ring Set: | <Defauk-Potycom > =
Connection Address: Mot registered

@1 “NewilanagedPolycomPhone” is 4 skation appearance on the managed IP phone
“NewMansgedPolycomPhane.”

& PP comimanosne [ ] concn |

Extension: Extension number for this station appearance.
Changes to other Configuration tab settings are optional. For more information, see the Interaction Administrator documentation.
6. Click the Station Configuration-Licensing tab.

Station Configuration - NewtManagedPolycomPhone

Configuration Licensing | Access Control | Station Options | Call Forwarding | Custom Attributes | History |

™ Licensed Machine Name: | HiewianagediolycomPhane _I
¥ Basic Station License Additional Licanses -
[~ Chent Access License O interaction Clent Mobile Edition
[T A Access License O interaction Chent Opsrator Add-On
C Media 1 [0 Interaction Chent Gutlook Add-In
= | Media 2 [ triteraction Disler Add-On
 Media 3 Plus [ triteraction Feedback Access
- O iriteraction Optinizer Access Real-time Adherence
[ 1riteraction Optinizer Chert Access
O 1rteraction Recorder Access
[ interaction Recorder Extreme Query
[ irteraction Scripter f
< | »
& Thasa icenses are enablad and will impact the kicense
| ! usage count.

¥ Enable Licenses

il i] ¥ cConfirm auto-save a4 Cancel

The system assigns a Basic Station License by default to the SIP station appearance associated to the managed IP phone. Assign other
licenses, such as Client Access and ACD Access, as needed for test purposes.

7. Click OK to return to the Managed IP Phone Configuration dialog box.

8. To configure additional options for the managed IP phone for test purposes, see the Managed IP Phone Configuration-Options tab. The
available options vary, depending on the managed IP phone type.




Managed IP Phone Configuration - New™anagedPoly comPhone

‘General Options | Information |

B General fi—t
Enabis MW Yeg
Ring Abways Ho
Inband Call Waiting Tons o
SIP Resohes Poet S060
Mecka Port Start Rangs 22

B Pabycom Interface
Languags English-United Ztates
Fegionsl Tone Set Lafguage Def sult
Lse 24 Hour Clock Language Def ault
L& Long Duabe Format Language Defsult
Shiowe Date Before Time Largubge Def ault i
Diabe Format Larguage Def ault
Hepdset Mode Ho
One Towch Yolcemad Ho
Polycom Call 'Walting Beep
Persist Headset Yolume Ho
Parsist Handset Yolurmes Ho
Persist Handsfres Yolume b
Enable Handsfree Yes fi

Advanced Opkions |
o | come |

o For Polycom configuration options, see "Additional configuration (Polycom)" in this document and in the Interaction Administrator
documentation.

o For Interaction SIP Station | and Il options, see "Advanced configuration (Interaction SIP Station | and Il)" in this document and in the
Interaction Administrator documentation.

o For SIP Soft Phone configuration options, see "Setup and configuration (SIP Soft Phone)" in this document and in the Interaction
Administrator documentation.

o For AudioCodes and Genesys phone configuration options, see "Advanced configuration (AudioCodes and Genesys)" in this
document and in the Interaction Administrator documentation.

Note:
l If you have not configured QoS for RTP and SIP as described in Implement QoS in your environment, do so now. l

9. Repeat the previous steps to create a managed IP phone for the other managed IP phone types you plan to implement.

Registration group configuration

Every managed IP phone requires a registration group. The registration group controls who the phone registers and communicates with. Each
registration group consists of an ordered list of registrations. Each registration either points to a line, is specified manually, or is obtained
from a SIP proxy or DNS SRV. A managed IP phone attempts to use the first registration. If it fails, it uses the second one. If it fails again, it
attempts to use the subsequent registrations.

Depending on your implementation and what you plan to test, you might have to modify the registration group configuration for the individual
managed IP phones that you create for test purposes.

Default registration group

As part of the CIC installation, IC Setup Assistant created two permanent default registration groups:
o <Default Registration Group> for the default <Stations-UDP> line
o <Default Secure Registration Group> for the default <Stations-TLS> line

To view the <Default Registration Group> settings
1. Inthe Interaction Administrator Managed IP Phones container, click Registration Groups.
2. Right-click <Default Registration Group> and then click Properties.

3. Inthe Registration Group Configuration dialog box, note that only one registration appears under Registrations. You can add more
registrations for redundancy.
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Registration Group Configuration - <Default Registration Group >

Managed IP phores will send communications: through the registrations in the specified order,
Add additional registrations For redundancy.

Narme: I <Dafaulk Regishration Group>

Type: FRegular

Redistrat

Type | Details I

Line <5Stations-UDP > e
Edit... |
__Remove |

illlpcﬂimmm o Cancel | Apply |

Note:

o A registration group cannot have more than one SIP Line registration. If a registration group does have a SIP Line registration, it
must be the first entry in the list.

o A registration group cannot have more than one DNS SRV registration. If a registration group does have a DNS SRV registration,
it must be the first entry in the list.

4. Click the listed registration and then click Edit to view the registration settings.

Edit Registration E ]

—.‘

=" Cibtain registration settings automatically from this ine:
Liree: <Stations-LIDP

" Usw the Following registration ssttings:
fddress: I

Part: B

Transport Protocal:. FUDP £ 7 OIS

" Obkain registration settings automatically from this proxy:

S1F Proxy: o brusted SIP proxies availeble

Tremsport Protocal: L UDP £OTcR €715

Lromain: I

Transport Profocal; @ 0pF ©7ce O 1LS

I 0K I Carvced

This registration is set to obtain registrations automatically from the default <Stations-UDP> line.

Depending on your implementation and what you plan to test, you may need to create additional registrations or modify the existing
registration for the <Default Registration Group>.
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Registration group configuration for TLS/STRP and/or Switchover

This section describes registration group configuration for Polycom, SIP Soft phones, Interaction SIP Station, AudioCodes phones, and
Genesys phones in environments implementing TLS/STRTP and/or Switchover. TLS/STRTP support for Interaction SIP Station | and I,
AudioCodes phones, and Genesys phones is available in CIC 2016 R4 and later.

Security settings

If you plan to use TLS/STRP:
e Ensure that the Audio Protocol is set to SRTP for the managed IP phone.
e Use the <Default Secure Registration Group> instead of the <Default Registration Group>.

Switchover settings (TLS/SRTP)

If you are configuring a Switchover environment and are using TLS/SRTP, modify the following for the <Default Registration Group> or
<Default Secure Registration Group>:
e In the Registration Group Configuration dialog box, click Edit and then click Obtain registration settings automatically using DNS SRV.
This option obtains registration settings from the DNS SRV records that you created when you configured the network the phone. Ensure
that you select the appropriate Transport Protocol for this registration group.

Edit Registration EHE

" Clbtain reqistration settings sutomatically From this line:

Lirpe; I <Stations-UDP > b I

" Lise the Following registration settings:
fidd-ess; I

Part: I S060

Transport Protocel: D8, T 7cp. OS

" Obkain registration settings subomatically from this proy: ————

5P Priocey! o brirded SIP proxdes availstle

Transnort Protocel . 6% LIGF & TCP £ 7S

—¥" Cbtain registration settings automatically using DNS SRY:
TransportProtocol: =~ uop O TP O TS

o] _conn |

o If your Switchover environment requires remote survivability (for example, a remote office using a SIP Proxy), click Add... in the
Registration Group Configuration dialog box to add another registration to the <Default Registration Group>. In the Add Registration
dialog box, click Obtain registrations settings automatically from this proxy. Ensure that you select the appropriate Transport Protocol for

this registration group.

Interaction SIP Station | and Il, AudioCodes, and Genesys phone registration group configuration

This section describes Interaction SIP Station | and I, AudioCodes, and Genesys phone registration group configuration limitations and
instructions for environments implementing Switchover.
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Interaction SIP Station | and Il, AudioCodes, and Genesys phone support for DNS SRV

e |Interaction SIP Station | supports DNS SRV in CIC 4.0 SU 4 to SU 6 and CIC 2015 R1 and later, which contains v.1.2.2._p10_build_17 or
later firmware.

e Interaction SIP Station | and Il support DNS SRV in CIC 2015 R2 and later which contains v.2.0.4.15.7 or later firmware.

e AudioCodes and Genesys phones support DNS SRV in CIC 4.0 SU 6 and CIC 2015 R1 and later, which contains v2.2.277.2.3 or later
firmware.

Note:
Interaction SIP Station | and Il, AudioCodes, and Genesys phones support only a single registration entry: either DNS SRV or a stations
line.

Limitations

Interaction SIP Station | and Il, AudioCodes, and Genesys phones have the following registration group configuration limitations:
e |Interaction SIP Station | and Il, AudioCodes, and Genesys phones do not support multiple entries (registrations) in a registration group.

Note:

Starting with CIC 2016 R1, firmware updates with a version of 2.2.2.77 or higher for Interaction SIP Station | and Il remove the constraint
of registering the phone with a single server.

Switchover settings (SIP Station | and Il, AudioCodes, or Genesys phones)

Switchover environments that use only Interaction SIP Station | and I, AudioCodes, or Genesys phones do not need to modify the <Default
Registration Group>.

However, if the Switchover environment includes Interaction SIP Station | and I, AudioCodes, Genesys, Polycom, or SIP Soft phones, follow
this example to create separate registration groups specifically for the Interaction SIP Station | and II, AudioCodes, and/or Genesys phones.

To create separate registration groups
1. In Managed IP Phones > Registration Groups, create a new Regular registration group for the Interaction SIP Stations.

MNew Registration Group |

Mame: I Inkeraction SIP Skation Reg Gru:uup|

Type: IReguIar j

(4 I Cancel |

2. In the Registration Group Configuration dialog box, click Add
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Registration Group Configuration - Interaction SIP Station Reg Group

Managed IP phones will send communications through the registrations in the specified order.
Add addtional registrations for redundancy.

nteracton SIP Station B Groun

3. Inthe Add Registration dialog box, click either obtain registration settings automatically from this line to obtain registration settings
from the <Stations-UDP> line or obtain registration settings automatically using DNS SRV.

Add Registration n m

¥ bty registration sektings sutceaticaly from this ne:

Uie: T S ~ |

" |em the Folloving registration settings: -

~ b ain registration sstiings subomatically from this prosy:

- Obtain regestration ssttings sutomatically using DS SRV: —
|

Fioe € 1E OTs

[ o ] coca |

Create multiple managed IP phones

After you Configure the network for managed IP phones, Create individual managed IP phones for test purposes, and are satisfied with your
testing, you can proceed with the full managed IP phone implementation. This section describes how to create multiple managed IP phones
for all IP phone types (Polycom, Interaction SIP Station | and II, SIP Soft Phone, AudioCodes, and Genesys phones) at your site.

Note:
You can migrate or recreate existing unmanaged Polycom phones and SIP Soft Phones as managed IP phones.
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Summary of create multiple managed IP phones procedure

The recommended procedure for creating new managed IP phones is to use the Managed IP Phone Assistant in Interaction Administrator to
create multiple managed IP phones and associated SIP stations. The procedure consists of the following steps:

1. Create one or more managed IP phone templates based on managed IP phone type, manufacturer, model, location, language, audio
protocol, station appearance, and more.

2. Create one or more CSV Managed IP Phone Lists based on 1) Template containing name, template, proxy group, extension, identification
address, label, and address information for the appropriate IP phones in your CIC system, and/or 2) Type, Manufacturer, and Model
containing name, type, model, manufacturer, proxy group, extension, identification address, label, and address information for the
appropriate IP phones in your CIC system.

3. RuntheManaged IP Phone Assistant in Interaction Administrator to create new managed IP phones and associated SIP stations by
importing the CSV Managed IP Phone list(s).

Create managed IP phone templates

Genesys recommends that you plan the IP phone configuration that you want for your CIC system.

If it is appropriate for your site, create one or more managed IP phone templates based on your planning decisions. For example, you might
want to create separate templates for the following situations:

e The CIC system has Polycom phones (perhaps a variety of Polycom models), SIP Soft Phones, Interaction SIP Station | and Il phones,
AudioCodes, and Genesys phones.

e The CIC system has IP phones in a variety of locations.

e The audio stream on certain IP phones unencrypts using RTP, and others encrypt using SRTP.

e (Certain IP phones have regular station appearances, and others have shared station appearances.

Note:

Templates are most useful for significant quantities of the phones of the same type, manufacturer, model, and more. For example, if your
site has 30 Polycom IP335 phones; one IP7000 conference phone (for a conference room); one IP670 phone (for the CEQ); and one IP650
for the receptionist, Genesys recommends using a template for the IP335's but not for the other three phones.

To create managed IP phone templates
1. Inthe Interaction Administrator Managed IP Phones container, click Templates, right-click in the right pane, and then click New.
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The New Managed IP Phone Template dialog box appears.
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3.

4.

New Managed IP Phone Template ki E3

MName: | My Polycom 54 Template]

Type: |Stand-a'lune Phone

=
Manufackurer: |Pnl-,.-cnm j
I~

Model: |1Pecon
ok | concel |

Name: Name of the new managed IP phone template.
Type: Type of IP phone for this template Workstation or Stand-alone Phone. The default is Workstation.

Note:
For Interaction SIP Station phones | and Il, select Workstation. (These phones don't support the Stand-alone Phone option). l

Manufacturer: IP Phone manufacturer. The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom. Click ININ for
Interaction SIP Station | and Il and SIP Soft Phone.

Model: Phone model based on the manufacturer. If the manufacturer is AudioCodes, Genesys, or Polycom, choose from a list of
AudioCodes, Genesys, or Polycom phone models. If the manufacturer is ININ, choose Interaction SIP Station (for Interaction SIP Station
), Interaction SIP Station Il, or Soft Phone.

Complete the information for the first managed IP phone template to create and then click OK. The Managed IP Phone Template
Configuration dialog box appears.

Managed IF Phone Template Configuration - My Polycom S8 Template

General | options | Information |

Rame:
Registration Group: | <Defauk Registration Group>
Location: | <Dt ek Location=

Firmware Version: | <Latest> (4.0.1b)
Preferred Language: I{System Daf il
Audio Protocol: [rTP

Lef e Led Led Lo

Time Zorw: ¥ Use Location Time Zone
Injl JTC-05:00) Exstern Time (LIS & Canada) d
Station Appearanoes:
Key | Label | Station
18 < Station>

Select or add the appropriate configuration items on the General and Options (including Advanced Options for Polycom, Interaction SIP
Station, AudioCodes,and Genesys phones) tabs for this managed IP phone template.

When completed, click OK. For a summary of advanced configuration features for each IP phone type, see Advanced Options (Polycom),
Advanced Options (Interaction SIP Station | and II), and Advanced Options (AudioCodes and Genesys phones). You can also click Help (?)
for details on individual configuration items.

Genesys recommends that you specify as many configuration items as possible, instead of using the default settings. Defining the
template now saves you time later.

The managed IP phone template appears in Managed IP Phones...Templates.
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5. Repeat the previous steps for the other managed IP phone templates you want to create. For example:
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Create CSV Managed IP Phone list(s)

Once you create the managed IP phone template(s), create one or more CSV Managed IP Phone lists based on one or both of the following:

e Template: Containing name, template, proxy group, extension, identification address, label, and address information for the appropriate IP
phones in your CIC system. Each IP phone must reference one of the managed IP phone templates you created by name.

o Type, Manufacturer, and Model containing name, type, manufacturer, model, proxy group, extension, identification address, label, and
address information for the appropriate IP phones in your CIC system.

Two sample Managed IP Phones CSV lists corresponding to the two types of CSV lists are available to download from the Product
Information site at https://my.inin.com/support/products/cic/Pages/Utilities-Downloads.aspx:

e (CSV Managed IP Phone List-Template.csvandCSV Managed IP Phone List-Template.xlsx
e (CSV Managed IP Phone List-TMM.csvand CSV Managed IP Phone List-TMM.xlsx

When you run Managed IP Phone Assistant, you import a completed CSV Managed IP Phone list.
Create a CSV Managed IP phone-Template list

Follow this procedure to create a CSV managed IP phone list based on a template.

To create a CSV Managed IP Phone-Template list
1. Download the most recent sample Managed IP Phone CSV lists from the Product Information site at
https://my.inin.com/products/cic/Pages/Utilities-Downloads.aspx to the CIC server or location accessible by the CIC server.

2. Openacopy of CSV Managed IP Phone List-Template.xlsx and specify the attributes in the appropriate columns for each
managed IP phone and associated SIP station to create.

A B c o E F G 2]
1 Mame Termplate Proxy Group Extendion |dentification Address Label Address
7 Polycomlobbyl iy Polycam 56 Template TLOL Lobby  DDO4FZAABBCC
3 Polycomagentl hy Polycom Agent Templabe TI0L Limel
4 Agert5SP-PC1 My Agent 55F Templake 7301 AgertPCL.lab.ocal
5 Agenti5sl hiy Agant 155 Template Tan1 OODZEFDO0ASFD
6 |Agentd20HD hity Agant 430HD Tamplate TH01 O030EF123456
T Agentl5s? ety Agent 155 v2 Template TEOL Lirwe2 OD202SFSE35B8
E L5V Managed I Phone List-Templ 50 N4 1!

The following table provides descriptions of each attribute.
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Attribute

Description

Name (Required) Name of the IP phone.
Template (Required) Managed IP phone template for this IP phone. Ensure that the template name is identical to one of the
templates that you created.
Proxy Group | Registration (Proxy) Group to use with the managed IP phone template for this IP phone.
If this value is blank, Managed IP Phone Assistant fills in the Registration Group defined in the template.
Extension Primary appearance extension number for this IP phone.

If this value is blank, it remains blank in Managed IP Phone Assistant.

Identification
Address

SIP connection address in the form of sip: xxx@ IPaddress: portnumber .For example,
sip:320@172.17.238.68:5060.

If you do not know the IP address, leave this value blank. It populates when the phone registers with the CIC server
following provisioning.

Label

(Polycom only) Label to use for the primary appearance of this IP phone and the associated SIP station. Typical values
for "label" are the station extension or the user's extension (in the case where one user almost always uses the station).

If this value is left blank, Managed IP Phone Assistant fills in the Name attribute (IP phone name).

Address

If you know the address for this IP phone ahead of time, specify one of the following:
o For Polycom phones: MAC address of the IP phone. Polycom addresses start with 00:04: £2.

o For SIP Soft Phones: Full computer name for the IP phone. To ensure that you get the full computer name, click My
Computer>Properties>Computer Name. For example: PattyJ.acme.com.

o For Interaction SIP Station | & Il phones: MAC address of the IP phone. Interaction SIP Station MAC addresses start
with 00.26. fd.

o For AudioCodes and Genesys phones: MAC address of the IP phone. AudioCodes and Genesys phone addresses start
with 00:90:8f.

If you do not know the address ahead of time:
o For Polycom phones: Provision the phones manually using the provisioning IVR.
o For SIP Soft Phones: Provision the phones manually using the SIP Soft Phone Provisioning wizard.

o For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | through the provisioning IVR. If
you didn't know the MAC address when you created the CSV list, specify the MAC address manually for each
Interaction SIP Station | in the Interaction Administrator Managed IP Phone container before setting up and booting
the corresponding phone.

o For Interaction SIP Station Il phones: Provision the phones manually using the provisioning IVR.

o For AudioCodes and Genesys phones: Provision the phones manually using the provisioning IVR.

3. After specifying the IP phone information, save the file, selecting .CSV as the file type. The following message can appear when saving
the CSV Managed IP Phone list:

Hicrosoft Office Exoel

C5¥ Managed I Phone Lut-THM. Civ mary contar featred that are not compatiie mith (5 [Comma delmited). Do vou wins? 50 beeg the workbook in S format?

0 & To lsep thes format, which leaves out any incompabbie features, ciok Yes.
«To preserve e features, click Mo, Then saree 8 caoy in the latest Exoel format.
T st mbaat mighit bt least, chck Helps.

= _» | o |

Ignore this message and click Yes. The message explains that some of the macros in the Excel file cannot be preserved in the resulting
csv file. You don't need those macros when Managed IP Phone Assistant imports the file.

Following is an example of the resulting CSV Managed IP Phone List.csv file as it appears in Excel:

| A B C o 3 F G =
| 1 |Name Template Proxy Group Extension Identification Address Label Address

2 |PodycormbLobivyl My Polyooen 54 Template 710l Lobby 000 &F LASRRCT
: 3 Polycomagentl My Polyooem agent Template T Lirel
| 4 AgentiSF-FCL My agent 53F Template T30l AgentPCL.lab.local
| 5 lagenussy My Agerit 155 Template 740 D02EEDODFSFD
! b |AgentdJUHD My Agent 430HD Template Tabl Oa0sFl3456
| T Agentiss] My Agent 155 v2 Templabe Te0L Lirie2 O0908F56 35RR

-

:Jn‘ * M C5Y Mansged IF Phone List-Templ %0 a4 Q|

When opening the csv file in a text editor, the IP phone information is separated by commas, with one IP phone listed per line.
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.ur. S¥ Managed IP Phone List-Template.csy - Motepad H[=| E |
File Edit Format View Help

pame,Template,Proxy Group,Extension,Identification address,Label,address =
PolycomLobbyl My PoOlycom Sa Template,, 7101, ,Lobby,0004F2AMBECC
Polycomagentl My Polycom Agent Template,,7201,,Linel

AQENTSSP-PCL My Agent sSSP Template,,7301, ..Agentpcl,ﬁah.hca]

AgentISSl, My Agent ISS Template,, 7401, ,,0026FD0095FD

Agentd 20HD My Agent 420HD Temp'l ate,,7501,,,00908F1234 56

AQEMTISS2 My Agent ISS w2 Template,,7601,,Line2, 00908F563 568

A ¥ é

4. If you have not already done so, download your CSV Managed IP Phone list-Template.csv file to a secure location on the CIC
server.

Create a CSV Managed IP phone-TMM list

Complete this procedure to create a CSV managed IP phone list based on type, manufacturer, and model.

To create a CSV Managed IP Phone-TMM list
1. Download the most recent sample Managed IP Phone CSV lists from Product Information site at

https://my.inin.com/support/products/cic/Pages/Utilities-Downloads.aspx to the CIC server or location accessible by the CIC server.
2. Open acopy of CSV Managed IP Phone List-TMM.xlsx and specify the attributes in the appropriate columns for each managed IP
phone and associated SIP station to create.

| al A | B c [} E F G H 1 s
1 Mame Type Marufadturer  Model Fraxy Group Extendion (dertsficabion address Label addréss

1 Polyoombobby? $tand-alone Fhane Folyoom IF330 iz Lobdyy

3 Polycomagent? Workstation Falycom 1FEDL THE Ungl OO04F204FEAS

4 ApertSSP-PCE  Woarkstation IR Soft Fhone Remote agent S5P - TLS Tan: a2

5 Agantissl Stand-alone Fhone IMIM Interaction SIF Statian Remote Agent 155 - TCP TaNT a0z COZEFDFOOOED

& Agertd2iHD Stand-alone Phane audioCodes  420HD TS0 =02 il e

T Apantlssl $and-alane Fhane INIM Irteraction SIP Statian il Remote Agent 155 - TCP Tald Te02 Uned O0OBFSEISEE
WA b W CSY Managed 1P Phore List- T | Mosellifomstion | P 1K} v
Beady | ) s (=) & fel

The following table provides descriptions of each attribute.
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Attribute Description

Name (Required) Name of the IP phone.

Type (Required) Type of IP phone - Workstation or Stand-alone Phone.
For Interaction SIP Station | and Il phones, specify Workstation as these types don't support stand-alone phones.

Manufacturer | (Required) IP phone manufacturer.
The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom.

Model (Required) Phone model based on the manufacturer.
If the manufacturer is Polycom, specify Polycom phone model.

If the manufacturer is ININ, specify Soft Phone or Interaction SIP Station (for Interaction SIP Station 1), Interaction SIP
Station Il

If the manufacturer is AudioCodes, specify the AudioCodes phone model.
If the manufacturer is Genesys, specify the Genesys phone model.

Proxy Group [ Registration (Proxy) Group to use with the managed IP phone template for this IP phone.
If this value is blank, Managed IP Phone Assistant fills in the default Registration Group.

Extension Primary appearance extension number for this IP phone.
If this value is blank, it remains blank in Managed IP Phone Assistant.

Identification | SIP connection address in the form of sip: xxxQ@ IPaddress: portnumber. For example,
Address sip:320@172.17.238.68:5060.

If you do not know the IP address for this phone, leave this value blank. It populates when the phone registers with the
CIC server following provisioning.

Label (Polycom only) Label to use for the primary appearance of this IP phone and the associated SIP station. Typical values
for Label are the station extension or the user's extension (in the case where one user almost always uses the station).

If this value is blank, Managed IP Phone Assistant fills in the Name attribute (IP phone name).

Address If you know the address for this IP phone ahead of time, specify one of the following:
o For Polycom phones: MAC address of the IP phone. Polycom addresses start with 00: 04 : £2.

o For SIP Soft Phones: Full computer name for the IP phone. To ensure that you get the full computer name, click My
Computer>Properties>Computer Name. For example: PattyJ.acme. com.

o For Interaction SIP Station | and Il phones: MAC address of the IP phone. Interaction SIP Station MAC addresses start
with 00.26. fd.

o For AudioCodes or Genesys phones: MAC address of the IP phone. AudioCodes and Genesys phone addresses start
with 00:90:8f.

If you do not know the address ahead of time:

o For Polycom phones: Provision the phones manually using the provisioning IVR.

o For SIP Soft Phones: Provision the phones manually using the SIP Soft Phone Provisioning wizard.

o For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | through the provisioning IVR. If
you didn't know the MAC address when you created the CSV list, specify the MAC address manually for each
Interaction SIP Station | in the Interaction Administrator Managed IP Phone container before setting up and booting
the corresponding phone.

o For Interaction SIP Station Il phones: Provision the phones manually using the provisioning IVR.

o For AudioCodes and Genesys phones: Provision the phones manually using the provisioning IVR.

After you complete the IP phone information, save the file, selecting .CSV as the file type. The following message can appear when
saving the CSV Managed IP Phone list:

E L5 Manages [P Phore Lt TMMLcov many conilen features that ane not compaible with C5V (Comma delmind). Do you wan 10 ket B workbook n the format?
0 » T i e formal, which s ot sy ale featured, chik es,

» T preserve the festuned, cck Mo, Then e i Coqy in the latest Excel format,

=T see what might be loal, ook Help,
B

Ignore this message and click Yes. The message explains that some of the macros in the Excel file cannot be preserved in the resulting
csv file. You don't need those macros when Managed IP Phone Assistant imports the file.

Following is an example of the resulting CSV Managed IP Phone List.csv file as it appears in Excel:

A | 3 i 5 i o || a B i -
1 hame Type Mhured wtuner  Model Premy Group Extengion identificrtion Aodress Label Addess
I Polyoomlobbyl Stend-alons Phong Pod yooem 1P el Lol
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When opening the csv file in a text editor, the IP phone information is separated by commas, with one IP phone listed per line.

M C5 Managed 1P Pt List-TLesy - Mobrpad

Fie Bt Forsal Vew Hel
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Pl ycomagent 2 wWorksTat fan, Polycom, TR60L, , 7202, L 1nel , GO0MFZ MEGAT
nTioe-pr? workstation, INE, Soft Phone, Bemote Agent SO - TLE,TI02,7302..
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= TP, 7602, 7602, Lined o0R0SF 583188
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If you have not already done so, download your CSV Managed IP Phone list-TMM.csv fileto a secure location on the CIC server.

Create managed IP phones with Managed IP Phone Assistant
The Managed IP Phone Assistant guides you through the process of creating multiple managed IP phones and associated SIP stations from
an imported CSV Managed IP Phone list.

Note:

Genesys recommends that you run the Managed IP Phone Assistant outside of your core business hours because the procedure requires
significant server resources.

To create managed IP phones with Managed IP Phone Assistant
1. In the Managed IP Phones container, right-click in the right pane and then click Managed IP Phone Assistant.

l;- Interaction Administrator - [SGLak] M[=] &3 i
* Fie Edt View Conbext Help =18 |
T B>
= 9 Colective 2| [P Phone Name ' | status | Address
mﬁ There are no kems bo show in this view,
= W) SG-CLAY1S - 2015 R2 st [N
Lines
T Line Groups
% Srabiong Properias Ent
= ¥ Managed TP Phones
Templates
Q‘j Ring Sets
i Default IP Phone
¥ Regstration Groups
i SIP Bridges
L

Sefver Parameaters
Structured Parameters

Regonakzation

1|
| sorclayl 2

The Managed IP Phone Assistant Welcome page appears.
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Welcome to the Managed IP Phone
Assistant.

This assiztant vl guide you Bvough the creabion and migratcn
of managed [P phores.

This sssstant should "NOT™ be run during business hours.
The creation of managed IF phones in bulcrequires a
wgnificant amount of server resources.

To contrue, dhck Mext.

S GENESYS

If you are running Managed IP Phone Assistant after business hours, a confirmation message appears, asking whether you want to run
the wizard during business hours. Click Yes.

2. Click Next. The Add Managed IP Phones page appears.

Managed IP Phone Assistant

Add Managed IF Phones
Yeau iy eithier inport iew mansged TP phones. from & C5Y file or addfedt new managsd I
phecsnes froem config files on this screen,
‘whiat do you wank bo dot
% Craste managed BP phanes from & O3V i,

Crmabe managsd IF phones by migrating scdsting stations bo phonss on & per
» marnfackurer basis,

<Back Nt > Cancel |

3. Click Create managed IP phones from a .CSV file. The Create Managed IP Phones from a CSV file page appears.

Planaiged 1P Phone Assislant

Create Managed 1P Phones From a C5Y file
Irs thisk kg o wall sedect the C5% File that contang: the managed IP phones and ther
sddtional informastion.

S5V Fle: | Brovese. . I

[ <mak | teo: | conesl |

4. Browse to the location of your CSV Managed IP Phone List.csv file(s) on the CIC server, select the . csv file to import, and then
click Next.
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Pansged IP Phone Assistant

Creste Manasged 1P Plones from a C5Y Ffile
I this step you wll select the C5Y il that containes the managed 1F phones and ther
additionsl information,

5 Fle: | £1hESY Managed 1P Phor List-THM.cov Browse.. |

* Thee C5 Fibe i O Click Nt R contines,

<k [ met> | cowel |

If the assistant encounters errors while parsing the CsvV file, a message appears, indicating such. Click Errors to view the status of the
errors and a description.

Warning error: Managed IP Phone Assistant cannot verify one or more values. You can continue with the import, but some of those
values don't import.

Severe error: Managed IP Phone Assistant detects no columns or it couldn't open the file. You cannot continue with the import.

If you imported a CSV list based on type, manufacturer, and model (CSV Managed IP Phone List-TMM.csv), the Access Control
page appears.

Panaged 1P Pleone Assistant

Access Control
What plone fushear soosss o Hhese sk sbion sppasrances resd?

Curvarkly Salached

[kl

- Risfncrs A

<iak [ hes | cancel |

5. Select the dial plan classifications for the managed IP phones and station appearances in the csv file. For more information, click Help

@).

Note:
If you imported a CSV list based on template, this page doesn't appear because you defined the dial plan classifications in the
template.

6. Click Next. The Saving Managed IP Phones page appears. To change your settings, click Back.
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FManaged IP Phone Assist ant
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e ol ready bo comendt your changes?

o Chck. on the: Commit Changes buthon bo start saving your configurstion.

Commd Changes I

I < Back I Hest 2 I Cancel |

7. Click Commit Changes. If you imported a CSV list based on type, manufacturer, and model (CSV Managed IP Phone List-TMM.csv),
the Station Appearances Licenses page appears.
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| )
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4]

v [T | coma |

A Basic Station license is assigned by default to SIP stations associated with managed IP phones. If necessary, assign Client Access
licenses, ACD Access licenses, and/or add-on licenses. For more information, click Help (?).

Note:
If you imported a CSV list based on template, this page doesn't appear because you defined the station appearance licensing in the
template.

After you click Commit Changes, the assistant prepares the managed IP phones and applies licenses.

If you exceed the total count of licenses, a message appears: "Some or all licenses could not be allocated to each station appearance”.
Click Review to review the errors and then correct the information in the Interaction Administrator License Allocation container.

The Completed the Managed IP Phone Assistant page appears.
8. Click Finish. When the Managed IP Phone Assistant completes, the new managed IP phones appear in the Managed IP Phones container.
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The new managed IP phones have a Status of Not registered. Their status changes to Up-to-date on the phones' next SIP registration.
If you did not specify the Address attribute for one or more managed IP phones in your CSV Managed IP Phone list, they have a status

of Not provisioned. Their status changes to Up-to-date once you provision them using the Polycom phone, SIP Soft Phone,
Interaction SIP Station Il, AudioCodes, or Genesys phones provisioning IVR. For Interaction SIP Station I, you provision them by

specifying the MAC address for each Interaction SIP Station in Interactio
corresponding phone.

n Administrator before setting up and booting the

As part of creating managed IP phones, the associated SIP station appearances created on those IP phones appear in the Stations

container.

Station Configuration - Agent4 20HD

| 7502
Identification Address: | 7502

Line Kevs:

Calis per Line Eey:

Connection Address: Mot registered

£

“Agent420HD" i a skation appearance on the mansged IP phone “Agent420H0."

ﬂl’ﬁmﬁmmm

cancel |

Apply

The SIP stations associated with managed IP phones are of the type Managed Workstation or Managed Stand-alone Phone.
If necessary, you can assign Client Access licenses, ACD Access licenses, and add-on licenses to users on the Licensing tab now, or in

the Licenses Allocation container.
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Managed IP Phones Administrator Guide

Advanced configuration changes in the Managed IP Phone container

The following sections in this document provide a summary of advanced configuration features for each IP phone type and instructions for
configuration:

e Advanced configuration (Polycom)

e Advanced configuration (Interaction SIP Station I and II)

e Setup and configuration (SIP Soft Phone)

e Advanced configuration (AudioCodes and Genesys phones)

Genesys recommends that you specify as many configuration items as possible, instead of using the default settings.

Copyright and trademark

Complete the provisioning process (multiple managed IP phones)
CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server. The goal
for CIC Managed IP Phone provisioning is to "automate" it as much as possible so that it requires no user participation.

If you followed the instructions to configure the network and to Create managed IP phones with Managed IP Phone Assistant, automated
provisioning occurs once you set up and boot (or re-boot)the phones.

When a managed IP phone contacts the provisioning subsystem, the provisioning system matches the phone's computer name or MAC
address with an existing managed IP phone configuration, and serves the configuration to the device without any extra steps.

Manual provisioning (multiple managed IP phones)

Manual provisioning of some or all managed IP phones are necessary when:
e You don't specify the MAC Address (Polycom, Interaction SIP Station | and Il, AudioCodes, Genesys phones) or Full Computer Name (SIP

Soft Phone) in the CSV list for some or all Polycom, Interaction SIP Station | and Il, SIP Soft Phones, AudioCodes, and/or Genesys
phones.

Note:
In an implementation of new Polycom and/or SIP Soft Phones, the MAC Address or Full Computer Name may not be known at the
time the CSV list is created.

e The CIC system has no DHCP server or it cannot access the DHCP server.

e Some Polycom phones, Interaction SIP Station phones | and II, SIP Soft Phones, AudioCodes, and/or Genesys phones are in remote
locations.

Typically, an administrator with required permissions does the manual provisioning. In some cases (for example, remote locations), users
must do the manual provisioning.

To provision each managed phone's configuration manually
e For Polycom phones: Use the provisioning IVR.
e For SIP Soft Phones: Use the SIP Soft Phone Provisioning wizard.

e For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | phones through the provisioning IVR because they
don't have a dial pad. If you didn't know the MAC address when you created the CSV list, specify the MAC address manually for each
Interaction SIP Station in the Interaction Administrator Managed IP Phone container before setting up and booting the corresponding
phone.

e For Interaction SIP Station Il phones: Use the provisioning IVR since Interaction SIP Station Il phones do have a dial pad.

o For AudioCodes and Genesys phones: Use the provisioning IVR.

Sometimes, you have to use non-standard manual provisioning procedures. For more information, see Appendix A: Non-standard provisioning
scenarios.
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Polycom Administration

Create managed IP phones from existing (Polycom) SIP stations

Note:
This section is for use with existing CIC systems with unmanaged Polycom phones migrating to CIC 2015 R1 or later.

If your CIC system has existing "unmanaged" Polycom phones (SIP stations), Genesys recommends that you convert them to managed IP
phones. Then, you no longer need to maintain Polycom phone configuration (. cfg) files.

Before beginning the procedures described in this section, Configure the network for managed IP phones. Genesys also recommends that
you Create individual managed IP phones for test purposes and ensure that you are satisfied with your testing first.

Complete managed IP phone (Polycom) pre-migration procedures

Genesys recommends that you complete the following pre-migration procedures for easier conversion to managed IP phones:
e Add the SIP Phone Information Update server parameter.
When the phones reboot, the Manufacturer and Model fields for existing SIP stations populate automatically.
e Update a common .cfg file to include the sec.tagSerialNo="1" configuration parameter.
When the phones reboot, the MAC Address field for existing SIP stations populates automatically.

All Polycom phones send this information each time they register, meaning that the data populates in Interaction Administrator as each
phone re-registers with the CIC server. The system uses this data when you run Managed IP Phone Assistant to convert to managed IP
phones and associated SIP stations.

Add the SIP Phone Information Update server parameter

The SIP Phone Information Update server parameter allows the CIC system to populate the Manufacturer and Model automatically for a
Polycom phone (SIP station) in Interaction Administrator. Set the SIP Phone Information Update server parameter to a value of 1, yes, or
true. When the phones reboot, Telephony Services derived the model and manufacturer information from the User-Agent strings in the
registration message and updated the DS attributes dynamically for the corresponding SIP Station.

Note:
If you use the sample handlers called "IP Phone Utilities" from the SIP-Related Download Files page on the PureConnect Customer

Care site (https://my.inin.com/products/sip-platforms/Pages/default.aspx ) to create configuration files based on the information in

Interaction Administrator, adding the SIP Phone Information Update parameter is not compatible with these examples.

For the SIP Phone Information Update server parameter to take effect, reboot the phones. It takes time for all of the phones to re-register
with the server, so ensure that you check to see that the values populated before proceeding.

Update a common .cfg file to include sec.tagSerialNo="1" configuration parameter

Update the Polycom phone configuration files in the root directory of the TFTP or FTP server to include the sec.tagSerialNo="1"
configuration parameter. This action allows the CIC system to populate the MAC Address automatically for a Polycom phone (SIP
station) in Interaction Administrator. Choose a common file such as xic.cfg (when using files that the ININ IP Phone Configurator
generated), or the sip.cfg file. When you update the . cfg file and reboot the phones, Telephony Services derives the MAC address from
the User-Agent strings in the registration message and update the configuration dynamically for the corresponding SIP Station.

For the . cfg file updates to take effect, reboot the phones. It takes time for all of the phones to re-register with the server, so ensure that
you check to see that the values populated before proceeding.

Create managed IP phones from existing (Polycom) SIP stations using Managed IP Phone Assistant

This section describes how to use the Migrate option in the Managed IP Phone Assistant to create managed IP phones and associated
SIP stations from existing (Polycom phone) SIP stations.

In this procedure, a sample SIP Workstation IP335 station migrates to a new managed IP phone and associated station.
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e Genesys recommends that you run the Managed IP Phone Assistant outside of your core business hours because the procedure
requires significant server resources.

e The complexity and variation of XML files means that your files can have problems migrating. If this situation occurs, contact
PureConnect Customer Care and open an incident. Have your logs and copies of your XML files available. You can continue after
you open your ticket by using the phones in an unmanaged fashion until you are able to complete the migration successfully.

To create managed IP phones from existing (Polycom) SIP stations
1. Before you begin, ensure that you know the location of the Polycom phone/SIP station configuration files (. cfg), as the Managed IP
Phone Assistant asks for this information. The . c£g file location is typically the root directory of your TFTP server, either a local
directory path or a network share. Ensure that it is accessible from the computer where you plan to run the Managed IP Phone
Assistant.
2. Click the Managed IP Phones container and then click Managed IP Phone Assistant.

Note:
Run the Managed IP Phone Assistant after business hours
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The Managed IP Phone Assistant Welcome page appears.
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Welcome to the Managed IP Phone
Assistant.
This: assigtant will guide you Swough B creation and migratcon
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This: asssstant should *HOT™ be nun during busingss hours.
The creation of managed IF phones in bulk requires a
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3. If you are running Managed IP Phone Assistant after business hours, click Yes to proceed past the warning message.

& e do *not® recommend performing a bulk import or migration of
j;h existing skations ta managed IP phones during bisiness hours due
- ko the server resources required For this processing,

Do your wish bo continwe running this wizard?

_ |
The Add Managed IP Phones page appears.

Add Managed [P Plones

‘wiows iy eithes mport rew managed B plhones from 2 C5Y File or sddedit new manasged [F S
pheoreess From cordig Fles on thes sereen,

Wbt s you warkt bo do?

™ Crasbe managed IP phones from & C5V fils,
@m TP phones by migrakiee edsting stations bo phones
3 acturer basis. nniwl

« fack et = cancel |

4. Click Create managed IP phones by migrating existing stations to phones on a per manufacturer basis. The Select Manufacturer page
appears.




Panaged 1P Phone Asgistant

Sefect Manulacturer
In this step you sebect the manufscturer bo use inthe migration process.

Pick the manuf scturer whose stabions you wish Lo migrate into phones:
' Polycom

<psk [ met> | caxel |

5. Choose the manufacturer of the stations to migrate. Currently Polycom is the only supported manufacturer. If you selected Polycom
on the previous page, the Select Default Model page appears.

Panasiged TP Phone A ssistant

Sebect Default Model
Irs this skesp you select the dedfal moded that should be used F & cannot be derived From
Ehe stationd on thi phare.

Pich. tho chesf . rrdind:
Marafachurer:  Pobycom

Mool [T - |

< Bk et > Cancel I

6. Inthe list box, click the default phone model to use when the system cannot derive the model from the stations on the phones that
you are migrating.
For example, SIP stations associated with a Polycom configuration file may not have a manufacturer or model set in Interaction
Administrator. By selecting the default model, the Managed IP Phone Assistant knows what settings to use for the migration. In this
example, the default model selected is an IP335.
Note:
If you set the SIP Phone Information Update server parameter as described in an earlier section, selecting the default model on
this page is unimportant. The reason is that the server parameter ensures that each phone populates appropriately for
manufacturer and model in Interaction Administrator.

The New Phone Naming page appears.
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7. Specify a format string that indicates the name for the assistant to use for the migration item. The assistant creates an associated
SIP station with the same name. There are two different substitution strings that you can use alone or with a format string to create
phone names.

Phone name format: Name of the first private station display name added to the migration item. Use a format string to define the

phone's name when created. Use one or more substitution strings with a format string, so that every phone created has a meaningful

and unique name.

There are two different substitution strings:

o S$FirstPrivateStation$: Name of the first private station display name as defined in the reg.x.displayName attribute found in
the SIP phone's . cfg file added to the migration item.

o $MACS: MAC address of the phone that you are migrating.

By default, the assistant uses the $FirstPrivateStation$ substitution string. You can use a substitution string separately, in

combination with the other substitution string, in combination with a format string, or use it alone. For example:

o SFirstPrivateStation$

o SMACS

o SFirstPrivateStation$-$MACS$-SecondFloor

o SecondFloorPhone Using just text, the assistant appends the text with 1, 2, and so on after naming the first IP phone and
associated SIP station.

If a single format string of ManagedPhone is used without a substitution string, then all new phone names created would be named

ManagedPhone 1, ManagedPhone 2, etc. If the substitution string sMACS is used together with the format string of
ManagedPhone, such as ManagedPhone - $MACS, then the MAC address for each phone would be substituted in the new name,

i.e.,, ManagedPhone - 0004f2008100.
Note:
The substitution strings are case-sensitive. For example, if Phone - Smac$ is specified, smacs will not resolve to the MAC
address. The string must be entered as Phone - $MACS for proper MAC address resolution.

Sample phone name: Indicates how the phone name format field resolves.
8. Click Show Available Substitution Strings to view the substitution strings. The Phone Configuration File Directory page appears.
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Phione: Condigur stion File Directory
Onithes page you neesd to specy where the phone configurstion files are located.
Enter the drectory where the phone configuration files are locsted:
<pock | met> | conce |

Type the directory or click Browse to select the directory where the existing IP phone configuration (. cfg) files are. The .cfg file is
typically the root directory of your TFTP server, either a local directory path or a network share. Ensure that it is accessible from the
computer where you plan to run the Managed IP Phone Assistant. In this example, the location is D: \ I3\ IC\TFTPRoot.

The Managed IP Phone Assistant searches this directory for . cfg files and displays a list of files found on the Select the Items to
Migrate page. The assistant uses the settings in the selected . cfg files to create managed IP phone objects.

For the assistant to recognize a phone configuration file, the file must:
o Use the XXXXXXXXXXXX.cfg format, where XXXXXXxxXXXXis a 12-character alpha-numeric MAC address.

o Contain an APPLICATION XML element at the root that has a CONFIG FILES XML attribute that specifies the other phone
configuration files.

Each . cfg file that meets these criteria displays as a selectable item to migrate. The assistant needs read access to the phone
configuration directory specified. For more information, click Help (?).

9. Click Next. The Select the Items to Migrate page appears.

Select the items to migrate
Sealasrt: hem arres v with b0 mirate by sddng tham Eo tha Selactad ket
A ooy Sebyched

w2 |

Add Al = I

< Back |__um>| cancel |

Select the items to migrate by clicking the items in the Available list and then clicking Add to move them to the Selected list. The
items displayed in the Available list are the Polycom configuration files that the assistant found in the directory specified on the
Phone Configuration File Directory page.

10. Select at least one item and then click Next. The Build Migration Items page appears.
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This page shows that the migration process is going to begin building migration items, and it lists the number of migration items
included in the process. In this example, there is just one migration item.

Click Next. After the building the migration items, the Current State of Migration Items page appears.

Flanaged 1P Phone Assistant

Current State of Migration [tems
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concol |

The number of items with errors, warnings, or no errors or warnings appear.
Items with errors: The assistant cannot create a managed IP phone from these items. Click the Show Item Details button and review

the Build History tab to aid in resolving the error.

Items with warnings: These items are candidates for migration at the current state, and the assistant may be able to create a

managed IP phone from these items.

Items with no errors or warnings: These items are good candidates for migration at the current state, and the assistant will most

likely be able to create a managed IP phone from these items.

Note:

Genesys strongly recommends that you click Show Item Details to review the migration item details. ltem details include
information about the new managed phone created for the selected migration item, and information about error and warnings

listed for that migration item.

Click Next. The Backup Directory Services page appears.
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Genesys strongly recommends that you complete a Directory Services backup. This step is the final step in the migration process
before the Managed IP Phone Assistant starts creating the managed IP phones based on the migration items.

Click Backup Directory Services to do the backup.The Directory Services backup can take several minutes. There is a timeout set at
40 minutes. If the timeout is reached, the assistant displays The CIC server was unable to perform a backup of Directory Services.
Either click Try Again to attempt another backup, or click Continue without making a backup.

When the backup is complete, the page displays the location of the backup file, for example,
D:\I3\IC\Backup\RegistryBackup 16-8-2011-458037. Take note of this location.

This is the last page before the migration process starts. To learn more about what happens during the migration process, click Help
.

A confirmation message appears.

Managed IP Phone Assistant

Run the: phones: migeration process now?

iy,
Mobe: This operation can bake & whils,

[ v | w |

Click Yes to start the migration process. When the migration process is complete, the Migration Results page appears.

Migration Results
This page displys tres resuits of the phore migration,

Phones crested: | {0 had warnings or errors during ther creation )

Phores not created: 0

Show detaled migation resuts |

o [CE o |

This page displays the number of managed IP phones created in the migration process and indicates whether warning or errors
occurred.

Click Show Detailed Migration Results to view each step taken during the migration for each migration item.
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If errors and warnings occurred, you can see at what point they occurred and why. Depending on the migration results, the system
might ask you to reload the phones; or you can make changes to individual IP phones in the Managed IP Phone container after the
assistant completes and reload the phones then. For more information, click Help (?).

The Managed IP Phone Assistant process is now complete.
Click Finish to exit the assistant. The new managed IP phones appear in the Managed IP Phones container.
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Notice that the new managed IP phone in this example has a status of Not registered. On the phone's next SIP registration, this status
changes to Up-to-date.

As part of creating managed IP phones, the system creates associated SIP station appearances on those IP phones, of the type
Managed Workstation or Managed Stand-alone Phone. You can view them in the Stations container.
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Complete the provisioning process (Polycom)

CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server. The
goal for CIC managed IP phone provisioning is to automate it as much as possible so that it requires no user participation.

If you followed the instructions to configure the network and Create managed IP phones from existing (Polycom) SIP stations using
Managed IP Phone Assistant, automated provisioning occurs once you set up and reboot the phones.

When a managed IP phone contacts the provisioning subsystem, the provisioning subsystem matches the phone's computer name or
MAC address with an existing managed IP phone configuration, and serves the configuration to the device without any extra steps.

Manual provisioning (Polycom)
Manual provisioning of some or all managed IP phones is necessary when:

e The CIC system has no DHCP server or it cannot access the DHCP server.
e Some Polycom phones are in remote locations.

Typically, an administrator with required permissions does the manual provisioning through the phone's provisioning IVR. In some cases
(for example, remote locations), users do the manual provisioning. Do manual provisioning on each managed phone's configuration.

Additional configuration (Polycom)

Polycom firmware and phones
Managed IP Phones Administrator Guide

Polycom firmware for supported and EOL phones
The following tables list the Polycom firmware versions for supported and End of Life (EOL) phones.

Firmware for supported phones

Firmware Initially Made Available in... Phone Type Phone Model
Version
5.8.0 2018 R5 Desktop Phones VVX 101

(with support of VVX D60 wireless handset pairing)

2018 R4 Patch3 VVX 201
2018 R3 Patch10 VVX 300/301
2018 R2 Patch16 VVX310/311
2018 R1 Patch23 VVX 400/401
2017 R4 Patch29 VVX 410/411
2017 R3 Patch36 VVX 500/501
VVX 600/601
VVX D60
5.5.4 2018 R4 Conference Phones Trio8500
2018 R3 Patch5 Trio8800

2018 R2 Patch11
2018 R1 Patch18
2017 R4 Patch24
2017 R3 Patch31
2017 R2 Patch36
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5.4.5G 2017 R3 Desktop Phones VVX 101
2017 R2 Patch6 VVX 201
2017 R1 Patch12 VVX300/301
2016 R4 Patch17 VVX310/311
2016 R4 Patch15 + ES VVX400/401
2016 R3 Patch23 VVX410/411
2016 R2 Patch23 VVX500/501
2016 R1 Patch27 VVX600/601
4.0.8.2058.1 2017 R1 Patch1 Desktop Phones SoundPoint
2016 R4 Patch5 and Patch6 Conference Phones IP321
2016 R3 Patch12 IP331
2016 R2 Patch17 IP335
2016 R1 Patch22 IP450
2015 R4 Patch22 IP550
2015 R3 Patch25 IP560
2015 R3 Patch24 + ES IP650
IP670
SoundStation
IP6000
IP7000
522 2015 R2 Patch8 Desktop phones VVX300
2015 R3 Patch2 VVX310
VVX400
VVX410
VVX500
VVX600
4.1.6h SU6, SU5-ES, SU4-ES Desktop phones VVX300
VVX310
VVX400
VVX410
VVX500
VVX600
4.0.8c 2015 R2 Patch8 Desktop phones IP321
2015 R3 Patch2 Conference phones IP331
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000
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4.0.1b SuU3 Desktop phones IP321
Conference phones IP331
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000
3.2.7 Su4 Desktop phones IP331
Conference phones IP321
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000
Firmware for "End of Life" (EOL) phones
Firmware Phone Type Phone Model Limitations
4.0.2b Wi-Fi phones SL8440 Firmware and provisioning no longer supported; however, the phones are
SL8450 still available from the manufacturer.
3.2.7 Desktop phones IP320
IP330
IP430
3.1.6 Desktop phones IP301 Except for the IP4000, does not support SRTP.
Conference phones IP501
IP600
IP601
IP4000
2.1.4 Desktop phones IP300 Does not support SRTP, DND syncing, idle screen configuration, or voice-
IP500 quality monitoring.

Copyright and trademark
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Interaction Firmware

Starting in 4.0 SU 5 and continuing with CIC 2015 R1 and later . i so file includes a separate Interaction Firmware component that contains
the firmware for Polycom, Interaction SIP Station, AudioCodes, and Genesys managed IP phones. When you run Install.exe onthe CIC
server, it installs the Interaction Firmware component (and other required CIC server components) to \\i3\IC\Server\Firmware. You can
also use Interactive Update to apply the Interaction Firmware component on the CIC server. For more information about installing or
updating CIC, see the Product Information site at https://my.inin.com/products/iupdate/Pages/Latest-Release.aspx.

Note: CIC releases earlier than 4.0 SU 5 require you to download the firmware. To download firmware for earlier releases, see the SIP-

Related Download Files on the Product Information site at https://my.inin.com/products/sip-platforms/Pages/SIP-Related-Download-
Files.aspx.

Polycom firmware update required

Starting in June 2016, Polycom introduced a new MAC address range for VVX; SoundPoint IP and SoundStation phones; and
SoundStructure Installed Audio products. The new address range replaces the 00: 04 : xx: xx: xx: xx MAC address range. Phones with a
MAC address inthe range 64:16:7f:xx:xx:xx require a firmware update, included in supported CIC patch releases starting with CIC

2015 R2. For more information, see PureConnect KB article https://my.inin.com/products/pages/kb-details.aspx?
entryid=q146602352400297.

Selectable Polycom firmware

Starting with CIC 4.0 SU 3, administrators can select from a list of supported Polycom firmware versions for a specified model to apply to
a managed IP phone or group of managed IP phones in Interaction Administrator.
The selectable firmware feature allows you to:

e Control CIC release deployment to managed IP (Polycom) phones. For example, you can leave the phones on an older firmware
version when deploying a release. Then, set a few phones to the new firmware to test it. Then, push out all the phones when ready.

e Test for a regression by pushing a test phone back to an older firmware version for verification purposes.

Note:
If the selected Polycom IP Phone model(s) do not support the selectable firmware feature option, the option doesn't appear.

To select a firmware version for a single managed IP phone
1. Double-click a managed IP phone in the Managed IP Phones container. The Managed IP Phone Configuration dialog box appears.

*ansged IPF Phone Configuration - Agent]

Registration: (+ Regutration Group (5P Bridge
| Dot Ragistration Growp =|
Location: [ <Defuit Locaton> =

Frtivars Verdon: | <Latest s (5.2.2)
Pauichey Protoook: 5o

Tieswa T ¥ Uss Location Time Zore
Jiumc-c:00) Earsbern Teme (LS & Canada) ]
Exparson Moddes: [0 =] | =l

b i [or ]| cocs | e |
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2. In the Firmware Version list box, click the firmware version. By default, the recommended option of <Latest> is selected.

Older firmware versions installed on this system previously can also appear in the list box. In certain scenarios, you can select older
approved firmware for this Polycom IP phone model. For example, to control the rollout of new firmware to a managed IP phone or
group of managed IP phones during a release update. If the selected Polycom IP phone model does not support this feature, this
option doesn't appear.

To select a firmware version for multiple IP phones
1. Click two or more managed IP phones in the Managed IP phones container, right-click, and then click Change Multiple IP Phones.

Pt s B Sedecret 4 P

2. From the Firmware Version menu, click the firmware version. By default, the recommended option of <Latest> is selected.

Learve uncharged :I
Ay Frotoool L L
e o 401k
Rirwg Set 0
=L <l st

SpectraLink Wi-Fi phone considerations

The SpectralLink SL8440 and SL8450 Wi-Fi models differ significantly from the other Polycom phone models. The most basic difference is
the wireless connectivity capability of the SpectraLink phones through Wi-Fi. Along with supporting 802.11b/g/n, they also support WEP,
WPA, WPA2-PSK, and WPA2-Enterprise for wireless security. They also require business class wireless access points that support WMM
(Wi-Fi Multimedia) protocols, requiring extra steps of Wi-Fi connectivity configuration before DHCP/DNS setup.

It is also important to note that the firmware and provisioning of these devices are "End of Life" (EOL), so newer supported firmware
versions are not available. For a complete list of supported standards and recommended practices, see the Polycom product
documentation.
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Support for End of Life devices

SIP Handset manufacturers, such as Polycom, move their products to an "End of Life" (EOL) status sometime after they stop production
of that particular product model. Once this happens, they also stop maintaining the firmware used with those models, typically. Genesys
has opted to attempt to support our customers who still operate on these EOL handsets by continuing to make them available as
Managed IP Phones. This support, however, is limited.

To date, all EOL phones are still available when selecting the model of your Managed IP Phone, their configuration files still generate, and
the CIC server still includes the last supported firmware files. While Genesys opted to support the administration, configuration, and
interoperability of these devices with CIC, Genesys is unable to address any issues determined to exist at the device level. Genesys
doesn't have the ability to create firmware, nor obtain newer firmware from the manufacturers for products listed as EOL. Also, Genesys
can discontinue the support of any EOL device for any reason in the future.

To check the status of a particular phone model, consult the manufacturer. For the latest phones that Genesys tested, see the TestLab
site at http://testlab.genesys.com/.

Provisioning FTP adapter

Polycom phones running 2.1.4 firmware (the IP300 and IP500) use the Provisioning FTP Adapter for their initial firmware requests. This
adapter by default listens on Port 21, but you cannot disable it by creating the server parameter Provision FTP Enabled and setting it
to No.

Managed IP phone (Polycom) configuration options

Availability of configuration options for Polycom managed IP phones depends on the model of the phone. Newer models tend to have
more options.

Options tab (Polycom)

The managed IP phone configuration options are available on the Options tab when editing one or more managed Polycom phone(s) from
the Managed IP Phones container. The Options tab contains configuration options such as port settings, localization, volume persistence,
and emergency information. For more information about the configuration options and their meaning, see the Interaction Administrator
documentation.
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Advanced Options (Polycom)

The managed IP phone configuration advanced options are available on the Advanced Options tab when editing one or more managed
Polycom phone(s) from the Managed IP Phones container. The Advanced Options tab contains configuration options for timeout,
Polycom features, echo/noise suppression, gain settings, auto-dial, local Polycom dial plan, Network Address Translation (NAT), flash
parameters, syslog, voice quality monitoring, and phone-specific SIP security. For more information about the advanced configuration
options and their meaning, see the Interaction Administrator documentation.
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Additional managed IP phone (Polycom) features
This section describes some of the unique features that Polycom phones offer over other managed IP phones types.
Call parking / Zone paging

Call parking places a parked call (held call) into a specific call queue, or orbit. Any other Polycom phone can pick up the parked call by
specifying which orbit to pick up from.

Zone paging allows one phone to page an entire dial group (through an extension). It passes one-way audio to all phones reachable at the
specified extension.

Dial string Function

*901 <extension> | Zone page

*902 <orbit#> Park call in orbit <orbit#>

*903 <orbit#> Pick up parked call from orbit <orbit#>

*904 (<orbit#>) | List parked calls (in orbit <orbit#>)

Dial options for Call parking and Zone paging
Shared line appearances

Polycom phones support shared line appearances, allowing mirroring of one line over multiple stations. For example, an assistant has an
appearance of the manager's phone line on their phone so that the assistant can see whether the manager is on the phone, and answer
the manager's calls.

The first step for setting up shared lines is to set the desired stations as sharable. Only stations on Polycom phones support this feature.
Use Interaction Administrator to edit the station appearance on a managed Polycom IP phone.
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After you set the station to Sharable, you can add it to the Polycom managed IP phone as a shared station appearance. Select the station

appearance and a dialog box appears with the configuration of the shared appearance. Afterward, reboot the phone with the shared
appearance.
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Station Configuration - PolycomLobby1
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Custom configuration files (Polycom)

The provisioning server supports the ability to add a custom attribute to Polycom phones named config_files (case-insensitive), which
must contain a comma-separated list of files. If the file exists inthe \i3\ic\provision\polycom directory on the CIC server,
provisioning includes the files in the config_files list for Polycom phones. The system requests these files after provisioning generates
the config files and allows administrators to set custom config file attributes that provisioning doesn't handle (for example, microbrowser
settings). For more information about the file inheritance model that Polycom phones use in the provisioning sequence, see Boot and
provision sequences (Polycom).

The config files custom attribute supports [MACADDRESS] and [MODEL] placeholders, with the value being substituted automatically
(for example, [MACADDRESS]-config.cfg changes to 0004£2000000-config.cfgand [MODEL]-config.cfg changes to IP330-
config.cfg). With this mechanism, you can set custom configuration on a per-phone and a per-model basis.

Advanced Dptions HE

Advanced Options | SIP Opticns  Custom Attributes |

MNearme | Walue |
CLSTOM:: config_files [MODEL }-config.cfig, Indy-config.cfg

|
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ok | cacs | mooty |
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Fs Edt Format Wiew Help
<Fum] wersion="1.0" standalone="yes" 7> |

<feature. enhancedFeaturekeys feature. enphancedFeaturekeys. enabled="1" /3
<efk efk.version="2" /

<softkey softkey.l.enable="1" softkey.l.insert="3"

softkey, L. action="42658Timvites"” softkey.l. label="security"
softhkey. l.use, fdle="1" /3

80



Supported languages for Polycom phones

Language support for Polycom phone models depends on the version of your Polycom firmware. For information about your firmware
version, see the Polycom'’s VolP SIP Software Release Matrix at http://downloads.polycom.com/voice/voip/sip_sw_releases_matrix.html.

Following is a list of all known languages supported as of Polycom 3.2.5c:
e Chinese, China (for IP 450, 550, 560, 650, 670 and IP 6000, 7000 only)

Danish, Denmark

Dutch, Netherlands

English, Canada

English, United Kingdom

English, United States

French, France

German, Germany

Italian, Italy

Japanese, Japan (for IP 450, 550, 560, 650, 670 and IP 6000, 7000 only)
Korean, Korea (for IP 450, 550, 560, 650, 670 and IP 6000, 7000 only)
Norwegian, Norway

Polish, Poland (all phones except IP 301)

Portuguese, Portugal

Russian, Russia

Slovenian, Slovenia (all phones except IP 301 and IP 4000)

Spanish, Spain

Swedish, Sweden

Note:
The IP301 model does not support any languages other than its internal default (English, United States).

You configure language support for managed Polycom phones in Interaction Administrator in Managed IP Phones Configuration...Options
under Polycom Interface.

Managed IP Phone Configuration - Polycomlobby 1
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External registrations (Polycom)

Polycom phones support the use of the external registrations feature, allowing a specific line to register differently than all other lines on
that phone. You add an external registration to a phone using the Managed IP Phone Configuration dialog box in Interaction Administrator.
For more information, see Appendix B: How registrations work (proxy settings).

Troubleshooting (Polycom)

This section outlines a few of the more common problem scenarios encountered with Polycom phones. In all these scenarios, it is useful
to obtain a packet capture to see exactly what traffic passes to and from the phone, including DNS, HTTP, and SIP traffic.

Polycom phone is set to use TLS but can't receive calls

If a Polycom phone cannot connect to a network time server (through SNTP) to determine the time, it cannot register or validate a
certificate sent from the CIC Server to validate the call connection. All calls fail silently. Also, if the Polycom phone cannot connect to a
network time server when booting, the phone fails.
To resolve this issue, ensure that each Polycom phone using TLS can connect to an NTP server. Do the following:

e Set the NTP server on the DHCP server through either DHCP Option 004 or 042.

e If no domain controller is available, set the CIC Server as the SNTP server.

For more information, see Configure the network for managed IP phones.

Polycom phone cannot locate boot server

By default, the phone's Boot Server setting is Custom + Option 66, with Custom's default value set to 160. You can set both these values
on the phone. When the phone looks at options that the DHCP server supplies, it looks for Option 160 first. If that option does not define
a boot server, the phone looks at Option 66. As described in Polycom DHCP record notes, you normally do not need to set Option 66 on a
Polycom phone for the phone to locate the boot server.

Notes:

e Steps often differ depending on the phone model used and whether the phone is starting or already running. If these steps don't
match your phone, see the Polycom documentation for configuration instructions.

e The SpectraLink phones do not have a menu key; rather, the main screen has an icon called Settings that gives access to the
configuration menus. Otherwise, the menus are similar to the configuration menus on other models. The Network Settings differ,
though the difference is because of the SpectralLink phones running Polycom's 4.x firmware rather than to the model itself.

To verify that the phone's Boot Server settings are correct
1. On the phone's Network Configuration screen, do the following:
a. Press Menu, press 3 for Settings, and then press 2 for Advanced.
b. Type the password (the default is 456) and then press Enter.
c. Press 1 for Admin Settings.
d. Press 1 for Network Configuration.
2. Onthe DHCP menu screen, do the following:
Choose DHCP Menu and then choose Select.
Choose Boot Server and then press Edit.
Use the arrow keys to select Custom + Opt 66 and then press OK.
Choose Boot Srv Opt and then press Edit.
Using the keypad, type 160.
f. Press OK and then press Exit twice.

3. Select Save Config. The phone saves your configuration changes and reboots. If it still cannot locate the boot server, verify through
DNS that the hostname configured in DHCP resolves to the IP address of the desired CIC server.

® 00 0o
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Polycom phone contacts boot server but cannot register

If the non-provisioned phone can contact the boot server, it displays a line labeled Setup. If the phone is provisioned, it displays the line
label set in Interaction Administrator.

If the phone is not registered:

When you go off-hook, the phone displays the message URL call is disabled.

e The phone icon next to the line label appears hollow.

If you set up a Polycom phone using the Configure a Polycom phone's boot server manually procedure but the phone fails to register

1.

2.

Repeat Steps 1 and 2 of the procedure for configuring the phone manually. The screen shows the boot server's URL or IP address
followed by the port number.

Verify that the boot server and port information is correct.

To determine whether registration failure is because the phone cannot resolve the short name of its server through DNS

1.
2.

Open Windows Explorer on your CIC server.

Locate the Polycom log under \13\IC\Logs\ <yyyy-mm-dd>\phones. The filename is the MAC address of the phone-boot <log

sequence number 1f any>.
Open the log in Windows Notepad or a text editor.
In the log, go to the section beginning with DHCP returned result. The log should look like the following:

0101000017 |appl |3|00|DHCP returned result O0x38F from server 10.250.0.2.
0101000017 |appl |3|00|Phone IP address is 10.250.0.92.

0101000017 |appl |3]00|Subnet mask is 255.255.255.0.

0101000017 |appl |3|00|Gateway address is 10.250.0.1.

0101000017 |appl |3100|Boot server address is http://lablic.sbsdomain.local:8088.
0101000017 |appl |3|00|DNS server is 10.250.0.2.

0101000017 |appl |3|00|DNS alternate server is 10.250.0.1.

0101000017 |appl |3|00|DNS domain is sbsdomain.local.

In the DHCP returned result section:

In the line that begins DNS server is, note the URL of the DNS server. If this value is not present, then DHCP Option 6 is not
defined.

In the line that begins DNS domain is, note the name of the DNS domain. If this value is not present, then DHCP Option 15 is not
defined.

Do the following to determine whether the DNS server can resolve the DNS domain:
a. Open a command prompt, type ns1lookup, and then press Enter. The command window appears as follows:

C:\>nslookup
Default Server:nighthawk.example.com
Address:172.16.1.2

b. If the default server address differs from the one in the Polycom phone's log, type server, the address from the Polycom
phone's boot log, and then press Enter. Windows changes the server address to the address that you provided. The command
window appears as follows (except that your server address is different):

> server 10.250.0.2
Default Server:[10.250.0.2]
Address:10.250.0.2

c. Type the short name of your CIC server (such as 1ab1lic) and the domain name suffix in the Polycom phone's boot log above
(such as sbsdomain.local), and then press Enter. If the DNS server can resolve the CIC server name, the command window
appears as follows:

> lablic.sbsdomain.local
Server:[10.250.0.2]
Address:10.250.0.2
Name:lablic.sbsdomain.local
Address:10.250.0.51

Boot and provision sequences (Polycom)

This section explains the behavior of a Polycom phone when powering on. It is helpful while troubleshooting a phone to understand what

it is doing during startup. When the phone powers up, it runs through the bootloader (boot sequence), checking its current firmware. It
then starts the SIP application and gets its configuration (provision sequence).
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Polycom boot sequence

Note:
Starting with CIC 2017 R3, Interaction Administrator includes the following advanced options for Polycom phones capable of 4.0 or
newer firmware:

e Boot Server Type

e Boot Server Option

e Boot Server Option Type

e Provisioning URL

If the Boot Server Type option is set to Static, the phone uses the value of the Provisioning URL option instead of the DHCP option

during the Polycom boot sequence. For more information, see "Advanced options: Polycom phones or templates" in the Interaction
Administrator documentation.

Following is the Polycom boot sequence:
e Phone powers up and does CDP/LLDP VLAN discovery
o Troubleshoot using packet capture
o If the switch returns a response, it uses that VLAN
e Runs through the DHCP discovery

o Troubleshoot using packet capture, syslog, or bootlog

o DHCP must return
= |P Address
= Option 1:Subnet Mask
= Option 6: DNS server(s) - These servers must be able to resolve the name of the CIC server (short name + option 15). If using

switchover, they must also be able to resolve SRV entries for the phone's domain.
o DHCP should return

= Option 3: Router - used when the phone needs to contact any resources not within its subnet.
= Option 15: Domain Name - used for DNS A Record lookup.

= Option 160: Custom Provisioning Server - The phone defaults to Custom + Opt 66 with Custom defined as 160. It checks
for a provisioning server in Option 160 of the DHCP response first, then falls back to Option 66.
= [f 160 or 66 isn't set:

= |f a boot server value resides in flash memory and the value is not 0.0.0. 0, it uses the value in flash memory.
m  Otherwise, the phone sends out a DHCP INFORM query.

m [f it fails, it reports on the screen that it Failed to contact boot server.
o DHCP may return

= Option 4/42: Time Server(s) - defined so that the phone can do SNTP queries to determine time. If you defined this option in
the Configuration files generated from IA, these DHCP Options are optional.

= Option 2: Time Server Offset - If you have your time server derived from the Option 4 or 42 values, you must also define the
offset.

Phone asks for model-specific bootrom. 1d (example /2345-12500-001.bootrom. 1d)
If it has a different version, it downloads and saves the new version; and then reboots
Phone asks for <MAC>.cfg (example: /0004f218dece.cfq)
o This file contains a list of files that the phone should request to obtain configuration
o If there is no managed phone with this MAC address
= Provision Server creates a provisional station
m <MAC>.cfg populates with provisional configuration file names
Phone asks for model-specific sip.1d (example /2345-12500-001.sip.1d)
If it has a different version, it downloads and saves the new version; and then reboots.




Polycom provision sequence

e Phone starts the SIP application and query DHCP again
Phone asks for model-specific bootrom. 1d again
Phone asks for <MAC>. cfg again
e Phone asks for model-specific sip.1d again
e Phone asks for the files from <MAC>. cfg in order, generally:
o /server/cert/ca.cfg - CIC certificate authority for use with TLS connections
o /phone/<guid>.cfg - custom configuration for that managed phone
/proxy/<registration group>.cfg -registration information for the phone's registration group
/server/xic.cfg - dialplan and feature-specific configuration
/phonel.cfg - Polycom-default configuration
/sip.cfg - Polycom-default configuration
o /overrides/<MAC>-phone.cfg - phone-specific configuration that a user changed from the phone's user interface
e Phone asks for default files; it's possible that these files are not available
o /<MAC>-license.cfg - phone-specific license
o /contacts/<MAC>-directory.xml - contacts directory
e Phone REGISTERS with the CIC server

o

o O o

You can verify proper provisioning and registration using either a Wireshark capture, or the combination of Provision Server and SIPEngine
logs.

Precedence example

Polycom phones give precedence to whatever configuration file it acquires first; therefore, any configuration received in
server/xic.cfg overrides configuration received in sip.cfq.

As an example, say that a phone has the CUSTOM: : config files attribute set to config me.cfg. Assuming that the file exists, the
phone requests this config me.cfgimmediately before it requests phonel.cfg. The contents of config me.cfg are:

<?xml version="1.0" standalone="yes"?>

<mb>

<idleDisplay>

<home mb.idleDisplay.home="http://www.inin.com"/>
<refresh mb.idleDisplay.refresh="4"/>
</idleDisplay>

reg.l.address="blahblahblah"

</mb>

The phone ignores the reg. 1.address attribute configuration, since it receives it before this file in phone/<guid>.cfg. However, the
phone doesn't receive the other two attributes until "sip.cfg", so the phone applies these two attributes accordingly.
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Phone Simulator (Polycom)

A quick way to check what configuration passes to a phone is to use PhoneSim. exe, a PureConnect tool that simulates the provisioning
requests for managed IP phones. The tool is available on the CIC Utilities and Downloads page on the Product Information site at

https://extranet.inin.com/products/cic/Pages/Utilities-Downloads.aspx. All the configuration attributes display and allow filtering by file,

attribute name, or attribute value. The system saves the configuration files that the provisioning server passes in the specified output
directory.

This tool applies configuration settings according to file precedence. To determine whether the system applies a specific attribute from
the proper file, see the filename associated to that file.

[y ol Fier Troe [Aabute -] (2o ]
Request Timeol |30 | Seconds Effective Settngs [¥] Cass Insenstive [ Fagular Eqprassices

Meroci
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Output Cerectory
£\Confighiss

[#] Subdrsctory per phone
| Getfies | | SowFles | | Delete Fies
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Interaction SIP Station | and Il Administration
Interaction SIP Station | and Il phone specifications and description

Interaction SIP Station | and Il

Interaction SIP Station | and Il are SIP-based devices designed for the contact center and enterprise environment that use power over
Ethernet with physical controls for volume, mute, on-hook/off-hook, and emergency/urgent speed autodial.

Interaction SIP Station | and Il offer a low-cost alternative to basic IP phones, soft phones with USB headsets, and high-priced high-end
multimedia phone devices.

For contact center and enterprise users, Interaction SIP Station | and Il with Interaction Desktop and other CIC clients offer full-featured
call control.

The major differences between Interaction SIP Station | and Il are:
e Interaction SIP Station |, formerly known as Interaction SIP Station, has Fast Ethernet ports, an emergency speed dial button, and
requires Power over Ethernet.
e Interaction SIP Station Il, available in CIC 2015 R2 or later, has Gigabit Ethernet ports, a full dial pad, and the option of using a power
adapter or Power over Ethernet.

Compliancy statements

Interaction SIP Station | and Il are fully compliant with the SIP communications standard and work in most global deployments, including
EU countries.
The use of this equipment is subject to local rules and regulations. The following rules and regulations are relevant in some or all areas:
e Federal Communications (FCC Statement)
e CE Notice (European Union)
e WEEE EU Directive

Federal Communications (FCC statement)

This device complies with FCC Rules Part 15. Operation is subject to the following two conditions: (1) this device cannot cause harmful
interference and (2) this device must accept any interference received, including interference that can cause undesirable operation.

This test equipment complies within the limit of a Class A digital device, pursuant to Part 15 of the FCC Rules. These limits provide
reasonable protection against harmful interference in a residential installation.

However, there is no guarantee that interference won't occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which you can determine by switching the equipment on and off, the user can try to correct the
interference using one or more of the following measures:

1. Reorient or relocate the interference receiving antenna.

Increase the distance of separation between the equipment and interference receiver.

Connect the equipment to a power outlet on a circuit different from that to which the interference receiver connects.
Consult the dealer or an experienced radio/TV technician for assistance.

Changes or modifications that the party responsible for compliance doesn't expressly approve can void the user's authority to
operate the equipment.

a b wnN
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CE Notice (European Union)

The symbol indicates compliance of this equipment to the EMC Directive and the Low Voltage Directive of the European Union. These
markings indicate that this system meets the following technical standards:

1. EN 55022 - Limits and Methods of Measurement of Radio Interference Characteristics of Information Technology Equipment

Note:

EN 55022 emissions requirements provide for two classifications:
o Class A is for typical commercial areas.
o Class B is for typical domestic areas.

2. EN 55024 - Information technology equipment - Immunity characteristics - Limits and methods of measurement

3. EN 61000-3-2 - Electromagnetic compatibility (EMC) - Part 3: Limits - Section 2: Limits for harmonic current emissions (Equipment
input current up to and including 16 A per phase)

4. EN 61000-3-3 - Electromagnetic compatibility (EMC) - Part 3: Limits - Section 3: Limitation of voltage fluctuations and flicker in low-
voltage supply systems for equipment with rated current up to and including 16 A.

5. EN 60950 - Safety of Information Technology Equipment.

To determine which classification applies to your device, examine the FCC registration label on the device. If the label indicates a
Class A rating, the following warning applies to your computer:

This device is classified for use in a typical Class B domestic environment.

WEEE EU Directive

Pursuant to the WEEE EU Directive, don't dispose of electronic and electrical waste with unsorted waste. For disposal of this product,
contact your local recycling authority.

Specifications

The following table summarizes Interaction SIP Station | and Il phone specifications.

Feature

Details

VolP Signaling Protocols

SIP: RFC 3261, RFC 2327 (SDP)

Data Protocols

IPv4, TCP, UDP, ICMP, ARP, DNS

802.1p/Q for Traffic Priority and QoS

ToS (Type of Service) field, indicating desired QoS
DHCP Client

NTP Client

Media Processing

Voice Coders: G.711, G.723.1, G.729A/B, G.722. Additionally, Interaction SIP Station Il supports Opus.
Acoustic Echo Cancelation: G.168-2004 compliant, 64-msec tail length

Adaptive Jitter Buffer 300 ms

Voice Activity Detection

Comfort Noise Generation

Packet Lost Concealment

RTP/RTCP Packetization (RFC 3550, RFC 3551)

DTMF Relay (RFC 2833)

Telephony Features

Speed Dial (Interaction SIP Station I) Dialpad (Interaction SIP Station Il), pickup, disconnect,
switchover/failover support

Configuration/Management

Automatic provisioning for firmware and configuration file upgrade

DHCP options for automatic provisioning

Port Usage

Default port 4000 for RTP traffic, port 4001 for RTCP traffic. Depends on the value of Media Port Start Range
in the Managed IP Phone Configuration Options in Interaction Administrator.
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Power Class 1 PoE
Optional DC to USB power cord (Interaction SIP Station Il only)
Hardware Connectors interfaces:

2 x RJ-45 ports (10/100BaseT Ethernet) for WAN and LAN
(Gigabit support on Interaction SIP Station II)

PoE: IEEE802.3af

RJ-9 port (jack) for Handset
Mounting:

Wall mounting

Power:

Class 1 PoE

Keys:

Emergency Speed Dial (Interaction SIP Station I)
Dialpad (Interaction SIP Station II)
Pickup Disconnect

Mute

Volume Up

Volume Down

Multi-function status LED

Idle

Call alerting

On mute

Volume up/down
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Physical description

To manage incoming and outgoing calls, the Interaction SIP Station includes call control buttons and an LED status indicator.
Interaction SIP Station |

4.5" (11.43 cm) x 4.5" (11.43cm) ¢ 1.5" (3.81cm)

Interaction SIP Station Il

4.5" (11.43 cm) x 4.7" (11.93cm) ¢ 1.5" (3.81cm)

For more information, see:
e [nteraction SIP Station and Interaction SIP Station Il Product Information Sheet at
http://www.inin.com/resources/ProductLiterature/Interaction-SIP-Station.pdf.
e Interaction SIP Station Quick Reference and Interaction SIP Station Il Quick Reference in the Quick Reference Materials section in the
PureConnect Documentation Library at https://help.genesys.com/cic.

Set up Interaction SIP Station | and Il phones

Before you set up Interaction SIP Station | and Il Phones

Before setting up one or more Interaction SIP Station | and Il phones, ensure that you completed the network configuration for Interaction
SIP Station | and |l, as described in Configure the network for managed IP phones.
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Unpack the package contents

Your Interaction SIP Station | or Il package includes the following items. Ensure that all these parts are available in the box before you
proceed.

e One Interaction SIP Station | or Il

e One Ethernet patch cable

o A desk-mounting plate with two desk-mounting screws (Interaction SIP Station | only)

e A headset hanger (Interaction SIP Station | only)

When unpacking, ensure that all the following items are present and undamaged. If anything is missing or broken, contact the distributor
from whom you purchased the phone for assistance.

N P

Interaction SIP Station Phone | with hanger | Two Desk-Mounting Screws

Ethernet Patch Cable Desk Mounting Base Plate
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Fasten the phone to the desk (optional-Interaction SIP Station | only)

Optionally, you can secure the Interaction SIP Station | to a desk or other appropriate service using the included base plate that you can
mount to the bottom of the phone with the two screws provided.
To attach the base plate to the phone

1. On the bottom of the phone, remove the two screws in the center.

2. Optionally, insert the hanger before mounting the plate in step 3 (hanger not shown in the diagram).

3. Using the provided screws, attach the base plate to the bottom of the phone, as shown.

Note:
The indented side of the holes faces out.

4. Place the phone on the mounting surface and mark the surface through the holes on each end of the base plate.
5. Drill or punch a small hole on these marks to receive the screws.
6. Place the base plate over the holes and fasten it to the surface.

For instructions on using Interaction SIP Station, see the Interaction SIP Station Quick Reference card in the PureConnect Documentation
Library.

Connect the network cable

This procedure describes how to cable your phone. After you connect the network cable, the Status LED flashes orange as it cycles
through the start-up process. Genesys recommends provisioning the phone through Interaction Administrator.

To connect the network cable
1. Connect a RJ-9 headset to the RJ-9 headset jack.
2. Connect the PoE LAN port on the Interaction SIP Station | or Il to your available LAN jack using the provided Ethernet patch cord.

3. If you have only one LAN jack, you can use the included PC port on the Interaction SIP Station | or Il to provide a LAN connection to
your PC.

Advanced configuration (Interaction SIP Station | and Il)
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Interaction SIP Station | and Il firmware for supported phones

The following tables list the Interaction SIP Station | and Il firmware versions for supported phones.

Firmware for supported phones

Firmware Version

Initially Made Available in...

Phone Model

2.0.4.15.7

2015 R2

Interaction SIP Station |

Interaction SIP Station Il

Interaction Firmware

Managed IP Phones Administrator Guide

Starting in 4.0 SU 5 and continuing with CIC 2015 R1 and later . iso file includes a separate Interaction Firmware component that contains
the firmware for Polycom, Interaction SIP Station, AudioCodes, and Genesys managed IP phones. When you run Install.exe on the CIC
server, it installs the Interaction Firmware component (and other required CIC server components) to \\i3\IC\Server\Firmware. You can
also use Interactive Update to apply the Interaction Firmware component on the CIC server. For more information about installing or

updating CIC, see the Product Information site at https://my.inin.com/products/iupdate/Pages/Latest-Release.aspx.

Note: CIC releases earlier than 4.0 SU 5 require you to download the firmware. To download firmware for earlier releases, see the SIP-

Related Download Files on the Product Information site at https://my.inin.com/products/sip-platforms/Pages/SIP-Related-Download-

Files.aspx.

Copyright and trademark

Managed IP phone (Interaction SIP Station | and Il) configuration options

The following options reflect the state of Interaction SIP Station | and Il configuration as of CIC 2015 R2.
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Options tab (SIP Station I and II)

These configuration options are available from the Managed IP Phones container when editing one or more managed Interaction SIP
Station | and Il phone(s). This tab allows for configuration of speed dial (Interaction SIP Station 1 only), emergency information, among
other options. For more information about these configuration options, see the Interaction Administrator documentation.

*Managed IP Phone Configuration - AgentlS51
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B General
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Speesd Dial Hold Duration (miliseconds) 1000
B Emergency Information
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Caling Party Murmber
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Ellll-?mﬁm“om | o | c-rull Apply

Advanced Options (Interaction SIP Station | and II)

The Advanced Options are available from the Advanced Options button in the Options tab, if configuring just one phone, or in the
Advanced Options tab, if configuring more than one phone. This tab allows configuration of provisioning, syslog, gains, LAN and VLAN,
and audio quality diagnostics. For more information about these configuration options, see the Interaction Administrator documentation.

Advanced Options

Advanced Options | 5tP Options | Custom Attributes |
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Additional managed IP phone (Interaction SIP Station | and Il) features

This section describes two unique features that Interaction SIP Station phones offer over other Managed IP Phones, supported by CIC:
Configurable speed dials and LED status light.

Configurable speed dials (Interaction Station 1 only)

Interaction SIP Station | phones can have two speed-dial numbers configured in the Options tab in Interaction Administrator. They can
map to any valid number or extension. Button 1 Speed Dial maps to the exclamation point (!) key on the Interaction SIP Station | and
defaults to 911. Generally, you leave this key at its default to allow placing emergency calls. Button 2 Speed Dial maps to the pickup key
and defaults to *. To initiate a speed-dial call, press and hold the appropriate key until the call places and connects.

LED status light

Interaction SIP Station phones | and Il have a multi-color LED in the center of the phone. This light indicates various states for the phone
by color and flashing.

In general, if the LED is solid blue, the Interaction SIP Station can receive calls. If it is not solid blue, it cannot receive calls. If the phone
does not have an active call and you adjust the volume, the LED flashes once for each button press: orange if adjusting the volume down,
red if adjusting the volume up. When the CIC server signals a reboot, the LED flashes orange rapidly before proceeding to the boot
sequence.

Boot Sequence

When the phone boots up, the light is solid purple and then solid orange while the phone powers on. When the phone starts querying
DHCP and getting its configuration, the LED flashes orange quickly. If at this point the Interaction SIP Station obtains new firmware, it
downloads the firmware and then transitions to solid orange as it saves the new firmware before rebooting. Once the phone obtains its
configuration, the LED transitions to solid orange pending registration. If the registration fails, the LED blinks orange slowly. If the
registration succeeds, the LED is solid blue.
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Call Sequence

When the phone receives a call, it flashes red to indicate that a call is waiting for you to answer. Once you pick up the call, it transitions to
blinking blue, indicating that a call is in progress. If you place the call on hold, the LED continues to flash blue. If you adjust the volume of
a call, the LED flashes orange once for each button press. If you mute the phone's microphone, the LED transitions to solid red until either
the call disconnects or you un-mute the microphone. Once the call disconnects, the LED returns to solid blue.

Call Status [no change)
18 | alerting
19 | Actiod Cal
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Troubleshooting (Interaction SIP Station | and II)

This section covers two of the more common issues with the Interaction SIP Station | and |l. Whenever troubleshooting a network issue
with the Interaction SIP Station, packet captures are invaluable.
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Cannot hear audio through headset

The Jabra GN 1200 headset supports a variety of telephones with different models requiring different switch settings. If you cannot hear
audio through the headset (for example, no ring tone when you press the volume up button), check the switch position on the inline switch
on the headset. Interaction SIP Station | and Il use switch position 1.

Interaction SIP Station cannot start or connect to the network

If you specified incorrect network settings, such as an incorrect VLAN ID or static IP address settings, to a point to where the Interaction
SIP Station unit can no longer start or connect to the network (as verified through packet captures), you can reset the unit to factory
default network settings.

Warning!

Only the network administrator should do this procedure, not an agent.

To reset Interaction SIP Station to factory default network settings
1. Disconnect the network connection from the unit, which, in turn, removes power from the unit.
2. Wait a few seconds.
3. Do one of the following:
o For Interaction SIP Station |, press and hold both round buttons on the top of the unit.
o For Interaction SIP Station II, press and hold the Mute and Volume down buttons.
4. Plug in the network connection into the unit. The unit restarts.

5. Continue holding the two round buttons until the indicator light on the unit blinks three times with a purple color. The unit resets to
factory default network settings.

Boot and provision sequences (Interaction SIP Station | and II)

This section explains the behavior of the Interaction SIP Station I and Il when powering on. Unlike a Polycom phone, the Interaction SIP
Station | and Il do not have separated boot and provision sequences. The unit powers on and then goes directly into the provisioning
sequence.

Firmware boot/provisioning sequence (SIP Station | and II)

Following is the firmware boot and provisioning sequence for SIP Station | and II:
e Phone powers on and does CDP and/or LLDP discovery, depending on configuration
o Gets port-mode configuration
o Gets VLAN information (if any)
e Phone runs through DHCP discovery:
o DHCP must return:
= |P Address
= Option 1 - Subnet Mask
m  Option 15- DNS server
o DHCP should return:
= Option 3 - Router to contact devices outside of subnet
m Option 66 - TFTP Server Address
= Option 67 - Bootfile Name (usually sip100. img)
= Option 160 - Provision server address (usually the CIC server or a provisioning proxy)
o DHCP may return:
= Option 4/42 - Network time servers
= QOption 2 - Time offset
e Phone queries DNS for the provision server found in Options 160
o If not found, the phone boots with its old configuration
e Phone sends HTTP GET request for the Bootfile to the Provision Server
o It pulls a portion of the file and checks whether it matches its current firmware
o If it doesn't match, the phone GETS the complete file, flashes the firmware to its memory and reboots
e Phone sends HTTP GET request for <MAC>. cfg to the Provision Server
e Phone attempts to register with its configured SIP Proxy
e [f the configuration file changed, the phone reboots
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Phone Simulator (SIP Station | and II)

A quick way to check what configuration passes to a phone is to use PhoneSim. exe, a PureConnect tool that simulates the provisioning
requests for managed IP phones. For more information, see Phone Simulator (Polycom).
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SIP Soft Phone Administration
Setup and configuration (SIP Soft Phone)

SIP Soft Phone requirements

CIC supports the SIP Soft Phone on workstations running on Microsoft Windows 7 (32-bit and 64-bit), Microsoft Windows 8 (32-bit
and 64-bit), and Microsoft Windows 8.1(32-bit and 64-bit), which support the PureConnect QoS driver.

Notes:

e CIC doesn't support the SIP Soft Phone on workstations running Microsoft Windows XP (32-bit and 64-bit), which does not
support the PureConnect QoS driver.

e CIC 2016 R2 and later supports Microsoft Windows 10.
e CIC 2015 R1 and later supports Microsoft Windows 8.1.
e CIC 2015 R1 and later no longer supports Microsoft Windows XP.
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SIP Soft Phone installation

The SIP Soft Phone is a selectable feature on the Custom Setup page of the IC User Applications install (32-bit and 64-bit).
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| Reset | [DskUsage | | Bak || Next | [ Cacd |

Ensure that you select this feature when installing IC User Applications on workstations that use the SIP Soft Phone. If not installed
during initial installation, click IC User Applications in the Control Panel -> Programs and Features, and then click Change to open
the Custom Setup page. Click the SIP Soft Phone feature.

On the QoS Requirement page, click PureConnect QoS driver to add the PureConnect certificate to the Trusted Publishers list and
install the PureConnect QoS driver.

05 Requirement

Flease select a Qo5 opbon below.

Select & QoS oplion from the teo dhosces below.
A featune dhosen for the inptalls bon reguires Qo5. We recommend selecting
Triteractive Inteligence QoS diver” to install the driver induded with thes
natalabon padoage.
If specfically instructed by your administrator, you may select "Other™
indicating another form of QoS is slready installed on this computer.

(#) Interactive Inteligence (oS driver (Riecommended)

) Other

For more information:

e Forinstructions on installing IC User Applications, see PureConnect Installation and Configuration Guide in the PureConnect
Documentation Library.

e For more |nformat|on about the PureConnect QoS driver, see mglement QoS in your environment and PureConnect KB article
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Audio device requirement

For audio devices, audio quality and personal preference are subjective. When you select a USB headset, choose a quality headset
with noise and echo cancellation. You can discuss personal experience with headsets and recommendations from other partners
and customers on the PureConnect Community Forum at http://community.inin.com/.

SIP Soft Phone setup process

If you followed the instructions to configure the network for SIP Soft Phones and to create multiple Managed IP Phones using
Managed IP Phones Assistant (with the full computer names filled in the CSV list), automated provisioning occurs when the SIP Soft

Phone starts on a workstation.
Following are other required or recommended setup procedures, depending on the circumstances:

o [f the workstation contains more than one NIC or if the NIC was altered following the SIP Soft Phone installation, specify the
network adapter to use with the SIP Soft Phone. For more information, see Network adapter configuration.

e Genesys highly recommends that SIP Soft Phone users configure their SIP Soft Phones to use the default devices configured in
the Windows Multimedia Control Panel. For more information, see Audio configuration.

e [f you installed CIC Language Packs on the CIC system, SIP Soft Phone users can display the user interface in another
language. For more information, see Set the user interface language.

e If one of the following is true, you might need to provision the phones manually using the SIP Soft Phone Provisioning wizard:
o There is no DHCP server.

o The system cannot access the DHCP server.
o You didn't specify the full computer name in the CSV list for some or all SIP Soft Phones.

For more information, see SIP Soft Phone Provisioning wizard.

100


http://community.inin.com/

Network adapter configuration

If the workstation contains more than one NIC or if the NIC was altered after the SIP Soft Phone installation, specify the network
adapter to use with the SIP Soft Phone after the phone is provisioned.

You can configure the SIP Soft Phone to use a specific network adapter for Real-time Transfer Protocol (RTP) and SIP
communications.

To specify the network adapter
1. Right-click the SIP Soft Phone icon in the system tray and then click Options.

Provision...
Qptions

Dial Pad

Help

Exit

2. In the Options dialog box, click the adapter that best suits the RTP or SIP traffic.

Exa
g‘m RTP Network Inteface:
= Network Adspter |Local Area Connection 2 | 172.17.101.22 v
SIP Network Intesface:
|Local Area Connection 2| 172.17.101.22 -
[ ok || cace |

Auto-Detection of changes to the network adapter

The SIP Soft Phone detects when a selected network adapter for SIP or audio connection is unavailable or disconnects; and then
terminates the connections. When the selected adapters are available again, the SIP Soft Phone establishes the connections again.
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Audio configuration

Genesys highly recommends that SIP Soft Phone users configure their SIP Soft Phone to Use default communication devices, which
is the default configuration set in the Windows Multimedia Control Panel.

To configure the audio device
1. Right-click the SIP Soft Phone icon in the system tray and the click Options.

23 Provision...

Qptions

Dial Pad
Help

Exit

2. In the Options dialog box, click Audio Configuration.

() Use custom device seftings
Spasker

Speakers (High Definition Audio Devica) -

Microphions
Microphone (High Defintion Audio Device) -

ok [ concd |

3. Click Use default communication devices to use default configuration set in the Windows Multimedia Control Panel.

The administrator needs to instruct users to configure the Windows Multimedia Control Panel to set the default speakers and
microphone to a USB headset device:

a. Right-click the Speakericon n in the notifications area of the Windows taskbar and then click Sounds.
b. Select and configure the headset's speaker on the Playback tab.
c. Select and configure the headset's microphone device on the Recording tab.

Alternatively, users can select Use custom settings on the Audio Configuration page to specify the speakers and microphone
to use.
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Set the user interface language

If you installed CIC Language Packs on the CIC system, SIP Soft Phone users can display the user interface in another language.

To configure the audio device
1. Right-click the SIP Soft Phone icon in the system tray and then click Options.

Provision...
Qptions

Dial Pad

Help

Exit

2. In the Options dialog box, click Language.

=
£ Audio Configuration
& Language Language:
=, Netwosk Adapter English {Linited States -
| ok ][ cancel

3. Inthe Language list box, click the appropriate language for the user interface.
4. Exit and restart the SIP Soft Phone.

SIP Soft Phone Provisioning wizard

If there is no DHCP server, the system cannot access the DHCP server, or you didn't specify the full computer name in the CSV list
for some or all SIP Soft Phones, provision the SIP soft phone using the SIP Soft Phone Provisioning wizard.

To provision SIP soft phones using the SIP Soft Phone Provisioning wizard

1. Right-click the SIP Soft Phone icon in the system tray and then click Provision. The SIP Soft Phone Provisioning wizard
Welcome page appears.
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Welcome to the SIP Soft Phone
Provisioning Wizard

This wizard wil guids you through the
prenvsanang of your SIP Soft Phons

S GENESYS  Frewtestocoms

| _Mea> || Concel |

2. Click Next. The Get SIP Soft Phone Configuration page appears. Specify how to load the phone configuration file. The
configuration file contains information to provision the SIP Soft Phone.

SIP Soft Phone Provizioning 'Wizand
Gt 5IP Soft Phone: Configuration

Select the method for locatng the corfiguration fie-
FAutomatic Decowveny

@ Conligurs Setiings

Phone Provscring Server. vmdlc 1sb Jocal

|<Bock | Met> ][ Cwod || oo |

Automatic Discovery: If selected, the DHCP lookup provides the location of the provisioning server for you. If you configured
the network for the SIP Soft Phone (DHCP Option 160), this option is selected by default. An information icon appears next to
this option. Rest the pointer on the icon to display either the reason the option is not available, or the location of the
provisioning server that the DHCP lookup provides.

Configure Settings: If selected, displays the Phone Provisioning Server box to allow you to specify the provisioning server. If
the configuration file is not available or an error occurs during automatic discovery, you can select this option to load
configuration information manually.

Phone Provisioning Server. Name of the phone provisioning server. If you select the Configure Settings option, this box
appears.

3. Do one of the following:
¢ To load the configuration file automatically, do the following:

a. With the Automatic Discovery option selected, click Next.

b. If there are any errors when loading the configuration, an error message appears on the Get SIP Soft Phone Configuration page.
Do one of the following:

o If the configuration loads successfully and you have multiple network adapters, select the appropriate option on the Select
Network Adapters page.
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o If the configuration loads successfully and you do not have multiple network adapters, click Finish to exit the SIP Soft Phone
Provisioning wizard.

¢ To load the configuration file manually, do the following:

Click Configure Settings.

In the Phone Provisioning Server box, type the name of the provisioning server (CIC server).
Click Next to load the specified configuration file.

Do one of the following:

a0 oo

o If the configuration loads successfully and you have multiple network adapters, select the appropriate option on the
Select Network Adapters page.

o If the configuration loads successfully and you do not have multiple network adapters, click Finish to exit the SIP Soft
Phone Provisioning wizard.

o If the configuration file is not available on the server, click Next to complete the auto provisioning portion of the SIP
Soft Phone Provisioning wizard.

4. If the Full Computer Name of the computer running the SIP Soft Phone does not match the Full Computer Name for any of the
Managed IP Phones configured in the Managed IP Phones container in Interaction Administrator, the Use Auto Provisioning
page appears.

& =)
SIP Soft Phone Provisioning Wizard
Lige Auto Provisoning

“Your SIP Soft Phone has not yet been provisioned, Cick the
"Provision™ bution, and using the: losy pad to your nght. follow the:
woioe prompls bo auto provision your SIF Soft Phone.

@D Provisioning
5}

Connacted - 00,0002

| sBack | tec. | cocd || Heo |

This page allows you to provision the SIP Soft Phone using the provisioning IVR. The wizard initiates a call to the CIC server
to do the provisioning. The server then generates the appropriate configuration and triggers the SIP Soft Phone to retrieve
its new configuration.

5. If the Use Auto Provisioning page appears, do the following:
a. Click Provision.

Note:
If the Provision button is not available, see Troubleshooting (SIP Soft Phone). l

b. Following the voice prompts, provide the requested information using the dial pad. For example, the type of provisioning (by
administrator or user), the extension number for the phone, and the PIN number. Administrators need to specify both
administrator and station information.

The CIC server generates the appropriate configuration and triggers the SIP Soft Phone to retrieve its new configuration.
c. After provisioning the SIP Soft Phone, click Next.

The SIP Soft Phone Provision Complete page appears whenever SIP Soft Phone provisioning is complete, depending on the
option used for loading the configuration file and whether provisioning was necessary.

6. Click Finish.

SIP Soft Phone Help

For instructions on using the SIP Soft Phone, see the SIP Soft Phone documentation in the PureConnect Documentation Library.
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Managed IP phone (SIP Soft Phone) configuration options
The managed IP phone options reflect the state of SIP Soft Phone configuration as of CIC 4.0 GA.
Options tab

These configuration options are available from the Managed IP Phones container when editing one or more managed SIP Soft
Phones. This tab allows for configuration of diagnostic captures and emergency information, among other options. For more
information about these options, see the Interaction Administrator documentation.

Panaiped 1P Phine Configiralion - AgentS5P-Prl

General Options | Information |

B General
Rireg Ak
Irsbeand Zall Wasiting Tore
SIP Reciris Pt

B Solt Phone Susdio
o5 Enabded fes
Dessgrigbic Caphurs Enaliad Mo
Local Adapher Address Mebwork, [0
Lol Adapler Address Subrest Mgk,
CrvaeTics Poit Ranges

B Emergency Information
Dscriphion
Lt ity
Caling Party Humber
Cupshatmanr Badrsd

E&'E

| | gorfm suto-save [k | coa | apew

106



SIP Soft Phone and remote survivability

Remote survivability is the ability of a remote location to continue to operate in some (typically limited) capacity when the
connection to the main location is down. In this scenario, the CIC server is unreachable, meaning that the CIC client application
cannot function, even though the SIP Soft Phone is still running. The local SIP Proxy server and SIP gateways are available also.

For more information about remote survivability, see Appendix B: How registrations work (proxy settings).

In a remote survivability scenario
1. SIP Soft phone users can place outbound calls using the SIP Soft Phone dial pad. To access the dial pad, do the following:
a. Right-click the SIP Soft Phone icon in the system tray and then click Dial Pad.
b. Using the dial pad, you can provide phone numbers to dial and have call control over those outbound calls.

| o) C7 =
3172222222

Connecled - 00:00-N

TL]"J

The calls go directly from the SIP Soft Phone to the proxy server, which routes them out the local gateway.

2. SIP Soft Phone users can receive inbound calls, but the SIP Soft Phone cannot alert users about the calls. The SIP Soft Phone
relies on the CIC client for this functionality, and CIC client is not available. Users need to have the SIP Soft Phone Dial Pad
open to check for calls.

Because the SIP Soft Phone does not alert or pop for inbound calls, the SIP Soft Phone is not practical, and therefore, not supported
as a remote survivability solution. Physical devices such as Polycom phones and Interaction SIP Station phones are more practical
in a remote survivability situation.

Troubleshooting (SIP Soft Phone)

This section outlines a few of the more common problem scenarios encountered with SIP Soft Phones. In all of these scenarios, it
is useful to obtain a packet capture to see exactly what traffic is passing to and from the SIP Soft Phone, including DNS and SIP
traffic.
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SIP Soft Phone cannot obtain configuration from provisioning server

The SIP Soft Phone uses DHCP Option 160, which it queries from the DHCP server to obtain the name of the provisioning server.
There are a few reasons why the SIP Soft Phone cannot obtain the configuration file from provisioning server.

Note:
Obtaining a packet capture from both the client and server may be a necessary troubleshooting step.

To ensure that the SIP Soft Phone can obtain configuration from provisioning server
1. Verify DHCP Option 160 configuration on the DHCP server. (For more information, see Configure the network for managed IP
phones.)

2. Verify through DNS that the hostname configured in DHCP resolves to the IP address of the correct CIC server. (For more
information, see Configure the network for managed IP phones.)

3. Verify that the Windows User account that is running the SIP Soft Phone has full access to the following registry keys:

HKIMSoftwarePoliciesMicrosoftSystemCertificates
HKIMSoftwarePoliciesMicrosoftCryptography

4. Verify that the Windows User account that is running the SIP Soft Phone has full access to the following file path:
$ALLUSERSPROFILES$\Application Data\Microsoft\Crypto\Keys

5. If there is a firewall between the client workstation running the SIP Soft Phone and the CIC servers, verify that the firewall rules
allow communication to the CIC servers on ports 8088 (http) and 8089 (https).

SIP Soft Phone contacts provisioning server but cannot register

If the SIP Soft Phone cannot place calls, it typically indicates that it is not registered and results in the following behavior:
e Placing outbound calls using the CIC client doesn't complete.
e The CIC client cannot pick up incoming calls.

Note:
Obtaining a packet capture from both the client and server is a helpful troubleshooting step.

To ensure that the SIP Soft Phone can register

1. Ensure that the appropriate network adapter and VPN are selected on the Options page. For more information, see SIP Soft
Phone requirements.

2. Ensure that the audio device is working properly by running the Audio Tuning wizard in Interaction Desktop.
3. Ensure that the SIP Soft Phone can resolve the name of its proxies correctly (through DNS). (For more information, see

Appendix B: How registrations work (proxy settings).

Verify that the SIP Soft Phone resolves the applicable DNS record correctly (for example, DNS SRV, server hostname, SIP Proxy
name).

Startup and provision sequences (SIP Soft Phone)

This section explains the behavior of a SIP Soft Phone upon powering on. It is helpful while troubleshooting a phone to understand
what it is doing during startup.
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SIP Soft Phone startup sequence

There are two ways to start the SIP Soft Phone. You can start the SIP Soft Phone by manually running it from the desktop shortcut;
or by attempting to log on to CIC client and then selecting SIP Soft Phone as the station type. (Only a single instance of the SIP Soft
Phone can run at a time.) In either case, the startup sequence is the same.

In the startup sequence, the SIP Soft Phone attempts to:
e |Initialize the audio input and output devices based on registry keys:

© HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Audio Input Device

o HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Audio Output Device

e Bind to the network adapter based on a registry key:

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Network Adapters

e Download a configuration file based on a registry key:

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 ConfigUrl

e If the previous step fails, the SIP Soft Phone attempts to download a configuration file based on a DHCP Option 160.

SIP Soft Phone provision sequence

o [f the SIP Soft Phone provisioned successfully during a previous startup, it looks in the registry first for a key that specifies the
configuration file.

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
ConfigUrl

(for example, https://provision.lab.voip:8088/AgentPC1.lab.local.i3sipcfg)

o [f the configuration file registry key does not exist, the SIP Soft Phone queries the DHCP server for Option 160 to determine
whether a boot server definition exists and then attempts to download the configuration file.

e If that option does not define a boot server, you need to provision the SIP Soft Phone manually using the SIP Soft Phone
Provisioning wizard.

Phone Simulator (SIP Soft Phone)

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
provisioning requests for managed IP phones. For more information, see Phone Simulator (Polycom).
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AudioCodes and Genesys Phone Administration
Advanced configuration (AudioCodes and Genesys phones)

AudioCodes and Genesys firmware for supported phones

The following table lists the AudioCodes and Genesys firmware versions for supported phones.

Firmware for supported phones

Firmware Version Initially Made Available in... Phone Model
2.2.16.142 2018 R5 Patch5 AudioCodes
2018 R4 Patch11 405
2018 R3 Patch18 405HD
2018 R2 Patch24 430HD
2018 R1 Patch31 440HD
2017 R4 Patch37 Genesys
405
405HD
420HD
2.2.8.61 2017 R2 420HD
2.2.277.2.3 IC4.0SU6 420HD
2.0.0.18_6 IC4.0SU5 420HD

Interaction Firmware

Starting in 4.0 SU 5 and continuing with CIC 2015 R1 and later . iso file includes a separate Interaction Firmware component that
contains the firmware for Polycom, Interaction SIP Station, AudioCodes, and Genesys managed IP phones. When you run
Install.exe on the CIC server, it installs the Interaction Firmware component (and other required CIC server components) to
\\i3\IC\Server\Firmware. You can also use Interactive Update to apply the Interaction Firmware component on the CIC server. For
more information about installing or updating CIC, see the Product Information site at
https://my.inin.com/products/iupdate/Pages/Latest-Release.aspx.

Note: CIC releases earlier than 4.0 SU 5 require you to download the firmware. To download firmware for earlier releases, see

the SIP-Related Download Files on the Product Information site at https://my.inin.com/products/sip-platforms/Pages/SIP-
Related-Download-Files.aspx.

Managed IP phone (AudioCodes and Genesys phones) configuration options

AudioCodes and Genesys phones work with the CIC provisioning subsystem and you configure them in Interaction Administrator in
the same way as Polycom phones, Interaction SIP Station | and Il phones, and SIP Soft Phones. You must implement each
AudioCodes or Genesys phone as a managed IP phone.

AudioCodes and Genesys phones are similar to the Interaction SIP Station | and Il phones in their network and Interaction
Administrator configuration. However, they have a headset, LCD display, a dial pad, and more function keys. Interaction SIP Station |
has none of these features; Interaction SIP Station Il has a dialpad and more function keys only.
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Options tab (AudioCodes and Genesys phones)

These configuration options are available from the Managed IP Phones container when editing one or more managed AudioCodes
or Genesys phones. For more information about these options, see the Interaction Administrator documentation.

ranaged IP Phone Configuration - AudioCodes 1

General  OpRns | Information |

Enbuard Call Waking Tone
SIF RaCerin Port S060
Madia Pork Start Range 000
LAN Port Mode ALK
P Powtt Mode Ak ornstic
E Interface
Rirg) Widurne (0-9) 5
E Emergency Information
[ gl
Location
Caling Farty Wumber
Custiomsr Name

| B contim sto-save [k ] come | e |
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Advanced Options (AudioCodes and Genesys phones)

The Advanced Options are available from the Advanced Options button in the Options tab, if configuring just one phone, or in the
Advanced Options tab if configuring more than one phone. This tab allows configuration of provisioning, syslog, gains, LAN and
VLAN, and audio quality diagnostics. For more information about these options, see the Interaction Administrator documentation.

Advanced Options EE3

Advanced Options | St Options | Custom Attributes |

B Provisioning -
Prrvtsionang Methiod DHOP Opkions
Do Oipicns 1E0
State IURL
2 Syslog Tracing
Syshog Ensblad Mo
Syl Server 0.0.0.0
Syshoq Lenvel (def skt 5) 5
B Gain
Headset Digital Microphone Gain (default +0 d8 +0 dB
Haadest Digital Speskers Gain (defaul 40 dB)  +0dB
Headset Analog Microphone Gan (default +359 « +35 d8 -

Headset Analog Spesker Gain (defoulkt -17 dB)  -12 dB
Heacdsit Anakag Sadetons Gain (default -12 dB) -12 d8

B VLAN
WLAN Discovery Mode suskomatic (CDF +LLOF)
Marnpal YLAN 1D L1}
B LAN
1P Assignment Mode Bapkomastic (DHCF)
1P Address 0.0.0.0 =l

Additional managed IP phone (AudioCodes and Genesys phone) features

For more information about the AudioCodes Phone Series, see the AudioCodes website at https://www.audiocodes.com/solutions-
products/products/ip-phones.

Troubleshooting (AudioCodes and Genesys phones)

This section is a placeholder for common issues with AudioCodes and Genesys phones.

Boot and provision sequences (AudioCodes and Genesys phones)

This section explains the behavior of AudioCodes and Genesys phones when powering on. Unlike a Polycom phone, AudioCodes
and Genesys phones do not have separate boot and provision sequences. The units power on and then go directly into the
provisioning sequence.
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Firmware boot/provisioning sequence (AudioCodes and Genesys phones)

Following is the firmware boot and provisioning sequence for AudioCodes and Genesys phones:
e Phone powers on and does CDP and/or LLDP discovery, depending upon configuratio
o Gets port-mode configuration
o Gets VLAN information (if any)
e Phone runs through DHCP discovery
o DHCP must return:
= [P Address
= Option 1 - Subnet Mask
m  Option 15- DNS server
o DHCP should return:
= Option 3 - Router to contact devices outside of subnet
= Option 66 - TFTP Server Address
= Option 67 - Bootfile Name (usually 420HD.img)
= Option 160 - Provision server address (usually the CIC server or a provisioning proxy)
o DHCP may return:
= Option 4/42 - Network time servers
= Option 2 - Time offset
e Phone queries DNS for the provision server found in Option 160
o If not found, the phone boots with its old configuration
e Phone sends HTTP GET request for the Bootfile to the Provision Serve
o It pulls a portion of the file and checks whether it matches its current firmware

o If it doesn't match, the phone GETS the complete file, flashes the firmware to its memory, and then reboots
e Phone sends HTTP GET request for other config files listed with the CUSTOM: : config files attribute specified

e Phone sends HTTP GET request for <MAC>. cfg to the Provision Serve
e Phone attempts to register with its configured SIP prox
e If the configuration file changed, the phone reboot

Custom configuration files (AudioCodes and Genesys phones)

The provisioning server supports the ability to add a custom attribute to AudioCodes and Genesys phones named config files
(case-insensitive), which must contain a comma-separated list of files. If the file exists inthe \i3\ic\provision\AudioCodes
directory on the CIC server, provisioning includes the files in the config files list for AudioCodes phones. If the file exists in the
\i3\ic\provision\Genesys directory on the CIC server, provisioning includes the files in the config files list for Genesys

phones.

The system requests these files after provisioning generates the config files and allows administrators to set custom config file

attributes that provisioning doesn't handle.

Following is the format of the custom configuration files.

The Configuration file is a * . c£g file with the file name specified in the list under the config files custom attribute.

Ensure that the configuration file adheres to the following guidelines:
e No spaces on either side of the equals (=) sign.
e FEach parameter is on a new line.
e Each parameter has the following syntax: <parameter name>= <value>

Following is an example of part of a configuration file:

voip/line/0/enabled=1
voip/line/0/1d=1234
voip/line/0/description=310HD
voip/line/0/auth name=1234
voip/line/0/auth password=4321
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Phone Simulator (AudioCodes and Genesys phones)

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
provisioning requests for managed IP phones. For more information, see Phone Simulator (Polycom).
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Appendixes

Appendix A: Non-standard provisioning scenarios

This appendix describes several non-standard provisioning scenarios when there is no DHCP server or the system cannot access
the DHCP server.

Remote phones

If you deploy a managed IP phone at a remote site, it is possible to avoid excess WAN traffic associated to provision phones.The
Interaction SIP Proxy offers a Provision Proxy feature when using CIC to manage it.Phones can send their HTTP provisioning
requests to the SIP Proxy, instead of over the WAN to the CIC server.

When an HTTP request comes in from a phone, the SIP Proxy forwards the HTTP requests to the CIC server and then caches
whatever the Provision Server returns.The next time a request comes in for the same file, the SIP Proxy checks with the Provision
Server to see whether the file changed, and then returns the file to the phone.

You enable the Provision Proxy feature from the System -> CIC Integration tab in the SIP Proxy web interface.
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Configure a Polycom phone's boot server manually

On a Polycom phone, follow these steps to point the phone to the CIC (boot) server. As needed, use the buttons and arrow keys
next to the choices displayed on the phone's LCD screen.

Note:

Steps for some phones differ slightly from those described here, and steps often differ depending on whether a phone is just
starting or running already. If these steps don't match your phone, see the Polycom documentation for instructions about how
to configure your phone.

To configure a Polycom phone's boot server
1. Onthe phone's Network Configuration screen, do the following:
a. Press the Menu button, press 3 for Settings, and then press 2 for Advanced.
b. Key in the password (the default is 456) and then press the Enter button.
c. Press 1 for Admin Settings and then press 1 for Network Configuration.
2. On the screen where you specify the CIC server's address, do the following:
Choose DHCP Menu and then press Select.
Choose Boot Server and then press Edit.
Use the arrow keys to select Static.
Press OK and then press Exit to go up a level.
Use the arrow keys to select ServerMenu and then press Select.
Select ServerType:, use the arrow to select HTTP, and then press OX.
Select ServerAddr: and then press Edit.

a.

Q@ -0 a0 T

Alphanumeric
indicator

Toggle
button

3. Specify the CIC server's URL and the provisioning port number:

If needed, press the phone's Alphanumeric toggle button (see previous image) to toggle from letters to numbers. Some
phones differ slightly from the one shown here.

b. Provide the CIC server's computer name or IP address, then a colon, and then port number 8088.
An example is 10.20.0.157:8088. For IP300/IP500 models, specify the full URL.

Note: Specify letters by pressing the corresponding number key multiple times:

a.

For a period (.), press the * key once.

For a colon (:), press the # key twice.

For a slash (/), press the # key three times.

If these instructions do not work on your phone, see the Polycom documentation for your phone.

4. Press OK, Exit, and then Save to reboot the phone and connect with the designated server.
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Configure an Interaction SIP Station through the web interface

The Interaction SIP Station has a web interface to allow configuration in the instance of inability to connect to the DNS or a
provisioning server. Do not use the web interface with CIC Managed IP Phones.

Firmware Version | Web Interface Address

1.2.2 http://<ISS_ip_addr>:80

The default user name for the interface is admin and the default password is 1234. The web interface allows for configuration of
network parameters; speed dial; and diagnostic tools, and allows for manual updating of the phone’s configuration.
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Appendix B: How registrations work (proxy settings)

This appendix describes how registration groups function.

Registrations overview

When you configure a phone to use a particular registration group, all station appearances on that phone use the same SIP
registration settings, according to the contents and ordering of the registration group. Each "registration" serves as a mapping to a
hostname (or IP address), a port, and a protocol for use when the phone registers. Configuring more than one registration in a
registration group serves to provide SIP redundancy according to two paradigms: failover and fallback.

Registration types

Each registration group consists of an ordered list of one or more registrations of the following types:

e Line: The most basic registration type, the Line allows for selection of a line that you defined for the particular CIC server. All
the transport settings derive from the configuration of the selected line. If there is a Line within the registration group, ensure
that the Line is the first entry. You can only have one Line per registration group.

e Manual: Manual registrations allow for administrator-specified registrations. You must specify the address, port, and transport
protocol. The address is either a hostname, FQDN, or IP address. It can point to anything, but use caution. Customers used
manual registrations for secondary SIP proxies, primarily, but with the ability to use a Managed Proxy, the use of manual
registrations declined.

o Managed Proxy: The Managed Proxy feature of the Interaction SIP Proxy allows phones in a remote location to register with the
SIP proxy while maintaining some functionality of, and communication with, the CIC server. You must specify the transport
protocol, but the system derives the contact address and port from the configuration of the associated Managed Proxy. To
function properly, ensure that the managed phone and its Managed Proxy are in the same CIC location. Customers use
Managed Proxies for remote survivability situations. For more information, see Remote survivability (fallback).

e DNS SRV: The DNS SRV records are a way for the phone to track multiple registration addresses without CIC needing to do it
also. It's common for customers to use this registration type in Switchover settings. For more information, see Switchover

(failover).
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Switchover (failover)

Switchover operates according to the failover paradigm: the primary registration is actually a pair of CIC servers (a Switchover pair)
in which both servers have the same capabilities. When an agent places a call, the phone attempts to contact the last known
functional server. If the active server fails, the other server in the pair comes up. When an agent places another call, the phone
attempts to contact the "down" server first, and then contacts the "up" server when the previous attempt fails. For each subsequent
call, the phone remembers which server was functional last and routes its call attempts accordingly.

For Polycom phones and for SIP Soft Phones, you configure this option through a DNS SRV registration in the registration group.
Since the DNS SRV record can point to more than one registration address, the phones can track both members of the Switchover
pair without CIC needing to notify them of a Switchover event.

Remote survivability (fallback)

Remote survivability is the ability of a phone to maintain a SIP registration when a connection to the main CIC server severs.
Remote survivability operates according to the fallback paradigm: there is a single main registration and one or more limited-
functionality registrations. The system treats any other registration entries in a registration group as such and assumes them to
have less than the full CIC functionality.

When connection to the main CIC server severs, the phones try each of the fallback registrations successively whenever an agent
places an outbound call.

Following is a common scenario for remote survivability:

Your implementation has a distributed architecture where remote offices only have phones; proxy servers; and SIP gateways, and
connect to the CIC servers at a central location through MPLS/WAN connections. If the WAN fails, the phone attempts to contact
the CIC server first. If that fails, the phone calls through the Proxy, which routes the call out the local SIP gateway.

External registrations (proxy settings)

For Polycom phones only, external registrations allow a specific line/station appearance on a phone to register differently than all
the other lines on that phone. For example, external registrations are useful in a large company where CIC deploys for a certain
sector like customer support, and some other SIP call system deploys elsewhere. If an employee needs to call into the other SIP
call system directly, you can add an external registration to that user's phone.

There are two parts to setting up external registrations:

e Set up the external registration group
e Add the external registration to the phone

Set up the external registration group

To designate a registration group as external, select a registration group type of External rather than Regular when creating the
registration group. The registration group itself is then much like a regular registration group, with the exception that the only
registration types allowed are Manual and DNS SRV. As before, there is no limit on the number of entries the group, but more than
three is impractical.

Once created, you can only use the external registration group for external registrations. It is not available for selection as the main
Registration Group of a managed IP phone.
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Add the external registration to the phone

After creating an external registration group, you can add external registrations to Polycom managed IP phones in a similar manner
to adding a shared station appearance. Configure the station with whatever Identification Address and credentials that the SIP
server in the corresponding external registration group expects.
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Change Log

The following table list the changes to this document since its initial publication.

Date

Changes

01-June-2012

e |n Chapter 3: "Create individual managed IP phones for test purposes":
o Updated "Registration group configuration" for default protocol changed from TCP to UDP in IC 4.0
SuUT.
o Updated "Polycom and SIP Soft Phone registration group configuration" to add screenshot to
"Switchover settings".
e Updated Chapter 6: "Additional Configuration (Polycom)" to add "SpectraLink Wi-Fi phone considerations”
subsection to "Polycom firmware and model limitations".
e Updated Chapter 7: "Troubleshooting (Polycom)" under "Polycom phone cannot locate boot server”,
added note about SpectralLink phones.

11-January-2013

In Chapter 14: "Setup and Configuration (SIP Soft Phone)," revised "Audio device requirement" statement.

e In Chapter 1: "Introduction to IC Managed IP Phones," updated "About this guide" to refer to the IC

24-January-2013 Migration Guide for the procedures for migrating IC 3.0 managed IP phones to IC 4.0 managed IP phones.
e |n Chapter 3: "Create individual managed IP phones for test purposes”, updated the screenshots in
"Create individual managed IP phones for test purposes” procedure to include the selectable firmware
version option on the Managed IP Phone Configuration — General tab, added in IC 4.0 SU 3.
e In Chapter 6: "Additional Configuration (Polycom)", renamed the subsection on Polycom firmware to
"Polycom firmware and phones (IC 4.0 SU 3 and later)" and updated it for the selectable firmware version
feature and other firmware changes in IC 4.0 SU 3.
25-July-2013 In Chapter 3: "Create individual managed IP phones for test purposes”, added note in the "Default registration
group” subsection that a registration group cannot have more than one SIP line or DNS SRV registration.
30-October-2013 e In Chapter 6: f'AdditiopaI Configuration (E’olycom)", updated the "Polycom firmware for supported and EOL
phones" section for firmware supported in IC 4.0 SU 3 and later.
e In Chapter 2: "Configure the network for managed IP phones", in "Required DHCP option provisioning
records”, updated Option 132 for Interaction SIP Station.
e Updated the following sections of this document for Interaction SIP Station support for DNS SRV in IC
4.0 SU 4 and later:
o Chapter 2: "Configure the network for managed IP phones", sections "IP phone network configuration
task list" and "Create DNS service location (SRV) records for Switchover".
o Chapter 3: "Create individual managed IP phones for test purposes", section "Interaction SIP Station
registration group configuration".
o Appendix B: How registrations work (proxy settings).
13-January-2014 In Chapter 6: "Additional Configuration (Polycom)", added entry Polycom firmware for VVX600 phones in
"Polycom firmware and phones (IC 4.0 SU 3 and later)", to be available in IC 4. SU 5 and pre-release support
available in IC 4.0 SU 3 and IC 4.0 SU 4.
27-January-2014 e In Chapter 6: "Additional Configuration (Polycom)":
o Modified table in "Polycom firmware and phones (IC 4.0 SU 3 and later)" to show official support in IC
4.0 SU 5 for VVX300, 310, 400, 410, and 600 phones.
o Added new section "Interaction Firmware" for IC 4.0 SU 5 and later.
e In Chapter 11: "Additional Configuration (Interaction SIP Station)", added new section "Interaction
Firmware" for IC 4.0 SU 5 and later.
e Updated guide for support for AudioCodes 420HD IP phone in IC 4.0 SU 5 and later. Created new
"AudioCodes Administration" section.
16-May-2014 In Chapter 6: "Additional Configuration (Polycom)", modified table in "Polycom firmware and phones (IC 4.0
SU 6 and later)":
e To show official support in IC 4.0 SU 6 for Polycom firmware 4.1.6h
e Add"IC Release" column showing what SUs and ESs a firmware version is supported in.
15-September-2014 Updated documentation to reflect changes required in the transition from version 4.0 SU# to CIC 2015 R1,

such as updates to product version numbers, system requirements, installation procedures, references to the
Product Information site URLs, and copyright and trademark information.
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05-December-2014

e Made updates throughout the entire document for Interaction SIP Station Il and associated firmware,
available in CIC 2015 R2 and later.

e In Chapter 2: "Configure the network for managed IP phones," made the following updates:
o Added new section "Configure DHCP records for multiple phone models."

o In"Configure the TFTP server," removed section on manually copying the firmware file to the TFTP
server for a Switchover pair, as this has been fixed for CIC 2015 R2 and later.

17-June-2015 In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware and phones (CIC 4.0 SU 6, CIC
2015 R4 and later)" for new Polycom SoundPoint IP and VVX firmware in CIC 2015 R4.

01-July-2015 In Chapter 14: "Setup and configuration (SIP Soft Phone)," updated "SIP Soft Phone requirements" to include
support for 32-bit as well as 64-bit for Windows 8 and Windows 8.1.

15-September-2015 e Updated document to reflect transition to Interaction Desktop in CIC 2015 R3 and removal of Interaction

Client .NET Edition in CIC 2016 R1.
e Updated document for rebranding in CIC 2016 R1.

15-October-2015

In Chapter 2: "Configure the network for managed IP phones," in the "Required DHCP option provisioning
records” table, updated Option 067 to provide more information and refer to the "Configure DHCP records for
multiple phone recovery" section.

15-February-2016

e In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to remove older, obsolete firmware versions.

e Updated the copyright page.

10-April-2016

e In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" for support for VVX 100 and 200 phones in CIC 2016 R4 and later.

e Updated the following chapters for TLS/SRTP support for Interaction SIP Station and AudioCodes in CIC
2016 R4 and later:

o Chapter 1: "Introduction to IC Managed IP Phones", updated "Managed IP phones and SIP security."
o Chapter 3: "Create individual managed IP phones for test purposes”, updated the following sections:
m "Create individual managed IP phones for test purposes" — Audio Protocol field
= "Registration group configuration”

e In Chapter 14: "Setup and configuration (SIP Soft Phone)," updated "SIP Soft Phone requirements" to
include support for Windows 10 in CIC 2016 R2 and later.

21-June-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to update firmware versions.

02-August-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to include new VVX models 301, 311, 401, 411, 501, 601.

26-September-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to update firmware versions.

26-October-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to update firmware versions to remove 5.4.0a and replace 5.4.3.1014 with 5.4.3.2036 and
replace 4.0.8.1972.H with 4.0.8.2058.1.

07-March-2017

e Added note to "Polycom boot Sequence" topic to mention advanced options for boot sequence.

e Added note to "Limitations" section to indicate that starting with CIC 2016 R1, firmware updates with a
version of 2.2.2.77 or higher for Interaction SIP Station | & Il remove the constraint of registering the
phone with a single server.

28-April-2017 In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to include firmware 5.4.5G.
19-September-2017 Rebranded to Genesys.

20-March-2018

Updated document format and removed chapter numbers.

31-May-2018 Added support for Polycom phone models Trio8500 and Trio8800 in the "Polycom firmware for supported and
EOL phones" section.
06-September-2018 Added a link to the "CIC Utilities and Downloads" page on the Product Information site for the Phone

Simulator (Polycom) topic.
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21-September-2018

e Added support for Polycom phone model VVX D60 in the "Polycom firmware for supported and EOL
phones" section.

e Added support for Polycom 5.8.0 Firmware.

08-January-2019

Added support for AudioCodes 405; 405HD; 430HD; and 440HD, and Genesys 405, 405HD, and 420HD.
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